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Abstract

Fault-based side channel cryptanalysis is very effective against symmetric and asymmetric 

encryption algorithms. Although straightforward hardware and time redundancy based 

Concurrent Error Detection (CED) architectures can be used to thwart such attacks, they entail 

significant overhead (either area or performance). In this paper we investigate systematic 

approaches to low-cost, low-latency CED for Rijndael symmetric encryption algorithm. These 

approaches exploit the inverse relationship that exists between Rijndael encryption and 

decryption at various levels and develop CED architectures that explore the trade-off between 

area overhead, performance penalty and error detection latency. The proposed techniques have 

been validated on FPGA implementations.

1. Introduction 

Until recently cryptanalysts analyzed encryption algorithms and their software and 

hardware implementations using rigorous mathematical techniques such as linear cryptanalysis 

[2] and differential cryptanalysis [1]. Although these techniques helped uncover the weaknesses 

in algorithms, they could not exploit the weaknesses in their software and hardware 

implementations. Software and hardware implementation of (encryption) algorithms leak 

additional information via side channels. Typical side channels include time consumed by the 

operators used in the implementation, power dissipated by the implementation, radiation 

emanating from the device and results output by a faulty implementation. Kelsey et. al. [3]  

showed that a small amount of side channel information is sufficient to break some of the 

common encryption algorithms. For example, while the best mathematical techniques require 

approximately 64 terabytes of plain text and cipher text encrypted under a single key to recover a 

key of the data encryption standard (DES), differential fault analysis (DFA), a fault-based side 

channel attack, requires between 50 to 200 cipher text blocks. Hence, rigorous mathematical 

analysis techniques are being combined with side channel information to uncover the secret keys 

and implementation structure. 

Side channel attacks are a serious threat since they are practical. Reducing the amount of 

side channel information that leaks from software and hardware implementations (for example 

using shielding to reduce radiation) or making the side channel information irrelevant (for 

example using redundant, random computations to defeat timing and power attacks) can thwart 

side channel attacks. Unfortunately, very few counter measures against side channel attacks have 

been developed and even these suffer from a variety of drawbacks -large time and/or hardware 

overhead, extensive modification of the implemented algorithm, and above all, their ad-hoc 
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approach.

Related research in this area can be traced along two directions  – (i) side channel based 

attacks and (ii) counter measures against side channel attacks. One side channel attack monitors 

the setting and resetting the overflow or carry flags to obtain information about the operations 

performed during encryption [3]. A second side channel attack guesses a few bits of the last 

round key and then verifies this guess by using the strong correlation between the Hamming 

weights of correct guesses and Hamming weight of the intermediate results [3]. This procedure 

is repeated to obtain the last round key, the previous round key and so on until all round keys are 

obtained. These attacks can be defeated by denying an attacker the ability to monitor the status 

flags and the Hamming weights of intermediate results etc.,. 

Some attacks exploit the timing side channel [5,6]. In some implementations multiplication 

by zero bypasses the multiplication process and patches the result with all 0’s. This results in 

small, constant time when compared to complete multiplication. Timing side channel 

information can be obtained either by precisely measuring the time taken by one encryption or 

by averaging the time taken over several encryptions. A counter measure against such an attack 

is to make the time consumed by any operation independent of the input [5]. A second counter 

measure entails modifying the computation in such a way that it produces correct results but 

blinds the attacker from the details of the modification [5]. In elliptic-curve public key 

cryptography computing a multiple K of a curve point P is a common operation that can be 

blinded from the attacker by pre-selecting a random curve point Q, pre-computing K³Q and 

computing K³P as K³ (P+Q)-K³Q.

Power dissipated by a device is another side channel. Differential power analysis (DPA) is a 

power-dissipation side channel attack that divides the encryption into a number of time slots and 

measures power in each slot for different plain text inputs [7]. A small number of these power 

measurements correlate with each bit of the internal stage during encryption. This attack requires 

a minimal knowledge of the implementation while yielding the key and enough information to 

derive a model of the device. An approach to thwart DPA is masking the side channel power 

information by performing random calculations so as to increase the measurement noise. 

However this random noise is easy to remove, as it tends to average out over time. Another 

solution is to add complementary circuits to mirror the real encryption calculations in the device. 

For instance, if the real circuit is multiplying by the binary number 101, then the complimentary 

circuit multiplies by 010. This smoothes out the over all power consumption since the power 

consumed by both parts together is approximately constant. Still, since mirroring is not perfect, 

it is unclear whether all information can be blocked by this solution.  A third solution is to vary 

the order of the operations to make it more difficult for the attacker to identify patterns in power 

consumption. 

2. Fault based side channel cryptanalysis 

Results output by a faulty implementation is another side channel. Fault-based side channel 

attacks are based on the observation that errors deliberately introduced into a device and the 

resulting faulty computations leak information about the implemented algorithm. Boneh, 

DeMillo and Lipton [8] presented the first fault-based side channel attack against devices 
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implementing public key cryptography. They showed that faults could be introduced at a random 

bit location in one of the registers in the encryption device by exposing it to ionizing and 

microwave radiations. They showed how information leaking from such a fault-based side 

channel could be exploited to factor the modulus of an RSA implementation. While the number 

field sieve factoring technique can be used to break RSA implementations using 155-digit (i.e., 

431-bit) modulus [9], a fault-based side channel attack applies to any length modulus. These 

attacks are practical since portable tamperproof devices can be subjected to radiation, heat, 

incorrect voltages and atypical clock rates causing the device to malfunction in operation. Soon 

after the Boneh attack, a University of Singapore team presented a fault-based side channel 

attack against RSA devices based on two fault models [10]. In the first fault model they assumed 

that there is a one-bit fault in the representation of the secret exponent stored in the device and in 

the second fault model they assumed that there is a one-bit fault in the cipher text. 

Biham and Shamir [11] presented a fault-based side channel cryptanalysis of DES called 

Differential Fault Analysis (DFA). They showed how DFA can find the last DES round key 

using less than 200 cipher texts by assuming that one bit of data in one of the 16 rounds is 

flipped with a uniform probability. Floyd, Fu and Sun [12] presented a similar DFA attack on 

RC5 by introducing the register faults that affect the current round and then comparing the faulty 

result with the correct one to obtain the round key. They found the round key of last round first, 

and then the round key of the round before last, and so on. Biham and Shamir extended their 

fault model to show that DFA can uncover the structure of an unknown cryptosystem 

implemented in the encryption device. This attack was based on the asymmetric properties of 

EEPROMs; it is much easier to induce a 10 bit flip than to induce a 01 bit flip. This attack 

used DES as the unknown cipher and required only about 500 faulty cipher texts to identify the 

bits of the right half, up to 5000 faulty cipher texts to identify the S-boxes and their input and 

output bits, and about 10000 faulty cipher texts to reconstruct the DES S-boxes.

CED followed by suppression of the corresponding output is an approach to tolerate 

fault-based side channel cryptanalysis- on detecting a faulty computation the key is protected by 

suppressing the cipher text. CED can be performed by straightforward duplication of encryption 

(decryption) hardware and comparison or by use of spares, though this scheme entails more than 

100% hardware overhead. Time redundancy based CED involves encrypting (decrypting) the 

data a second time followed by comparison of the two results. This approach entails more than 

100% time overhead. Further, this can only tolerate transient faults if the input traverses 

identical paths through the encryption (decryption) data path both the times. 

There are similarities and differences between naturally occurring radiation induced single 

event upsets and permanent faults and side-channel cryptanalysis. In the former, faults are 

accidentally introduced into a device with the rate at which they are introduced being very low. 

In contrast, faults introduced by an attacker are deliberate, targeted and have a high rate of 

occurrence in the targeted device. Although the fault rates are very low in normal systems, it is 

extremely important for the implemented fault tolerance technique to achieve very high fault 

coverage (>99%) against the targeted faults including those that are difficult to detect. This is 

because obtaining a correct output in the presence of any faulty scenario is the ultimate goal. 
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Detection and prevention of fault-based side-channel cryptanalysis does not require very high 

fault coverage. This is because we are interested in detecting the effect of at least one of the

faults and the algorithms have the inherent capability of magnifying the effects of a fault owing

to their avalanche properties [3]. Two fault-tolerance techniques targeting naturally occurring 

transient and permanent faults in encryption devices have been reported [13,14]. VINCI [13] is a 

hardware implementation of 128-bit IDEA private key encryption algorithm that supports 

spares-based CED. VINCI uses one spare module of each type of hardware unit to detect faults

in all hardware modules of that type. Wolter et. al. [14] developed information redundancy

based CED for IDEA encryption  by using residue codes for error detection in adders, 

multipliers, and XORs. However, this requires use of encoders at the input and decoders at the

output to convert the plain and cipher texts into internal code words. These approaches yield

high on-line fault coverage but entail significant hardware/time overhead.

3. Encryption architectures that can tolerate fault-based side channel 

analysis

We will describe how CED techniques can exploit the inverse relationship that exists 

between Rijndael encryption and decryption at various levels. Any input data that is passed 

successively through Rijndael encryption algorithm/round/operation and the corresponding

decryption algorithm/round/operation is recovered. 

3.1. Rijndael private key encryption algorithm

A 128-bit block, 128-bit key Rijndael encryption supports 10 rounds, each round using 1 round

key [20]. An additional key is used in pre-processing. Rijndael operates on a two-dimensional 

table of plain text bytes called the state. Operations used in a round of Rijndael are: a non-linear 

byte substitution operation (S-BOX), a cyclic left shift of the rows in the state (shift row), GF (28)

multiplication with a constant of every column of the state (mix column) and exclusive-or of 

round key with the state (key-xor). It has an iterative looping structure as shown in Figure 1.

After pre processing, the input plain (cipher) text is subjected to one round of encryption

(decryption) where a series of operations are performed on it and the round key(s) to generate

the intermediate cipher text. The intermediate cipher text is then used as input to the next round.

We developed VHDL1 models and FPGA implementation for Rijndael encryption [16].
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Figure 1: 128-bit Rijndael private key encryption algorithm

1 Very High Speed Integrated Circuits Hardware Description Language that is widely used in the industry.
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3.2. Fault-based side channel cryptanalysis tolerant architectures

Rijndael encryption device consists of an encryption module, a decryption module, a key

RAM, an input port and an output port. Since Rijndael uses the same set of round keys for both

encryption and decryption, they can be generated a priori, stored in the key RAM and retrieved 

in any order depending upon whether encryption or decryption is in progress. We assume that

either encryption or decryption is performed at a time, which implies that the other module is 

idle and can be used for CED. The proposed CED scheme combines this fact with the inverse 

properties of Rijndael private key encryption algorithm.

3.2.1. Algorithm-level CED

Algorithm-level CED approach shown in Figure 2 exploits the inverse relationship at the 

algorithm-level. Plain text is processed through the encryption module, which is then disabled 

(or processes next block of data) and the decryption module is enabled to decrypt the cipher text. 

The output of decryption is compared with the input plain text. An error signal is set and the 

faulty cipher text is suppressed when there is a mismatch. Algorithm-level CED during 

decryption is similar. The area overhead includes an additional register to store the original input, 

a comparator, and a few multiplexers at the input of the encryption, decryption and comparator

modules. Since the round keys are stored in a key RAM, next block of plain text (cipher text)

cannot be processed until both encryption and decryption of current plain text (cipher text) is 

finished (since otherwise different round keys need to be accessed simultaneously by the

encryption and decryption modules).
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Figure 2: Rijndael encryption with algorithm-level CED 

Hence, the time overhead of encryption for one block of data with algorithm-level CED is the 

time it takes for encryption (without CED) of one block of data. The time to encrypt N blocks of

input data using algorithm-level CED is 2N³ the time for basic encryption of one block of data. 

The latency between the deliberate introduction of a fault and its detection may be sufficient to

obtain other useful side channel information. Although the time overhead of this approach is 

identical to the time overhead of encryption (decryption) with time redundancy based CED, it

can detect permanent faults as well. If the keys are stored in a register file or are stored in two

different key RAMs - encryption key RAM and decryption key RAM, encryption of the current

block of data can be carried out concurrently with the decryption (for CED) of the previous 

block of data. This reduces the total time for encrypting N blocks of data to (N+1) ³ the time for 

basic encryption of one block of data. 
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3.2.2. Round-level CED

A closer look at Rijndael reveals that the inverse relationship between encryption and decryption

exists at the round level as well. Passing the input data successively through one encryption

round and the corresponding decryption round yields the original data. For Rijndael, the first

round of encryption corresponds to the tenth round of decryption; the second round of

encryption corresponds to the ninth round of decryption and so on. Based on this observation, 

the computations can be checked at the round level. At the beginning of each Rijndael

encryption round corresponding round key and the input data is stored in registers before feeding

to the round module. After one round of encryption, the output is fed to the corresponding round

of Rijndael decryption. The output of decryption round is calculated using the stored key and

then compared with the input data that was previously saved. If there is a mismatch, Rijndael

encryption is halted and an error is signaled. Rijndael encryption with round-level CED is shown 

in Figure 3.
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Figure 3: Rijndael encryption with round-level CED 

3.2.3. Operation-level CED

Each Rijndael encryption (decryption) round is composed of four operations with each 

operation consuming one clock cycle. The operations in a round of encryption and

corresponding operations in a round of decryption satisfy the inverse relationship. Consequently,

passing the input data through an operation in the encryption round and the corresponding

inverse-operation in decryption round yields the original input data as shown in Figure 4. The

dotted box on the left shows the rth Rijndael encryption round while the dotted box on the right

shows the (10-r+1)th Rijndael decryption round.
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Figure 4: Rijndael encryption with operation-level CED 
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Such an operation-level CED further improves the latency of detecting a fault that has been

deliberately introduced by an attacker thereby minimizing the amount of side channel

information that is revealed. In addition, it localizes the fault to the hardware implementing the

operation. The design with operation-level CED is complex and has additional performance

penalty due to additional multiplexers in the critical path. Figure 5 shows interconnections 

between the S-BOX operation of the encryption round and the S-BOX-1 operation of the

decryption round.
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Figure 5: Interconnections between s-box and s-box-1 operations

3.3. FPGA implementation

We implemented the 128-bit Rijndael private key encryption algorithm with different CED 

approaches in Xilinx Virtex XCV1000BG560-6 FPGA. We modeled Rijndael and all CED 

architectures in VHDL, verified the functionality using Modelsim VHDL simulator and

synthesized the data paths using Synplify Synplicity synthesis tool and Xilinx place and route

tool. One round of Rijndael encryption (decryption) consumes four clock cycles. Therefore,

encrypting (decrypting) one 128-bit block of plain (cipher) text consumes 11 rounds x 4 = 44

clock cycles. The round keys are stored in a key RAM for use during both encryption and

decryption.

Table 1 summarizes the detection latency2 and the performance overhead of the various CED

architectures. For the 11-round Rijndael implementation with 4 clock cycle(s) per round, the

fault detection latency for algorithm-level CED in the worst case is 2³(10 ³ 4 + 4)=88 cycles,

while for round-level and operation-level CED the worst-case detection latency is 8 and 2 cycles

respectively. The performance penalty associated with side channel cryptanalysis tolerance is 44

clock cycles using algorithm-level CED, 4 clock cycles using round-level CED and 1 clock 

cycle using operation-level CED. Further, since the comparator is in the critical path, the 

duration of the clock cycle increased from 21.3 ns for the basic design to around 27.74 ns for the

2 Worst case duration between the deliberate introduction of a fault and its detection by the CED technique. 
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CED designs. 

Table 1: Comparison of 128-bit Rijndael CED architectures

# of clock cycles Detection Latency

No CED 44 --

Algorithm-level CED 88 88

Round-level CED 48 8

Operation-level CED 45 2

Table 2 summarizes the FPGA implementation overheads. Area is computed as the number

of Virtex slices used. One Virtex Slice contains two look-up tables each of which can implement

four-inputs-one-output logic function. From Table 2, it can be seen that the round-level CED 

approach consumes almost the same area as the algorithm-level CED (around 20% overhead)

while the operation-level CED has around 38% overhead. Throughput, defined as the number of

bits encrypted per second is calculated as 
durationclockencryptionforcyclesclockof#

encryptedbitsof#

³
.

Performance degradation is obtained as 1–
rearchitectubasicofthroughput

rearchitectuCEDofthroughput
. From Table 2 it can 

be seen that throughput increases while worst-case fault detection latency decreases with the

granularity of CED. The performance degradation of the algorithm-level CED approach is

around 61% while that for round and operation-level CED approaches is around 25%.

Table 2: FPGA implementation of 128-bit Rijndael CED architectures

No CED Algo. level CED Round level CED Op level CED

Area (# of  slices) 3973 4806 4724 5486

Maximum frequency (MHz) 46.93 36.44 37.60 36.69

Throughput (Mbps) 136.53 53.04 100.27 104.36

Area Overhead (%) - 20.97 18.90 38.08

Performance degradation (%) - 61.15 26.55 23.56
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