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Abstract. We formally introduce the concept of related-cipher attack. In this
paper, we consider the related ciphers as block ciphers with the same round
function but with different round numbers. If their key schedules do not depend
on the total round number, then related-cipher attack could be applied if the
same key is used. We applied this attack to block cipher SQUARE and show
that SQUARE is vulnerable to this attack. We also show that a new AES key
schedule proposed at ACISP02 is weaker than the original one under this attack.
We then classify the differential attacks into three categories: related-message
attack (the original differential cryptanalysis), related-key attack and relatedcipher attack. These attacks should be taken into consideration in cipher design.

1

Introduction

There have been a number of attacks on block ciphers. The most important two kinds
of attacks are differential cryptanalysis [1] and linear cryptanalyis [11]. There are
some variants or extensions of these two attacks such as the higher order differential
cryptanalysis [7], truncated differential cryptanalysis [5], multiple linear approximations [9], non-linear approximations [6], partitioning cryptanalysis [4] and differential-linear cryptanalysis [8], etc. A common feature of these attacks is that both the
cipher and the key are fixed. By analyzing some known (or chosen) plaintexts, information about the key could be revealed. The linear cryptanalysis can also be applied
in the ciphertext only attack when there is sufficient redundancy in the plaintexts. All
these attacks are very important in the design of ciphers. In [2], the related-key attack
is introduced. For this attack, the cipher is fixed while the keys are related. This attack can be applied when some related keys and one common cipher are used to encrypt messages. Related key attack has important implication on the key schedule
design of block ciphers.
In this paper, we introduce a new attack – related-cipher attack. For related-cipher
attack, the key is fixed while the ciphers are related. It could be applied when someone uses the same key in related ciphers. In this paper, we consider the related ciphers as block ciphers with the same round function but different round number and
their key schedules do not depend on the total round number. This attack can find the
key easily when the difference between the round numbers is small. Related-cipher
attack has important implication on the design of the key schedule of block ciphers
with flexible round number.
R. Deng et al. (Eds.): ICICS 2002, LNCS 2513, pp. 447–455, 2002.
© Springer-Verlag Berlin Heidelberg 2002

448

Hongjun Wu

This paper is organized as follows. The related-cipher attack is introduced in Section 2. Section 3 applies the related-cipher attack to some block ciphers with flexible
round number. Section 4 suggests a way to resist related cipher attack by relating the
key schedule to the total round number of the block cipher. Section 5 concludes this
paper.

2

Related-Cipher Attack

Usually a secret key is associated with one particular cipher. However, the same key
may be used in different ciphers in some cases. If those ciphers are related, the related-cipher attack may be applied. In this paper, we deal with the block ciphers with
flexible round number.
Flexible round number is a feature in some block ciphers. It allows a user to
choose greater security level. However, the key schedule of some of these block
ciphers does not depend on the total round number. We denote these block ciphers as
related ciphers. For this kind of cipher, if the same key is used in the ciphers with
different round number, then the key can be found when the difference between the
round numbers is small. The attack is outlined below.
Related-Cipher Attack on Block Ciphers. Consider two related block ciphers. Both
of them have the same round function, but with different round numbers, r and (r +
∆r) respectively. If a key is used in these two ciphers to encrypt the same message,
the attack can be carried out on the ∆r- round cipher. For this ∆r-round cipher, the
plaintext is the ciphertext of the r-round cipher and the ciphertext is that of the (r +
∆r)-round cipher. The key can be determined easily for small ∆r.
In the next section, we will apply related-cipher attack on some block ciphers with
flexible round number.

3

Related-Cipher Attack on Some Block Ciphers

In this section related cipher attack is applied to two block ciphers with flexible round
number. Block SQUARE [3] is vulnerable to this kind of attack. AES [13] can resist
this kind of attack. But a new AES key schedule [12] is not that secure. Other block
ciphers with flexible round number such as SAFER [10] are also vulnerable to the
related cipher attack but we omit the attacks here. These results show that some of
the block ciphers with flexible round number are really vulnerable to related cipher
attack if their key schedules are not carefully designed. Care should be taken when
we design block ciphers with flexible round number. In Subsection 3.1, we apply the
attack to SQUARE. In Subsection 3.2, AES is shown to be able to resist the relatedcipher attack. In Subsection 3.3, we show that a new AES key schedule presented at
ACISP02 is not secure against the related-cipher attack.
3.1

Block Cipher SQUARE

SQUARE is a new block cipher designed by J. Daemen, L. Knudsen and V. Rijmen.
The round number of SQUARE is set to eight while the designers also allow the con-
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servative users to increase the number of rounds in a straight way. The key schedule
of SQUARE does not depend on the total round number of the cipher and thus vulnerable to the related cipher attack.
3.1.1

Structure of SQUARE

The structure of SQUARE is outlined below. Interested readers may refer to [3] for the
detail. SQUARE is an iterated block cipher with a block length and key length of 128
bits each. The basic building blocks of the cipher are five different invertible transformations that operate on a 4 × 4 array of bytes. The element of a state a in row i
and column j is specified as ai,j. Both indexes start from 0. These five transformations are outlined below.
A Linear Transformation θ .

θ : b = θ (a) ⇔ bi , j = c j ai ,0 ⊕ c j −1ai ,1 ⊕ c j −2 ai , 2 ⊕ c j −3 ai ,3
where the multiplication in GF(28) and the indices of c is taken modulo 4. If the rows
of a state is denoted by polynomials
3

ai ( x ) = ⊕ ai , j x j
j =0

Using this notation, and defining
3

c( x) = ⊕ c j x j
j =0

Then θ can be described as a modular polynomial multiplication:
b = θ (a ) ⇔ bi ( x ) = c( x)ai ( x) mod(1 + x 4 ) for 0 ≤ i < 4

In SQUARE, c(x) is chosen to be
c( x) = 2 x ⊕ 1x ⋅ x ⊕ 1x ⋅ x 2 ⊕ 3 x x 3

A Nonlinear Transformation γ.
γ is a nonlinear byte substitution and is defined as

γ : b = γ (a) ⇔ bi , j = S γ (ai , j )
with Sγ an invertible 8-bit substitution table.
In SQUARE, the S-box is constructed by taking the mapping x → x −1 and applying
an affine transformation to the output bits.
A Byte Permutation π.

π : b = π (a ) ⇔ bi , j = a j ,i

Bitwise Round Key Addition σ.
σ [k t ] consists of the bitwise addition of a round key kt.

σ [k t ] : b = σ [k t ](a) ⇔ b = a ⊕ k t
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The Round Key Evolution ψ.
The round keys kt are derived iteratively from the cipher key K in the following way.
k0 = K
k t = ψ (k t −1 )

where ψ is an invertible affine transformation and k t +1 = ψ (k t ) is defined by
k 0t +1 = k 0t ⊕ rotl (k 3t ) ⊕ C t
k1t +1 = k1t ⊕ k 0t +1
k 2t +1 = k 2t ⊕ k1t +1

(1)

k 3t +1 = k 3t ⊕ k 2t +1

where rotl(ai) is a left byte-rotation operation on a row as
rotl[ai ,0 ai ,1ai , 2 ai ,3 ] = [ai ,1ai , 2 ai ,3 ai ,0 ]

and the round constants Ct are also defined iteratively as
C0 = 1x
Ct = 2 x ⋅ Ct −1

We notice that the key schedule of SQUARE does not depend on the total round number.
The Cipher SQUARE
The tth round function is denoted by ρ[k t ] :

ρ[k t ] = σ [k t ] o π o γ o θ
SQUARE is defined as eight rounds preceeded by a key addition σ [k 0 ] and by θ −1 :
SQUARE[k] = ρ[k 8 ] o ρ[k 7 ] o ρ [k 6 ] o ρ[k 5 ] o

ρ [ k 4 ] o ρ [ k 3 ] o ρ [ k 2 ] o ρ [ k 1 ] o σ [ k 0 ] o θ −1
As a safety margin, the designers fixed the number of rounds to eight. However, the
designers also allow conservative users to increase the number of rounds in a straight
way.
3.1.2

Related Cipher Attack on SQUARE

From the description of SQUARE, it is noted that the key schedule of SQUARE does not
depend on the total round number. So SQAUARE ciphers with different round numbers are related. If the same key is used in SQUARE with different round number, then
the related cipher attack can be applied.
Denote cr as the ciphertext of r round SQUARE and cr+∆r as that of r+∆r round
SQUARE. If a cr and a cr+∆r are related to the same plaintext, they are denoted as one
right pair. We apply the related cipher attack to the situations where ∆r =1 and ∆r =2.
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When ∆r =1, the cipher key can be determined from only one right pair. In this case,
SQUARE is reduced to only one round and the following relation holds
c r +1 = ρ[k r +1 ](c r )

(2)

From equation (2), the round key kr+1 is derived as
k r +1 = (π o γ o θ (c r )) ⊕ c r +1

The cipher key K can be derived from this round key directly since the key evolution
ψ is invertible. This cipher key K can be used to decrypt all the messages encrypted
with it.
When ∆r =2, the cipher key can be determined from two right pairs easily. In this
case, SQUARE is reduced to two rounds and the following relation holds
c r + 2 = ρ [k r + 2 ] o ρ[k r +1 ](c r )

(3)

Let
c r ′ = π o γ o θ (c r )

then equation (3) is simplified to
c r + 2 = k r + 2 ⊕ (π o γ o θ (c r′ ⊕ k r +1 ))

(4)

We note the fact that one row of (c r ′ ⊕ k r +1 ) is related to one column of
(c r + 2 ⊕ k r + 2 ) . So equation (4) is decomposed into four block ciphers each with 32bit block length. These four block ciphers have the common form as

c = k 2 ⊕ (γ o θ (c ′ ⊕ k1 ))

(5)

The value of k1 (or k2) can be determined easily from 2 pairs of (c, c ′) . So the round
key kr+1 (or kr+2) is known and the cipher key can be determined.
3.2

Block Cipher AES

AES is also with flexible round number: 10 for AES-128, 12 for AES-192, and 14 for
AES-256 (where AES-x indicates AES with x-bit secret key). However, AES is not
vulnerable to the related-cipher attack.
3.2.1
Structure of AES
We introduce only the key schedule of AES here. Its pseudo code is given in Fig. 1.
In Fig. 1, the key[ ] represents the cipher key, Nk is the length of the cipher key in 32bit words, Nb is the block size in words, w[ ] is the round keys, Nr is the round number. Subword, RotWord and Rcon are some functions we will omit their illustrations
here.
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Fig. 1. Pseudo code for AES key schedule

3.2.2

AES Is Able to Resist the Related-Cipher Attack

From the description of the AES key schedule, we see that the key schedule of AES
depends on the key length Nk. It is thus impossible for the same key being used in the
AES with different round numbers. Even if a 256-bit key is the repeat of a 128-bit key
and both of them are used to encrypt the same message, the related-cipher attack
could not be applied since the key schedule of AES-256 is slightly different from that
of AES-128. We see that AES is able to resist the related cipher attack because the
relationship between the key length and the round number is fixed. It is thus avoided
that the same key being used in the related ciphers.
3.3

A New AES Key Schedule

At ACISP2002, a new AES key schedule [12] was proposed. However, we will show
that this new key schedule is weaker than the original one under the related-cipher
attack.
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Description of the New AES Key Schedule

We introduce only the new key schedules for AES-192 and AES-256 here.
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Fig. 2. Pseudo code for the new AES key schedule

In Fig. 2, each Mkj represents one byte of the cipher key. ByteSub, ShiftRow, MixColumn and AddRoundKey are the components of the AES round function. S[ ] is the
S-box used in AES. Each KRr represents a 128-bit round key.
3.3.2

Weakness in the New AES Key Schedule

We consider the following scenario. Consider that a 64-bit key being used in AES192 and AES-256. And very likely the 64-bit key is concatenated to form the 192 and
256-bit key, respectively. Then the first 12 round keys for AES-192 and AES-256
would be identical. Now an attack could be applied to the last two rounds of AES256.

4

Method to Resist the Related Cipher Attack

In Section 3, we applied the related-attack on SQUARE, AES and a new AES key
schedule. AES is able to resist the attack. In this section, we introduce a general
method to resist the related-cipher attack on block ciphers with flexible round number: relating the key schedule to the total round number. So when the same key is
used to encrypt the same plaintext, the intermediate value after the ith round in the r
round cipher should be quite different from that in the r’ round cipher (r ≠ r’).
The actual implementation that relates the key schedule to the total round number
may vary from cipher to cipher. In the following example, we show how to relate the
key schedule of SQUARE to the total round number. The original key schedule of
SQUARE is maintained and additional modification is carried out on the subkeys.
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After the original key schedule of SQUARE, we denote all the subkeys as k1,...,kn
(each one is one byte). The additional modification is carried out in this way:
for i = 1 to n do
k i = S γ [k i + S γ [r ]];
where S γ is the S-box used in SQUARE and r is the total round number. We expect
that SQUARE with this modified key schedule could resist the related-cipher attack.
Since 8 round SQUARE is in use now, we suggest to keep the 8-round SQUARE the
same as in [3], but those SQUARE with increased round number may adopt this
strengthened key schedule.

5

Conclusion

In this paper, we introduced the related-cipher attack and applied this attack to some
block ciphers with flexible round number. A Block cipher with flexible round number
but with key schedule unrelated to the total round number is vulnerable to this attack.
Care should be taken in designing ciphers with flexible features. A method to resist
related cipher attack by relating the key schedule to the total round number is also
suggested.
After introducing the related-cipher attack, we can classify the differential attack as
related-message attack (the original differential cryptanalysis), related-key attack and
related-cipher attack. Any combination of these attacks also gives a new attack. We
believe that the cipher design should take all these attacks into consideration.
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