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Answers to Your
Wireless Questions

M
Q: Will i-Mode be

available in North
America or Europe?

A: Although i-Mode
parent NTT DoCoMo
has ownership stakes
in several North
American and
European cellular
operators, it is not
expected that i-Mode,
as it currently exists,
will be offered in these
markets. This is
primarily due to the
limited 9.6 Kbps access
rates.
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Notes from the
Underground...

/M

Lucent Gateways
broadcast SSID in clear
on encrypted networks

It has been announced
(www.securiteam.com/
securitynews/5ZP01154UG
.html) that the Lucent
Gateway allows an
attacker an easy way to
join a closed network.

Lucent has defined an
option to configure the
wireless network as
“closed.” This option
requires that to associate
with the wireless network
a client must know and
present the SSID of the
network. Even if the
network is protected by
WEP, part of the broadcast
messages the gateway
transmits in cleartext
includes the SSID. All an
attacker need do is sniff
the network to acquire the
SSID, they are then able to
associate with the
network.

Contents

Weaknesses in Key Management
Weaknesses in User Behavior
Conducting Reconnaissance
Finding a Target
Finding Weaknesses in a Target
Exploiting Those Weaknesses
Sniffing, Interception, and Eavesdropping
Defining Snifting
Sample Snifting Tools
Sniffing Case Scenario
Protecting Against Sniffing and
Eavesdropping
Spoofing and Unauthorized Access
Defining Spoofing
Sample Spoofing Tools
Spoofing Case Scenario
Protecting Against Spoofing and
Unauthorized Attacks
Network Hijacking and Modification
Defining Hijacking
Sample Hijacking Tools
Hijacking Case Scenario
Protection against Network Hijacking
and Modification
Denial of Service and Flooding Attacks
Defining DoS and Flooding
Sample DoS Tools
DoS and Flooding Case Scenario
Protecting Against DoS and Flooding
Attacks
The Introduction of Malware
Stealing User Devices
Summary
Solutions Fast Track
Frequently Asked Questions

Xix

208
211
213
213
214
215
216
216
217
217

219
220
220
221
221

223
223
223
224
225

225
226
226
227
227

228
228
230
232
232
237



Contents

Guidelines for
Analyzing Threats

- =

Identify assets

Identify the method of
accessing these
valuables from an
authorized perspective

Identify the likelihood
that someone other
than an authorized
user can access
valuables

Identify potential
damages

Identify the cost to
replace, fix, or track the
loss

Identify security
countermeasures

Identify the cost in
implementation of the
countermeasures

Compare costs of
securing the resource
versus cost of damage
control

Chapter 5 Wireless Security
Countermeasures
Introduction
Revisiting Policy

Addressing the Issues with Policy

Analyzing the Threat

Threat Equals Risk Plus Vulnerability

Designing and Deploying a Secure Network
Implementing WEP

Defining WEP
Creating Privacy with WEP
The WEP Authentication Process
WEP Benefits and Advantages
WEP Disadvantages
The Security Implications of Using WEP
Implementing WEP on the Aironet
Implementing WEP on the ORiINOCO
AP-1000
Securing a WLAN with WEP:
A Case Scenario

Filtering MACs

Defining MAC Filtering
MAC Benefits and Advantages
MAC Disadvantages
Security Implications of MAC Filtering
Implementing MAC Filters on the AP-1000
Implementing MAC Filters on the
Aironet 340
Filtering MAC Addresses: A Case Scenario

Filtering Protocols

Defining Protocol Filters

Protocol Filter Benefits and Advantages

Protocol Filter Disadvantages

Security Implications of Using Protocol
Filters

Using Closed Systems and Networks

Defining a Closed System

239
240
241
243
245
246
253
257
257
258
259
259
260
260
261

262

262
264
265
266
266
267
267

269
270
271
271
272
272

272
273
273



Contents xxi

Closed System Benefits and Advantages 274
Closed System Disadvantages 275
Security Implications of Using a Closed
System 275
A Closed Environment on a Cisco
Aironet Series AP 275
A Closed Environment on an
ORiINOCO AP-1000 275
Implementing a Closed System:
A Case Scenario 277
Enabling WEP on the ORINOCO Client 277
Allotting IPs 278
Defining IP Allocation on the WLAN 278
Deploying IP over the WLAN:
Benefits and Advantages 279
Deploying IP over the WLAN:
Disadvantages 279
Security Implications of Deploying IP
over the WLAN 280
Deploying IP over the WLAN:
A Case Scenario 280
Using VPNs 281
VPN Benefits and Advantages 283
VPN Disadvantages 284
Security Implications of Using a VPN 284
Layering Your Protection Using a VPN 285
Utilizing a VPN: A Case Scenario 286
Securing Users 287
End User Security Benefits and Advantages 290
End User Security Disadvantages 290
User Security: A Case Scenario 291
Summary 292
Solutions Fast Track 293

Frequently Asked Questions 296



xxii Contents

War Driving
N

War driving has become
the common term given
for people who drive
around with wireless
equipment looking for
other wireless networks.
This term gets its history
from “war-dialing” - the
age old practice of having
your computer dial every
phone number within a
certain range to see if a
computer would pick up.

Chapter 6 Circumventing
Security Measures

Introduction
Planning and Preparations
Finding a Target
Choosing the Tools and
Equipment Required for Attack
Detecting an Open System
Detecting a Closed System
Exploiting WEP
Security of 64-bit versus 128-bit Keys
Acquiring a WEP Key
War Driving
What Threat Do These “Open Networks”
Pose to Network Security?
What Tools Are Necessary to Perform
a War Drive?
What Network Information
Can I Discover from a War Drive?
Can War Driving Be Detected?
Stealing User Devices
What Are the Benefits of Device Theft?
MAC Filtering
What Is a MAC Address?
Where in the Authentication/Association
Process Does MAC Filtering Occur?
Determining MAC Filtering Is Enabled
MAC Spoofing
Bypassing Advanced Security Mechanisms
Firewalls
Filtering by IP Address
Filtering by Port
What Happens Now?
Exploiting Insiders
What Is at Stake?
Social Engineering Targets

299
300
300
301

301
302
303
303
304
305
306

307

307

308
310
310
311
312
312

313
314
314
315
316
316
317
317
318
318
319



Installing Rogue Access Points
Where Is the Best Location for
a Rogue AP?
Configuring the Rogue AP
Risks Created by a Rogue AP
Are Rogue APs Detectable?
Exploiting VPN
Summary
Solutions Fast Track
Frequently Asked Questions

Chapter 7 Monitoring and Intrusion

Defensive Monitoring Detection
Considerations

= T =

Define your wireless
network boundaries,
and monitor to know if
they're being exceeded

Limit signal strength to
contain your network.

Make a list of all
authorized wireless
Access Points (APs) in
your environment.
Knowing what is
supposed to be there
can help you
immediately identify
rogue APs.

Introduction
Designing for Detection
Starting with a Closed Network
Ruling Out Environmental Obstacles
Ruling Out Interference
Defensive Monitoring Considerations
Availability and Connectivity
Interference and Noise
Signal Strength
Detecting a Denial of Service
Monitoring for Performance
Knowing the Baseline
Monitoring Tools of the Trade
Intrusion Detection Strategies
Integrated Security Monitoring

Contents

Watching for Unauthorized Traffic

and Protocols
Unauthorized MAC Addresses
Popular Monitoring Products
Signatures
Conducting Vulnerability Assessments
Incident Response and Handling
Policies and Procedures
R eactive Measures

xxiii

320

320
321
321
321
322
323
323
326

327
328
328
329
330
331
331
332
332
333
334
335
335
336
337
338

339
341
342
343
346
348
350
350



Contents

Reporting
Cleanup
Prevention
Conducting Site Surveys for Rogue
Access Points
The Rogue Placement
The Well-intentioned Employee
The Social Engineer
Tracking Rogue Access Points
Summary
Solutions Fast Track
Frequently Asked Questions

Auditing Activities Chapter 8 Auditing
- = Introduction
Wireless network audits Designing and Planning a Successful Audit

consist of several stages Types of Audits
where different resources

or tools are needed to

Assessing Risk

perform a specific activity. Measuring System Operation
These activities generally Measuring System Compliance

fall into six categories:

= Audit Planning

Verity Change Management
Assessing Damage

= Audit Information When to Perform an Audit

Gathering

At System Launch

= Audit Information On Schedule

Analysis and Report

Maintenance Window

Generation

= Audit Report
Presentation

m  Post-Audit Review

= Next Steps

Unplanned Emergency Audits
Auditing Activities
Audit Planning
Audit Information Gathering
Audit Information Analysis and
Report Generation
Audit Report Presentation
Post-audit Review
Next Steps
Auditing Tools
Auditing Interview Tools

351
352
352

353
353
353
354
355
358
359
361

363
364
364
365
365
367
368
368
368
369
370
370
370
371
371
372
372

372
373
373
373
374
374



Contents

Technical Auditing Tools
Critical Auditing Success Factors
Defining Standards
Standards
Guidelines
Best Practices
Policies
Procedures
Auditing, Security Standards, and
Best Practices
Corporate Security Policies
Auditing Charters and Irregularities
Sampling Irregularities
Biased Opinions
Fraud
Establishing the Audit Scope
Establishing the Documentation Process
Performing the Audit
Auditors and Technologists
Obtaining Support from IS/IT Departments
Senior Management Support
IS/IT Department Support
Gathering Data
Interviews
Document Review
Technical Review
Analyzing Audit Data
Matrix Analysis
Recommendations Reports
Generating Audit Reports
The Importance of Audit Report Quality
Writing the Audit Report
Executive Summary
Prioritized Recommendations
Main Body
Detailed Recommendations
Final Conclusions

XXV

375
376
377
378
378
378
378
379

379
382
384
384
384
385
385
386
386
386
387
387
388
388
389
389
390
390
391
392
392
393
393
394
394
394
395
396



XXVi Contents

Implementing an Ultra
Secure WLAN

_— =

Make sure that your AP
allows you to change
ESSID, passwords and
supports 128-bit WEP.

Find an AP that
supports the “closed
network” functionality.

Be certain that the AP
you buy supports flash
upgrades.

Isolate the AP and
regulate access from its
network into your
internal network.

Conduct audits of your
network using
NetStumbler or other
wireless scanning tools
to make sure that
others aren’t enabling
unauthorized APs.

Update security policy
to reflect the dangers
of an unsecured
wireless network.

Appendices
Glossary
Final Thoughts on Auditing
Sample Audit Reports
Sample Management Report: Wireless
Network Security Audit Report XYZ
Corporation
Sample Technical Report Wireless
Network Security Audit Report:
XYZ Corporation
Summary
Solutions Fast Track
Frequently Asked Questions

Chapter 9 Case Scenarios

Introduction
Implementing a Non-secure Wireless Network
Implementing an Ultra-secure Wireless LAN
Physical Location and Access
Configuring the AP
Designing Securely
Securing by Policy
Taking a War Drive
Scouting Your Location
Installing in Difticult Situations
Developing a Wireless Security Checklist
Minimum Security
Moderate Security
Optimal Security
Summary
Solutions Fast Track
Frequently Asked Questions

Appendix: Hack Proofing Your Wireless
Network Fast Track

Index

396
396
396
397

397

398
402
403
406

407
408
409
410
411
412
413
417
418
426
427
429
429
430
431
433
434
436

439
467



Foreword

The simple way to make a wireless system or device more secure is to put it into a
faraday cage. Unfortunately, while this strategy leaves you with a device that is
unreachable by attackers, it also leaves you with a device that is almost completely
useless.

Traditionally, someone had to be sitting in front of your computer to read your
documents, see your e-mail, and mess with your settings. Today, however, someone
can be sitting in the oftice next door, a few floors up or down, or even in the next
building, and have the same abilities as if he were in front of your computer.
Advancements in wireless communications have allowed for great increases in pro-
ductivity and ease of use, but have brought with them many additional risks to the
systems and information being used.

Are you using an 802.11 or Bluetooth device on your computer? Are you using a
PDA to communicate with other systems or to get onto the Internet? Are you using
a cellular phone to initiate a network connection back to your office? Have you just
set up the latest wireless gateway at home so you can walk around with your note-
book? Are you planning on implementing a wireless solution in your office? Simply
put, there is now a greater security risk to your information. Someone could more
easily read your financial data, look at your saved documents, or browse your e-mails.
The advances in ease of use with wireless systems come at a cost—they must go
hand in hand with advances in information security. You will now have to deal with
issues like: network identification and encryption keys; making your wireless network
invisible to people passing close enough to see it; and making sure that nothing and
no one, other than your defined list of devices, systems, or people, are able to use
your wireless resources.

People are naturally disinclined to consider security. Security and cost, or security
and ease of use, are often at odds in the workplace, and many other items tend to be

given a comparatively higher business priority. It is for these reasons that one must
XXVii
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anticipate security when considering any new implementation, generate a clear and
well-defined business case, and allow the security processes to be properly and effi-
ciently managed throughout their lifecycles.

There is no way to make your systems 100 percent secure, but what you can do
is learn about what hackers and crackers can do to you, learn how to protect yourself
from them, learn how to catch them in the act of attacking your computer or other
wireless device, and learn how to make it difficult enough for them that they will
move on to easier targets.

The intent of this book is to provide perspective and relevant information with
respect to wireless communications to people in all areas of business analysis and
information technology, whether they are preparing a business case for a wireless
project, are IS/IT specialists planning for a new wireless implementation, security
neophytes expanding a home network to include wireless access, reacting to an attack
on their network, or being proactive in security measures.

If you don’t have to time to read and understand all of the chapters describing
the complex facets of information security as they are applied to wireless technolo-
gies, you can simply follow the instructions on planning and implementing a wireless
network, along with the security aspects surrounding it. You will benefit from the
hands-on descriptions of hardening and securing your wireless networks and devices,
allowing you to rest easy knowing that no one will compromise your information or
take advantage of your systems without your knowledge.

—Jeffrey Posluns, CISA, CISSP, SSCER CCNP
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Introduction

When the concept of a network without wires was first suggested more than two
decades ago, it sparked the imagination of scientists, product vendors, and users
around the globe eager for the convenience and flexibility of a free roaming con-
nection. Unfortunately, as the variety of wireless solutions began to emerge, antic-
ipation turned to disappointment. The first wave of solutions proved inadequate
for the networking, portability, and security needs of a changing IT environment.

While this has largely continued to be the case throughout the 1990s with
most cell-based and oftice local area network (LAN)-based wireless technology
deployments, great strides have been made specifically over the last two years to
address the fundamental concerns impeding the full acceptance of wireless net-
working in the mainstream of corporate I'T departments and the small office.

In this chapter, you will learn about the technology that is available today for
wireless data networking and what tomorrow’s wireless technologies have to
offer. We will cover oftice LAN wireless solutions including 802.11, its subgroups
(802.11b, 802.11a, 802.11g) and HomeRE cellular-based wireless data solutions
including the Wireless Application Protocol (WAP) and i-Mode and the network
infrastructures supporting them (in particular 2G, 2.5G, and 3G), and finally,
802.15 Personal Area Network (PAN) solutions such as Bluetooth. In addition,
we will review some of the new standards being developed to create wireless
metropolitan area networks (WMANSs) and other wireless data transmission solu-
tions that are being proposed for commercial application.

In conjunction with the review of the technologies behind wireless, we will
also cover the main security concerns specifically impacting cellular-based oftice
LAN and PAN wireless deployments. In doing so, we will review the major secu-
rity concerns you can expect to read about in later chapters, and will discuss
some of the efforts being made to minimize their impact.

After completing this chapter, you will have gained a solid understanding of
wireless technologies and their associated security risks. It is our hope that we
provide you with an appreciation of how wireless networking technologies will
impact our work and home lives, and that security will have to play an important
role in wireless deployments. Let’s get started!

Wireless Technology Overview

Wireless technologies today come in several forms and offer a multitude of solu-
tions applicable to generally one of two wireless networking camps:
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s Cellular-based wireless data solutions

»  Wireless LAN (WLAN) solutions

Defining Cellular-based Wireless

Cellular-based wireless data solutions are solutions that use the existing cell
phone and pager communications networks to transmit data. Data can be catego-
rized into many forms, including traditional corporate communications such as e-
mail, directory information exchange and basic information transfers,
peer-to-peer communications such as messaging services, and information
lookups such as navigational information, and news and variety, amongst others.

Some cellular-based wireless data network solutions only support one-way
communications. While technically they fall into the category of cellular-based
data solutions, we will not include them in the discussions proposed in this book.
Instead, we will focus on the cellular-based solutions that provide, at minimum,
two-way data communications. Furthermore, in this book, we will only discuss
solutions that can support a basic security overlay.

Defining the Wireless LAN

Wireless LAN solutions are solutions that provide wireless connectivity over a
limited coverage area. The coverage area generally consists of between 10 and 100
meters (30-300 feet) from a base station or Access Point (AP). These solutions
provide the capabilities necessary to support the two-way data communications
of typical corporate or home desktop computers with other network resources.
The data streams in this case generally consist of remote application access and
file transfers. Wireless LAN solutions provide a means for wireless nodes to inter-
face with hard-wired LAN resources. This results in the creation of hybrid net-
works where hard-wired nodes and wireless nodes may interact with each other.

The Convergence of Wireless Technologies

While for the time being, the two classifications hold generally true, many new
vendor product offerings planned for introduction over the next year will begin
to blur the lines between cellular-based wireless devices and wireless LAN-based
devices. These include cell phones, high-end pagers, and cell-enabled personal
digital assistants (PDAs), which also provide personal area network connectivity to
local devices using wireless LAN technologies such as Bluetooth.
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This trend will only continue to accelerate. With the evolution of more pow-
erful and compact wireless network components supporting greater access speeds
and communications capabilities, and the increased versatility of PDAs and other
portable information appliances, consumers will continue to demand more tightly
integrated communication environments that provide seamless application sup-
port across their hard-wired and wireless information resources.

Trends and Statistics

At this point in our wireless technology review, it is worthwhile to take a closer
look at some of the emerging wireless data trends and usage statistics. The picture
that begins to emerge is quite interesting.

Initially, the big trend that becomes readily apparent is that support for con-
vergence within devices will be the norm over the next two years. While the
majority of cellular-based wireless traffic today mainly consists of voice, it 1s esti-
mated that by the end of 2003 nearly 35 to 40 percent of cellular-based wireless
traftic will be data.

= By 2005, 50 percent of Fortune 100 companies will have deployed wire-
less LANs (0.7 probability). (Source: Gartner Group)

= By 2010, the majority of Fortune 2000 companies will have deployed
wireless LANs (0.6 probability). (Source: Gartner Group)

Figure 1.1 shows the projected number of wireless Internet users in 2005.

Figure 1.1 Projected Number of Wireless Internet Users in 2005
(Source: Yankee Group)
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Increasing Use of Information Appliances

While users on the move are leading the push for the integration of wireless
devices, a recent trend in the availability of information appliances is beginning to
have an impact on the wireless industry at large and will soon be one of the
leading platforms for wireless data communications.

Information appliances are single purpose devices that are portable, easy to
use and provide a specific set of capabilities relevant to their function. Examples
of devices currently shipping include PDAs, MP3 players, e-books, and DVD
players. Information appliance shipments over this year will outnumber PC ship-
ments. (See Figure 1.2.)

Figure 1.2 Projected PC and Information Appliance Shipments
(Source: IDC Report 1998)
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This trend will continue for the foreseeable future. As new features and the
level of functionalities incorporated within information appliances increase, so
will their market share of the information technology deployment landscape. In
the end, the full value of these devices will only be realized when wireless net-
working capabilities are fully integrated within the information appliances.

As the information appliance and wireless networking integration occurs, end
users will be provided with the ability to obtain and manipulate content on
demand. Content will range from existing textual data (such as books and news)
to full-blown multimedia (such as audio, video and interactive media files). Access
to content will be provided using both local (or proximity-based) wireless net-
working technologies and cellular-based wireless networking technologies.
Content will be available from traditional external sources such as content servers
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and Web servers located on the Internet, and from proximity or locally accessed
sources such as shopping malls, airports, office buildings, and other public places.

The Future of Wireless, circa 2005

Think of a nice sunny morning. The year is 2005 and you are about to go on a
business trip in a foreign city. You have your trusty universal integrated two-way
voice, data, and video multimedia PDA by your side.

Using references to your personal digital identification module stored in
your PDA, your travel agent registered all of your travel arrangements, including
your flights, car, and a room at your favorite hotel. Now that the preparations are
made, let’s take a look at how this day might unfold.

Using your wireless PDA, you bring up the local taxi service, and call up and
request a car to pick you up from home. The taxi arrives and drives you to the
airport. You authenticate to the electronic payment module on your PDA using
integrated writing analysis software and charge the cost of the trip to your cor-
porate account. The payment transaction between the cab, your PDA, and your
bank is encrypted and digitally signed. A confirmation of payment is recorded for
expense billing and audit review at a later date.

You walk up to the self-service check-in counter for frequent flyers. The
proximity wireless network in your PDA becomes active and your PDA authenti-
cates you at the counter. An encrypted session is set up. Your flight information is
displayed on the check-in counter screen and you are prompted to sign a confir-
mation on your PDA. Boarding passes and self-tacking baggage tags are printed.
You affix the tags to your bags and deposit them on the checked baggage belt. As
they disappear behind the wall, you receive confirmation on your PDA that your
bags have been checked. As your session with the check-in counter is terminated,
a new session is established with airport information control. From now until the
time you board the plane, you will be able to obtain the latest information on
flight schedules, gate information, baggage information, airport layout, restaurants,
shopping and other airport services.

Your flight arrives at its destination and you make your way to baggage claim.
A new session has been established with the local airport information control.
Based on your ticketing information, it tells you where your bags are currently,
where you will be able to pick them up and their estimated time of availability.
An airport map is conveniently made available for your use along with informa-
tion on local services.

You collect your bags and hop on the local car rental agency bus. In transit to the
car lot, you preselect your car and sign the rental agreement. The car keys are
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downloaded to your PDA.To save time, you preconfigure your PDA to open the
trunk and unlock the doors when you are within a few feet. You have a few extra
minutes left and you use them to check your voice and video messages from your
PDA. One of the video messages has a large format graphics file attached. You
make a note to view that message when you get to the hotel.

You arrive at the car, the trunk opens and the doors unlock. You store your
bags and select the hotel information on your PDA. The in-car display and GPS
directional system provides you with directions to the hotel. You prepay the tolls
and a confirmation of payment is recorded for expense billing and use at the
automated toll. You’ll be able to drive to the hotel using the express lane. Your
PDA will take care of passing on the prepayment when you get to the tool
booth.

You arrive at the hotel and leave the car with the valet. They will take care of
carrying your heavy bags up to your room. As you make your way through the
lobby, your PDA authenticates your reservation and provides you with your room
assignment. You conditionally sign for the room, and the keys are downloaded to
your PDA. As you arrive at the door of your room, the door unlocks and you
enter. You verify the room is as you asked for and click Accept Room on your
PDA.

You make a video call on your PDA to your in-town associates and make
reservations for four at a local restaurant for dinner.You download the wine list
and menu and make a selection for appetizers. Your PDA reminds you that you
still have an unviewed video message.

Now that you are all checked in and in your room, you’ll have some time to
view it.You bring up the video message with a large format graphic file on your
PDA and display it on the in-room TV. It’s video highlights of the after-school
soccer league game.Your daughter scored the winning goal.

While at first, many of the elements in our “day in the life” may appear to be
from the realm of science fiction, by the time you complete this chapter, you will
realize that they are not as far-fetched as they may appear. Surprisingly, the tech-
nologies and standards exist today to make all of this real.

Let’s take a look at what wireless has in store for us.

Understanding the Promise of Wireless

At this point it might be a worthwhile exercise to do a quick historical review of
data networking and telephony to get a clearer understanding of where the tech-
nology is heading.
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As we all know, in the beginning, computers lived in glass houses. At that
time, these machines were more like objects to be admired for their technical
complexity and problem-solving abilities than as useful day-to-day tools. The fact
that they even existed was the stuft of legend, and great pains were taken to keep
access to them, and even knowledge of them in some cases, restricted to only a
privileged few.

Throughout the sixties and most of the seventies, computing resources
remained in the central computing complex. The machines of that period were
bulky and difticult to use. Networking was in its infancy and few protocols
existed to support the sharing of data.

When the personal computer revolution took hold in the late seventies and
early eighties, the demystification of computing resources brought in an unprece-
dented era of access. New applications were devised in the realms of business,
communications and entertainment. A novel trend had emerged: computing tech-
nologies were being brought to the users, instead of the users being taken to the
computers. As these resources became more compact and more powerful, com-
puting visionaries began to dream about a future where anyone could access a
computer at anytime, from anywhere.

The computing folks were not the only ones to share that dream. A similar
desire was being manifested within the telephone industry. Users had begun to
demand portable telephone services and more extensive telephone coverage in
remote or limited access environments where traditional physical line-based ser-
vices were not viable.

Throughout the late eighties and nineties, a number of wireless telephone
solutions began to appear in the market place. By this time, traditional computing
had become a user of wired telephone services for network dial-in access,
Bulletin Board Services, and other data communications. Laptop computers had
become available and the marriage of wireless networking and portable com-
puting had finally arrived. Or so it seemed.

It was a difficult time. Networking standards were evolving at breakneck
speeds to address the ever-changing data computing needs of the corporate and
scientific users. New applications were being developed that were more powerful
and complex, and which required an ever increasing availability of bandwidth. All
the while, new security standards were unfolding to address the shift from the
glasshouse computing concept to a fully distributed computing model.

Few of these new standards were fully adaptable to meet the demands of
wireless networking users. If we take into account all of the data networking
standards being defined at that time and factor in the hardware limitations of the
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day, 1t’s little wonder why wireless never reached the masses. Many of the portable
data transceivers and cell phones being oftered were very bulky and provided too
low of a throughput to make them effective platforms for remote computing.

Wireless networking was an idea too early for the technology and data com-
munication standards available then. The ideal of a completely untethered net-
work would have to wait.

So where are we in terms of wireless networking today? Networking and
application standards began to coalesce and are more wireless networking friendly
than ever. Special classes of standards have been established to meet the demands
of wireless networking. On the technological side, breakthroughs in micro-elec-
tronics have manifested themselves in the form of higher density fabrics with
lower power requirements. R eal-world workable wireless networking solutions
have begun to emerge and are now within reach of most corporate and home
consumers.

As it would be expected, the original appeal of wireless networking is just as
desirable today as it was 10 or 20 years ago. Today’s wireless solutions offer us
flexibility, performance, and proven solutions that promise increased productivity
and potential reductions of long-term capital and management costs associated
with network deployments.

Soon wireless will be used in almost every context. Its presence will become
universally accepted and implicitly trusted. In many ways, integrated wireless net-
working technologies will represent a revolution in the way people interact and
communicate with each other and with data stores, not unlike the early days of
telegraph and Morse code.

This next step will be larger than any other previous evolution in communi-
cations. We will have to take care and ensure that our new friend is up to all of
the challenges we hope to send its way and that we provide opportunities for it
to grow and evolve so that it can meet our needs long into the future.

Wireless Networking

With 3G cellular-based wireless networks, wireless LANs, wireless personal area
networks, and broadband wireless services becoming available in most locations
over the next few years, new applications and classes of services will be created to
meet the networking needs of both business and consumers.

Wireless Networking Applications for Business

Wireless networking applications that provide solutions for business use consist of
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= Corporate Communications
= Customer Service
=  Telemetry

= Field Service

Corporate Communications

Wireless networking solutions for the corporate environment revolves primarily
around the remote access of data stores and application servers. With over 38 mil-
lion Americans working full or part-time from home, new broadcast technologies
and peer-to-peer interactive applications are beginning to play more significant
roles. The overall application solution set available over wireless consists of three
elements:

» Mobile messaging
= Mobile office/corporate groupware

» Telepresence

Mobile messaging involves the extension of an internal corporate messaging
network environment to a remote user over a wireless network connection. A
typical application includes the use of third-party solutions to extend electronic
mail to wireless users. Using wireless-enabled PDAs, two-way pagers, and smart
cell phones, users can be kept up-to-date with their corporate e-mail inbox and
can provide brief responses to urgent or pressing issues.

The Short Message System (SMS), used to send and receive instant short text
messages, is also an effective means used by the corporate user to keep up to date
with the latest news and other developments. While the service is predominantly
used to obtain information from text information media, it can also be used for
two-way text messaging with other users.

Lastly, with the full integration of unified messaging around the world, the
mobile wireless user will finally have a true remote presence. Multimedia func-
tions will be incorporated to support both real-time and messaging requirements
of users.

In Figure 1.3, we can see that a universal address supporting roaming will
provide unprecedented mobility. When this occurs, corporate users will have a
single point of contact. Communications will be directed to their localized point
of presence, wherever that may be.

www.syngress.com



The Wireless Challenge * Chapter 1

Figure 1.3 Single Point of Contact for 3G-enabled Devices
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The second area in the wireless corporate communications solution set
involves mobile office and corporate groupware. Figure 1.4 demonstrates the concept
of the roaming wireless desktop. Mobile office and corporate groupware applica-
tions over wireless provide internal corporate network resources to the remote
user over a wireless network connection. The most dominant applications in this
area include corporate database servers, application servers, information and news
servers, directory services, travel and expense services, file synchronizations,
intranet server browsing, and file transfers.

Telepresence over wireless provides an avenue for increased collaborative net-
working. Figure 1.5 illustrates the premise of telepresence, that of providing a
localized presence to a remote user. Two-way videoconferencing and Webcasts are
examples of telepresence.
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Figure 1.4 Wireless Mobile Office
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Customer Service

Customer service wireless applications offer added convenience and timeliness to
consumers. Customer service agents can provide the same rich capabilities to
their remote customers as those working at corporate counters.

Some of the leading applications for wireless customer service include rental
car returns, airport check-in, conference attendance verification, accident claim
registration, deliveries, and opinion surveys.

Telemetry

Telemetry involves obtaining data and status information from equipment and
resources that are located in remote or infrequently visited areas. Transmissions
generally occur at regularly scheduled intervals and do not require interaction
with the end device.

Wireless telemetry provides opportunities to monitor resources that cannot be
cabled or tethered easily or where a localized telephone line is either unavailable
or too costly. In these scenarios, wireless networking can be used to obtain status
information on devices that are out of reach of conventional communications.

Telemetry is generally categorized into two main areas of support:

» Remote monitoring and control

s Traffic and telematics

Remote monitoring and control involves the communications of state information
to a centralized management resource.

An example of monitoring would be that of vending and ticketing machines.
These devices would be capable of reporting on their state, activity, and inventory
controls over a given period. They would also provide diagnostics and error con-
ditions. In this scenario, the local vendor would have reliable and current infor-
mation on the levels of stock, sales numbers, and customer preferences.

In the healthcare industry, wireless monitoring agents and sensors can replace
the cumbersome cabled heart, blood pressure, and other monitors. Up-to-the-
second information could be transmitted to the central nurse desk for real-time
analysis instead of a local device, thereby reducing equipment costs and increasing
the level of patient care.

The second element of wireless telemetry involves traffic and telematics. When
adapted to support wireless networking, remote monitoring can now occur on
devices that cannot be easily cabled for dial-up access. Examples of these include
transportation equipment, road usage, and parking meters.
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In the case of transport equipment, sensors located within the tires of a
tractor-trailer rig can provide vehicle information such as weight, tire pressure,
load balance, and so on. This information can be gathered, stored, transmitted, and
verified at truck weigh stations along a route.

In scenarios where traffic densities on roads and highways are a concern,
remote wireless traffic sensors can provide up-to-the-minute information for road
segments to the centralized monitoring station where alternate traffic routing can
be assigned.

Parking metering may never be the same when wireless technologies are inte-
grated. In this application, an intelligent parking meter can assess if a parking spot
is being used and if the parking fees have been paid. In the event that a vehicle is
present and the parking fees have run out, it can send an alert to the central office
where appropriate action can be taken. Areas with higher percentages of unpaid
use could be determined and assigned to ticketing agents for review.

Field Service

While field service applications share similarities with some applications of telem-
atics, it 1s different in that it extends the level of communications between devices
to include two-way query/response type interactions. Some implementations
support elementary troubleshooting diagnostics while others support full diagnos-
tics, management, and control functions.

As with wireless telemetry, wireless service provides opportunities to monitor
and troubleshoot resources that cannot be cabled or connected easily or where a
localized telephone line is either unavailable or too costly.

In these scenarios, diagnostic information can be obtained prior to a site visit
and can be verified. System checks and reset triggers can be sent remotely. When
onsite repair visits are required, field personnel can obtain faulty equipment lists
and obtain only the required replacement component. This can save on overall
field travel, replacement equipment costs, and time spent diagnosing and servicing
equipment.

Wireless Networking Applications for Consumers

Consumers are primarily interested in wireless networking to access remote
resources, obtain information, personal entertainment, travel information updates,
mobile messaging, e-commerce, and Internet access.

Consumer products and applications supporting 3G cellular-based units will
have the added ability to offer context-specific information based on the location
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of the end user. This will include navigation information and context specific
purchases, translation services, safety services, tracking services of equipment, and
personal location monitoring services used in health care and law enforcement.

A new motto for the 3G industry might be “the right service at the right
time.”

Information and Entertainment

Information and entertainment have always been the leading factors in the
deployment of new technologies. Wireless terminals will provide the means of
interacting person-to-machine and person-to-person independent of location and
time. New developments in streaming media will further the use of wireless ter-
minals for news, sports, games, video, and multimedia downloads.

Travel Information Updates

Wireless equipment will be able to determine the location of any user within an
area of less than ten meters, depending on environmental constraints such as tall
buildings, mountains, and so on. This new functionality will provide the ability to
offer context- and time-sensitive services to 3G users. Examples of this will
include traftic and navigation information, service locations, and time-based spe-
cial offers or incentives.

Mobile Messaging

For consumers, wireless Mobile Messaging provides the extension of home mes-
saging systems, including voice, e-mail, fax, and others through a single point of
contact. Multimedia functions will be incorporated to support real-time commu-
nications and messaging requirements of users.

E-commerce

While traditional e-commerce applications such as online banking, interactive
shopping, and electronic ticketing will continue, a new wave of multimedia based
e-commerce with context sensitivity will emerge. Music and full video down-
loads, gaming and other services will be offered.

Internet Access

Internet access will be available on personal wireless devices supporting tradi-
tional Web browsing and information portal downloads along with new
streaming media applications and intelligent search agents.
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Understanding the Benefits of Wireless

Wireless networking will provide a new era of data connectivity unmatched by
cabled networks. Increases in the speed of deployment, access to data and scala-
bility mean that the needs of specific user communities can be addressed in ways
that were unavailable to network architects a few years ago.

New streams of end user applications and services are being developed to
provide businesses and consumers alike with advanced data access and manipula-
tion. The main benefits of wireless integration will fall primarily into five major
categories:

=  Convenience
» Affordability
=  Speed

»  Aesthetics

» Productivity

Convenience

First and foremost in the minds of I'T professionals, business leaders, and end con-
sumers when discussing wireless networking is the aspect of convenience. This
basic benefit more or less outweighs all other benefits combined in terms of user
interest in wireless, and is predominantly the main reason for their deployments.
Convenience can be broken down into three areas of interest:

»  Flexibility
=  Roaming

= Mobility

Flexibility

Wireless technologies provide the greatest flexibility of design, integration, and
deployment of any networking solution available. With only transceivers to install
in the local station and a wireless hub or AP to be configured for local access, it is
simple to retrofit wireless networking within existing structures or create access
services where traditional networking infrastructures are not capable of
addressing.
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With traditional networking infrastructures, a physical path is needed between
the access concentrator and each of the end users of the network. This means that
a wire line needs to be created from one end of the network to the other, for
users to communicate with each other (whether they be workstations or servers).

Wired access drops are generally static in location, in that the access is pro-
vided from a specified point that cannot easily be moved from one physical loca-
tion to another. This also implies that if an existing access drop is in use, other
users must wait their turn to gain access to the network if the next closest avail-
able drop is not conveniently located.

Existing environments may not always be new installation friendly. Many
older buildings, houses and apartments do not provide facilities for installing new
cabling. In these environments, building contractors and engineers may need to
get involved to devise ways of running new cabling systems. When existing cable-
run facilities are available, they do not always offer the most optimum path
between existing LAN resources and new users. Security concerns also need to
be addressed if a common wiring closet or riser is to be shared with other ten-
ants. As such, the cost involved in installing new cabling can be prohibitive in
terms of time, materials, or installation costs.

Another factor involving the installation of new cabling is loss of revenue due
to the unavailability of facilities during the installation itself. Hotel chains, con-
vention centers, and airports stand to lose revenues during a cable installation
retrofit project if a section of the building needs to be closed oft to customer
access for safety reasons during the installation.

Intangible costs need to be explored as well when investigating the installa-
tion of new cable runs. These include customer dissatisfaction and loss of cus-
tomer goodwill during and after the retrofit project itself.

With wireless networking, all that is required to create a new network is radio
wave access between end nodes and/or between an end node and a wireless AP
hub within the vicinity of the end nodes.

Radio waves can travel through walls, floors, and windows. This physical
property of the transmission medium gives network architects the flexibility to
design networks and install wireless APs where best needed. This means that a
wireless AP, when properly placed, can be used to support multiple user environ-
ments at the same time.

An example of this in a wireless LAN configuration would consist of locating
a wireless AP on the inside part of an eastern-facing exterior wall on the second
floor of an oftice building. This one wireless AP could simultaneously service the
needs of a group of users on the eastern corner of the first floor, second floor,
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and third floor along with those on the terrace located outside the first floor
eastern corner. In this configuration, access is provided to users located on dif-
tferent floors inside and outside the building with a minimal commitment in
terms of equipment and resources.

Another example or a wireless LAN configuration would consist of providing
networking access within a large public area such as a library. In this scenario,
properly placed APs could provide network coverage of the entire floor area
without impacting the day-to-day use of the facilities. In addition, the APs could
be located in an area of the library that has restricted access and is physically
secure from daily activities.

While these examples represent mostly wireless LAN technologies, similar
scenarios will be valid for cellular-based wireless networking in two years or so.
Even greater deployment solutions will be available since the network will be
accessible in any locality where the cell network is available.

This brings us to the wireless networking concept of a wireless network
access zone.

Roaming

A wireless network access zone 1s an area of wireless network coverage. Compared to
traditional wire-based networks, a wireless user is not required to be located at a
specific spot to gain access to the network. A user can gain access to the wireless
network provided they are within the area of wireless coverage where the radio
signal transmissions to and from the AP are of enough strength to support com-
munications, and they are granted access by the wireless AP. Figure 1.6 illustrates
the concept of wireless access.

It is also possible to organize multiple APs to provide a single contiguous area
of coverage extending well beyond the coverage zone of any single wireless AP.
See Figure 1.7 and Figure 1.8. In this scenario, a user is only required to be
within radio range of any wireless AP that is part of the network to obtain access.

An extension of this concept is that of the roaming user. With the always-on
connectivity provided by wireless LANs, a roaming user is one that has the capa-
bility of:

= Physically roaming from one location to another within the wireless
access zone

» Logically roaming a session from one wireless AP to another
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Figure 1.8 Linked Wireless Access Zones
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When discussing physical roaming, we would include both the movement of

a user within a single AP’s wireless network access zone or within the combined
network access zones for all the APs that are part of this network.

When discussing logical roaming we refer to the transference of a networking

session from one wireless AP to another without the need for any user interac-

tion during the session reassociation process. When a user moves from one wire-
less AP’s area of coverage to another AP’ area of coverage, the user’s transmission
signal strength is assessed. As the signal reaches a threshold, the user credentials are

carried over from the old “home base” AP to the new “home base” AP using a
session token or other transparent authentication scheme.

This combination of physical and logical roaming allows users to keep data
sessions active as they move freely around the area of coverage. This is of great

benefit to users who require maintaining a data session with networked resources

as they move about a building or facility.

An example of this would be an internal technical service agent. In their day-

to-day activities, these agents may be called upon to service end stations where
access to technical troubleshooting databases, call tickets, and other support
resources may be required. By having access to these services over the wireless
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network, the technician can move from one call ticket to another without being
tforced to reconnect to the wire line network as they move about. Another ben-
efit to maintaining an always-on session is that they could provide live updates to
the ticketing databases or order replacement supplies at the time of service.

Next, we take a look at a senior manager who is attending a status meeting in
a conference room where a limited number of data ports will be available to
access e-mail, databases, and other information stores. If this manager had access
to wireless networking capabilities on their laptop, they could maintain a connec-
tion to the same services they have available at their local desktop. R eal-time
reports with up to the minute metrics on business activities and critical informa-
tion flows could be more efficient and timely. The road to the top might actually
be a little simpler.

As we mentioned earlier, the lack of wire lines provides the network architect
with the ability to design networking solutions that are available anytime and
anywhere through always-on connectivity. As can be noted in the previous exam-
ples, any networking solution using traditional wire line media would hit a hard
limitation when exposed to the same requirements of access coverage. The costs
in cabling materials alone would preclude any such contemplation.

Mobility

The last concept dealing with convenience is that of mobility. This benefit alone
is often the biggest factor in making organizations decide to go for a wireless-
based networking solution.

In traditional wire-line networking environments, once a cabling infrastruc-
ture is set in place, rarely does it move with a tenant when they leave to a new
facility or area of a building. Cabling installations are considered part of the cost
of the move and are essentially tossed out.

With a wireless networking environment, the wireless APs can be unplugged
from the electrical outlet and re-deployed in the new facility. Very few cables, if
any, are left behind as a going-away present to the building owner. This allows the
network architects to reuse networking equipment as required to address the net-
working realities of each environment.

For example, it is possible to move part or all of a network from one func-
tional area to another, or from one building to another. It facilitates the job of IT
managers who are constantly faced with network resource rationalizations and
optimizations such as the decommissioning of access ports, or the moving of
equipment and personnel from one area to another.
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Affordability

With the continuing trend of cheaper, faster, and higher performance hardware
available every six months or so, wireless networking has finally reached a price
point which makes it a competitively priced solution on equipment and installa-
tion costs alone versus wire-line networking.

For wireless LANSs, the cost is currently between $125 and $200 for a wireless
adapter card, and in the $1500 to $2000 range for 11 Mbps enterprise scale solu-
tions. The number of APs required to provide coverage of a given area can vary.

Home and small office wireless users requiring 2 Mbps have solutions in the
$80 to $120 per port range, and those requiring 11 Mbps have solutions in the
$140 to $180 per port price range. These costs include wireless networking cards
and wireless APs.

While wireless LAN hardware costs can be slightly more than that of cabled
LAN:G, the cost of installation and support of wireless LANs is lower. Wireless
LANSs can simplify day-to-day user administration and maintenance such as
moves, thereby lowering the downtime and network administration costs.

Cellular-based networking solutions are coming down in price as well. Cell
phones equipped with basic data networking features are available between $100
and $500, and cellular-adapters for PDAs range from $300 to $600. Cellular plans
with data networking are available from service providers for nominal network
and data transfer charges above basic voice plans.

The advent of consumer grade equipment is creating a volume of manufac-
turing for the main wireless components used in both commercial and consumer
products. This in turn will drive the manufacturing cost down and product prices
will continue to fall. We can see from Figure 1.9 that over the next two years, the
cost of wireless networking solutions will become less than traditional wire-based
networking.

Speed

When discussing any networking technology, the issue of access speeds and data
throughputs is generally the most import factors in deciding which technology to
implement. While each of the standards and technologies encompassing these
deployments will be covered in greater detail over the next sections, it is impor-
tant to take a quick note of some of these now.
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Figure 1.9 Wireless Cost Trends
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With previous wireless networking, be it cellular-based or wireless LAN,
access speeds were rarely considered a benefit. Today the landscape has changed
and technologies are quickly providing new means of communicating content
rich information to remote users.

With cellular-based wireless technologies, several standards and networking
technologies currently coexist for data communications. These are generally cate-
gorized into 2G, 2.5G, or 3G wireless network deployments. The majority of
existing cellular-based wireless network deployments are using 2G or 2.5G net-
working technologies. While there are variances in access speeds based on the
underlying signaling technology used, they generally range from 8 kbps to
roughly 144 kbps. This level of access is sufficient for basic corporate and con-
sumer mobile communications, telemetry, and field service.

With the transition to 3G cellular-based wireless network deployments, net-
work access speeds will bump up to 384 kbps before reaching a proposed access
speed of 2 Mbps when complete. With a 2 Mbps access rate, cellular-based wire-
less networks can support fully unified messaging, rich multimedia, and true
telepresence.

Wireless LANs propose the most drastic increase in wireless data networking
performance. Standards such as 802.11 are subdivided into evolutionary compo-
nents with increased access speeds through the 802.11b, 802.11a, and 802.11¢g
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series, while HomeRF and others provide a basic scheme for access and tech-
nology transitions for increased speeds.

All in all, wireless LANs currently support speeds ranging from 1.6 Mbps to
11 Mbps. Evolutions are planned for technology and signaling schemes that will
support access speeds up to 50 Mbps and beyond.

Aesthetics

One of the most underplayed notions in wireless networking is the aspect of aes-
thetics and safety. With few, if any, cables tethering devices and APs to networks,
aesthetics are a welcome benefit to both organizations and end users.

With the size and footprint of wireless APs being no larger than small book-
shelf speakers, they can be easily integrated within the most demanding of envi-
ronments. Due to the radio nature of the transmission medium, APs can even be
hidden behind walls or within locked storage.

With personal area network technologies, users can reduce or completely
eliminate the local tangle of device interconnections. With these technologies,
local devices can create wireless interconnections between themselves. Monitors,
printers, scanners and other external devices can be placed where most appro-
priate without the limitations of cable length and cable access.

As a net result, desk, office, and networking closet cabling clutter can be
reduced, thereby greatly increasing the overall safety of workplace and home.

Productivity

The net result of the increased level of flexibility, mobility, and convenience
provided through wireless networking is increased productivity. Networked
resources can become accessible from any location, thus providing the ability to
design and integrate environments where users and services can be colocated
where best suited.

Time can be spent working with data instead of being spent traveling to the
data store. Wireless networking can provide opportunities for higher level of ser-
vice and productivity unmatched through cabled networking.

Facing the Reality of Wireless Today

Wireless networking technologies are rapidly being deployed around the globe.
While wireless networking is becoming a mainstream data communications tech-
nology, it is still mired in controversy. Many organizations are facing challenges
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over which technology to choose, the level of integration with regards to existing
security functionality, privacy issues, and gaining a solid understanding of the gap
between the promise and the reality of wireless.

As such, wireless network deployments still have major hurdles to overcome
before they can be effectively deployed in all environments. Large corporations
may have the advantage of budgets and equipment to allow them to effectively
solve the shortcomings of the technology or an implementation, but they, like
smaller organizations, home oftices, or residential users, must continue to be
vigilant.

Standards Conflicts

While a great deal of effort is being placed on developing standards for wireless
networking both on the cellular-based networks and wireless LANSs, there still
exists a number of interim and competing standards which cause interoperability
issues.

Specifically, issues over the use of radio frequency bands, frequency modula-
tion techniques, types of security, and the mode of data communications still
exist. Further complicating things, is the fact that radio frequency ranges may not
be available for use within all parts of the world.

On the wireless LAN front, the war is still raging. Many of the wireless tech-
nologies today operate over the unlicensed Industrial, Scientific and Medical
(ISM) bands where other devices can freely operate.

When it comes to wireless LAN-specific standards, there is an array of pro-
posed and interim solutions being developed. The IEEE alone has three standards
streams addressing wireless networking. Furthermore, technologies being devel-
oped under the auspice of the 802.11 streams are not necessarily compatible
between generations or between competing technologies such as HomeRF and
802.15 networks based on Bluetooth.

Standards disputes are also occurring over the types of services that should,
could, or might be implemented over wireless LANs and the definition of appli-
cable quality of service standards for voice, data, and streaming multimedia. While
there are plans in place for the convergence of some of these standards, there are
no plans to develop an all-encompassing standard. Many issues still remain
regarding frequency support, access speeds, and signaling techniques.

Existing wireless LAN standards include:

» [EEE 802.15 (wireless personal area networks)
= HomeRF
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» [EEE 802.11 (wireless local area networks)

» IEEE 802.16 (wireless metropolitan area networks)

Figure 1.10 provides an overview of the wireless access range for each of
these technologies.

Figure 1.10 Wireless Access Range
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In the case of cellular-based networks, a number of interim technology stan-
dards classified as 2G, 2.5G, and 3G are adding confusion to an already complex
wireless landscape. Technologies being developed under a category do not neces-
sarily provide the entire capability set of that classification, nor are they neces-
sarily compatible with competing technologies.

The 3G wireless networking groups are working diligently to create a mecha-
nism for the convergence or support of competing radio technologies. While this
should resolve many of the issues when 3G technologies are widely deployed and
available beyond 2004, we are left to a string of interim solutions that are limited
in terms of interoperability.

Lastly, amendments and changes regarding the use of specific radio technolo-
gies and frequencies for both wireless LANs and cellular networking are being
proposed to governing bodies. While these should assist in providing new avenues
for merging wireless deployment solutions, it will be several years before the
results of these changes are fully understood.
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Commercial Conflicts

Standards provide a good basis for eventually reigning in the various wireless fac-
tions on most technical fronts, but there still remain a number of issues regarding
the interpretation and implementation of standards by vendors.

Some vendors are choosing to implement selected subsets of features and
functions that are least likely to change over the evolution of the various commu-
nication protocols, security definitions, and hardware specification standards while
others are choosing to implement the full gamut of available options. This situation
results in incompatibility between systems sharing the same base standards.

Market Adoption Challenges

While wireless networks are being deployed within many organizations, said
deployment may not have been to the extent the wireless industry expected. In
many cases over the last year, wireless deployments have been scaled back or have
remained within the confines of test equipment labs due to issues over standards
interoperability, security features, and deployment architecture.

For many organizations which understand the technology and are comfort-
able with the security work-arounds, the main adoption challenge is that of tech-
nology upgrades. Technology standards are till in a state of flux and are constantly
evolving. New technologies are being developed with the enhanced capabilities
of networks and devices that in some cases do not interoperate with previous
generations. Organizations planning massive deployments are choosing to wait for
the technology to stabilize.

In some cases, manufacturers themselves are also reluctant to introduce new
products. With the product cycle requiring upwards of one year to develop and
market equipment that is destined to be obsolete before it hits shelves, it’s easy to
understand.

The Limitations of “Radio”

Using radio technology to establish networks is generally categorized as a benefit,
but it can also add a new level of complexity for the network architect in
designing the network.

The basis of radio technology is that of the circular propagation of waves of
radio energy over the air. This general fact implies that waves can travel in any
direction, up or down and side to side. Radio waves can go through walls and
may bounce off more solid objects. The wave effect of radio transmissions can
create interference patterns rendering the reception of signals difficult.

www.syngress.com

27



28

Chapter 1 * The Wireless Challenge

Because radio waves can go through walls, network architects sometimes get a
false sense of security when it comes to deploying this technology. They must
learn to see their environment from the perspective of unbounded radio.

Wireless LAN technologies typically use Spread Spectrum-based wireless
communications schemes. Spread Spectrum was originally devised for military
communications during World War II. It provides a means of using noise-like car-
rier waves and expanding the information contained within a signal so that it is
spread over a larger bandwidth than the original signal.

While spreading the signal over a larger bandwidth requires an increase in
data rates when compared to standard point-to-point communications, it provides
enhanced resistance to jamming signals, has a low interceptability and detection
profile, and provides a means for ranging or determining the distance the trans-
mission will travel.

While these benefits could be viewed as a priority primarily within military
communications they are easily translated to valid commercial values including
signal security, signal integrity, and predictable operation. Another value of Spread
Spectrum technology is that it provides a means for enhancing data throughout
the radio spectrum.

Depending on the vendor or solution being used, one of two forms of Spread
Spectrum technologies are used:

» FHSS (Frequency Hopping Spread Spectrum)
= DSSS (Direct Sequence Spread Spectrum)

Frequency Hopping Spread Spectrum

Frequency Hopping Spread Spectrum (FHSS) is one of two types of spread spec-
trum technologies. In FHSS, the frequency of the carrier signal is rapidly
switched from one frequency to another in predetermined pseudorandom pat-
terns using fast-setting frequency synthesizers. The pseudorandom pattern or code
is initially agreed to and kept synchronized by both the end station and the AP. As
we can see from Figure 1.11, this forms the basis of a communications channel.

Over time, the signal data energy is spread over a wide band of frequencies.
This technique reduces interference due to the fact that a specific frequency is
used only for a small fraction of time. Provided the transmitter and receiver
remain synchronized over time, a channel can be established and maintained.
Receivers that are not synchronized to this communication perceive the trans-
mission as occasional short-duration noise.
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Figure 1.11 Frequency Hopping Spread Spectrum
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Direct Sequence Spread Spectrum

In Direct Sequence Spread Spectrum (DSSS), the digital data signal is inserted in
a higher data rate chipping code according to a predetermined spreading ratio.
The chipping code is a bit sequence generally consisting of a redundant bit pat-
tern that incorporates the original bit pattern. Figure 1.12 is a simplification of
how a statistical technique is used to create the chipping code abstraction from
the original bit sequence.

This technique reduces interference due to the fact that if the original data
pattern is compromised, the data can be recovered based on the remainder of the
chipping code. The longer the chipping code, the more likely it is that the orig-
inal data can be recovered. Long chipping codes had the drawback of requiring
more bandwidth.
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Figure 1.12 Direct Sequence Spread Spectrum
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Radio Range and Coverage

When discussing wireless technologies, several aspects of radio must be consid-
ered, including: range, coverage, attenuation, and direction. While, in general, these
factors are the function of product designs, they must be incorporated within a
wireless design plan.

Care must be taken to understand the specific transmit power and receiver
sensitivity of wireless nodes and APs/transmitter towers. Wireless transmitters have
limitations in terms of how powerful or “loud” a signal can be. Wireless LAN sys-
tems, for example, use transmitters that are significantly less powerful than cell
phones.

Radio signals can fade rapidly over distance. This, along with other factors
impacting the path and propagation of a wireless signal such as walls, floors, ceil-
ings, metal reinforcements, and equipment generating radio noise can limit how
far a signal will travel.

Use of Antennas

The use of external and third-party antennas can increase the range of a network
deployment as well its overall sensitivity to interference. In general terms, the
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coverage area of a wireless network AP can be “shaped” using directional and
omni-directional antennas.

Omnidirectional antennas provide donut-shaped coverage. High “gain” omni-
directional antennas can assist in flattening and stretching the coverage area.
Directional antennas are used to focus the radio frequency in a particular direc-
tion and generally have a dispersion pattern that emanates outward from a point.

With extended cellular-based wireless network coverage in over 90 percent of
urban markets within North America, Europe, and Asia, today’s radio transceivers
can use less power and leverage advances in signaling techniques. For most users,
gone are the days of bulky and awkward external antennas seen on the first cell
phones of 15 years ago.

The same level of deployment coverage is being developed on the wireless
LAN front. Given wireless AP coverage within both enterprise and home is fast
approaching transparent ubiquitous access, lower and lower power radio
transceivers are required to establish and maintain a connection.

Interference and Coexistence

Despite the many advances in radio transmission and signaling technologies, even
the best planned wireless deployments can be scuttled by other technologies that
are generally considered a benign part of everyday life.

Radio frequencies can go through solid objects. When wireless devices are
within the proximity of other wireless devices, say on adjacent floors or in rooms
next to each other, radio interference can occur causing the degradation of signals.
While most wireless technologies provide error-checking mechanisms to thwart
such occurrences, their degree of eftectiveness can vary based on environment.

With most wireless LAN products operating within the unlicensed Industrial
Scientific and Medical (ISM) 2.4GHz to 2.483GHz band along with other prod-
ucts such as cordless telephones, baby monitors, and wireless speaker and head-
phone systems, interference can occur from devices competing within this
crowded bandwidth.

This band will likely get more crowded. There are a number of propositions
for new devices to operate within this band. One of them includes allowing
lighting devices in the 2.45GHz band. These devices use magnetrons as sources of
radio frequency energy to excite the light emitting material.

Microwave ovens can be another source of interference for wireless LAN
within the home. While most wireless LAN products provide means to coun-
teract this interference, they are not foolproof.
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Wireless LAN technologies are proposed for other Unlicensed National
Information Infrastructure and ISM bands, including the 5.15GHz to 5.35GHz
band and the 5.725GHz to 5.875GHz band. These bands also present their own
sets of challenges and competing emissions for other wireless equipment.

The Limitations of Wireless Security

Cellular-based networks and wireless LANs experience similar challenges when
faced with the problem of security. While security standards and certifying bodies
are making great strides in educating those deploying networks on the security
risks of deploying new technologies, issues still remain over how security is to be
applied and audited.

Sound security policies and implementation guidelines need to be devised,
maintained, and updated to meet the changing requirements of the organizations
and the individuals using the systems.

The issue of fraud is, by far, one of the farthest reaching for the wireless ser-
vice provider, corporation, and individual. Fraud occurs in many forms but is
generally categorized as the unauthorized and/or illegal use of a resource. A
resource could consist of a cellular telephone, wireless network, or even airtime.

To gain a better understanding of the scope fraud has on our lives, as well
as how we should secure our networks, it helps to review some glaring fraud
statistics:

» Identity theft According to the Federal Bureau of Investigation, there
are 350,000 to 500,000 instances of identity theft each year. (Source:
Congressional Press Release, September 12, 2000)

» International credit card fraud The Association for Payment
Clearing Services (APACS) recently found that counterfeit [credit card]
fraud grew by 89 per cent last year, and card-not-present fraud committed
over the Internet, telephone, or fax grew by a staggering 117 percent.
(Source: M2 PRESSWIRE, September 11, 2000)

» Communications fraud A National Fraud Center study revised in
November of 2000, estimated communications fraud at over 1 billion dol-
lars. Subscriber fraud is estimated to reach $473 million by 2002.
(Source: International Data Corporation)

» Corporate fraud The same National Fraud Center study estimated
corporate fraud including intellectual property and pirated software
totaling more than 622 billion dollars.
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Some of the biggest issues currently plaguing wireless deployments include
the flip side of convenience and security. For example, most wireless devices are
small and convenient. This fact also makes them susceptible to being easily lost or
stolen. Database updates containing the lists of valid and invalid wireless device
serial numbers can take between 48 and 72 hours to come into effect and be
propagated to the rest of the network. This cannot easily be remedied.

Other issues include insider attacks, where someone working for the service
provider or company deploying the wireless network can obtain secret information
on the use of keys and other sensitive information. This can lead to the cloning of
wireless devices without knowledge of genuine users or service providers.

Wireless networks are also susceptible to man-in-the-middle attacks where mali-
cious users can logically situate themselves between a source and a target, and
effectively appear to be a “real” base station while in fact relaying information
both ways. With this type of attack, the malicious user is not required to physi-
cally be located directly adjacent to the users, or within the “secured” area of the
building or facility. Provided they are within radio range, this attack can be initi-
ated with success.

Lastly, with wireless technology deployments being so new to most users and
even network administrators, the use of “trust” relationships and other social
engineering attacks can lead malicious users to obtain secret keys, passwords, and
other sensitive information to gain access to or even destroy information.

Unfortunately, the threat is not limited to these forms of attacks. With the
advent of more powerful and feature-rich devices on the horizon, a new breed of
wireless security vulnerabilities will soon be plaguing the wireless deployments.
The availability of more intelligent devices introduces new options for attacking:

Advanced wireless devices will possess greater intelligence, greater processing
capabilities and will ultimately become susceptible to malicious code the way
PCs have become vulnerable to attack by viruses, Trojans, and worms over the
last 15 years. These, in turn, can be used as the launching pad for creating com-
plex and timed client-to-client and distributed client-to-network attacks.
Increased processing power can also lead to real-time brute force attacks.

A host of cheap enhanced radio transceivers will spawn more sophisticated
tools for the attackers. These will include interception attacks, insertion attacks,
wireless channel flood attacks, denial of service attacks, and signal jamming attacks.

One source of attacks that should not be understated results from the relative
complexity involved in the deployment and lockdown of wireless resources. To
many, wireless technologies will provide new alternatives for networking that
were unavailable before. Many will rush to implement these solutions without
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spending time to understand all of the possible threats and security precautions
that should be taken to mitigate them. As a result, misconfigurations will likely
result in the downfall of security within many wireless environments.

When addressing the main issues in security, organizations and individuals
resort to identification and authentication. Identification is the process whereby a
network recognizes a user’s identity. Identification usually comes in the form of a
user ID or Personal Identification Number (PIN).

Authentication is the process whereby the network verifies the claimed iden-
tity of a user for authorized use. Credentials, databases, and validation systems are
employed to provide users with their list of usage privileges.

As with all Identification and Authentication mechanisms, wireless networks
need to balance complexity, user friendliness, eftectiveness, reliability, and timeli-
ness with performance requirements and costs.

Cellular-based Wireless Networks and WAP

WAP stands for Wireless Application Protocol. It was originally designed as a
specification for presenting and interacting with information on cellular-based
wireless devices. It uses the Wireless Markup Language (WML), which is similar
to the Hypertext Markup Language (HTML) but is actually an Extended
Markup Language (XML) application that allows for variables. WAP provides a
means to interface between wireless carriers and the TCP/IP-based Internet.

One of the biggest issues facing the deployment of WAP, stems from the fact
that it is still an incomplete standard. Updates to this standard occur regularly, gen-
erally every six months, and as such, WAP is often considered a “moving target.”

Another source of contention is over the use of the WAP gateway. Currently,
cellular-based wireless devices do not possess the processing capabilities or ren-
dering ability to display large content files. To address this issue, the WAP protocol
proposes the use of intermediary gateways that can translate Internet information
in standard HTML to WML.

The WAP gateway is also used for the encryption and decryption of secure
data. The WAP standard proposes that an encrypted session be established
between the WAP gateway and the wireless device as well as between the WAP
gateway and the Internet content provider. This implies that the information in
transit within the WAP gateway is unencrypted and susceptible to attack. This
vulnerability is commonly referred to as the “Gap in WAP” As a result of this gap,
a turf war has erupted regarding the ownership of the WAP gateway. Some wire-
less service providers argue that the WAP gateway belongs on their network and
are trying to force subscribers to use their wireless gateways. Content providers
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hold a different opinion claiming concerns over privacy. In the end, the heart of
the debate revolves around customer loyalty.

Lastly, other cellular-based wireless networking providers, like NTT
DoCoMo with their i-Mode wireless data network solution, are successtully
developing competitors to WAP.

Wireless LAN Networks and WEP

WEDP is the abbreviation for Wireless Equivalency Protocol. In the IEEE P802.11
draft standard, WEP is defined as providing protection to authorized users from
“casual eavesdropping.” As such, it provides the means for encrypting the wireless
network connection between the mobile unit and the base station. As it currently
stands, use of data encryption over the link introduces performance degradations.

To perform the encryption, WEP currently relies on the use of cryptographic
key management outside the protocol. That is, administrators and users must
manually and securely distribute cryptographic keys prior to establishing an
encrypted session. Furthermore, cryptographic keys must also be updated manu-
ally when a key expires. This can cause additional confusion when deploying
wireless LANs using WEP security.

WEDP secured wireless sessions can be configured with the following

settings:

» No encryption

= 40-bit encryption
= 64-bit encryption
= 128-bit encryption

Although 128-bit encryption is more effective in creating a security
boundary protecting users against casual attacks than 40-bit encryption, both key
strengths are subject to WEP’ known security flaws.

The most criticized security flaw is that of the weakness of the method used
for choosing the Initialization Vector (IV) used in creating the WEP encryption
session key. The IV is a 24-bit field sent along with the message. Having such a
small space of initialization vectors nearly guarantees the reuse of the same key
stream.

Using inexpensive off-the-shelf components and freeware applications, dictio-
nary and statistical attacks can be very successful against WEP with just one day’s
worth of traftic. This leads to the possibility of real-time decryption of communi-
cations traffic between the wireless node and the AP.
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Other security concerns include:

» Passive Attacks Decryption of encrypted traffic based on statistical
analysis

» Active Network Attacks Injection of new traffic from an unautho-
rized wireless node

To address some of these concerns, WEP implements a CRC-32 checksum.
The issue with this is not the checksum itself, but rather how WEP implements
the checksum. WEP checksums are linear, which means that it is possible to com-
pute the bit difference of two CRCs based on the bit difference of the messages
over which they are taken

A secondary function of WEP is that of preventing unauthorized access to
the wireless LAN. While not explicitly defined in the standard, it is frequently
considered to be a feature of WEP, thus resulting in a false sense of confidence
over the security of the wireless network implementation.

Damage & Defense...

Wireless Security Challenges

Going wireless increases the risk factors geometrically! The following list
outlines the industry’s current security posture, and what it should be
aiming for.

1. General Security

Currently, the majority of devices employ weak user authentication. The
existing premise is often that possession of the wireless device implies
right of access. Even when passwords are implemented, they are limited
and offer little protection.

What is required is for the wireless devices to adopt the application
of more stringent security policies. Possession cannot, by itself, delineate
a trust relationship with its user. Passwords are often regarded in the
wired world as being barely adequate security. With wireless devices
that are often shared, or that interact with external networks, passwords
will not be enough to provide a trusted security overlay across all wire-
less devices.

A new policy of enforcing two-factor authentication needs to
be adopted. This implies the use of something that a user has in their

Continued
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possession and something that they know. This combination is the only
effective means of providing authentication. Wireless devices can easily
support PIN or biometric plus crypto-personalized identity modules.

2. Need for Encryption

There has been an early recognition of the need for wireless encryption
of data. These efforts have been primarily focused on addressing privacy
issues of transmissions between a user and the AP only. Encryption for
privacy is present in WAP, WEP, and most other wireless security solu-
tions. Typically, encryption capabilities have been incorporated within
operating systems or within the firmware of the wireless devices.

Many wireless infrastructure encryption methods have proven to be
weak or ineffective against serious attacks ad will be relegated to obso-
lescence.

A mechanism needs to be established that supports complete end-
to-end encryption of all data transactions and voice communications.

3. Need for Signatures

While a focus has been placed on providing increased data access
speeds, little attention has been paid to ensuring communications are
not tampered with or retransmitted. Encryption provides a layer of
abstraction from the original data but does not ensure the integrity of
the data. While checksum sequences can be used on the network layer
to ensure communications are successfully transmitted and received,
they do not provide the end user with assurances that the data is still in
its original state.

Digital signatures providing clientside data signing is required to
ensure the integrity of the data. While full-scale Public Key
Infrastructures (PKI) are being piloted, there are few wireless networks
deploying PKls. Wireless PKI protocols and interoperability models are
still being developed and still need to be tested for legal and regulatory
enforcement.

Wireless deployments will need to adopt optimized client PKI
signing and signature verification that is interoperable between wireless
network operators and enterprise PKls. Business-to-business and
expanded user trust relationships need to be established to facilitate
wireless PKI deployments and to address issues over multiple user PKI
credential management, including the use of multiple PKI keys, access to
content providers, interaction of PKI identity modules, and lastly, issues
over key management (that is, the issuance, control, removal, and
update of keys).

Continued
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4. Overall Security Position
With existing wireless networks, security is provided by either using WAP
gateways architectures that actually compromise the integrity and secu-
rity of communications or by using WEP which proposes variable secu-
rity implementations. At this time, wireless end-to-end security back to
server-hosted applications can only be provided using third party appli-
cations or using proprietary solutions that are not necessarily compat-
ible. In turn, even newer competing technologies are being developed to
address existing challenges, thereby creating even more confusion.

The wireless industry needs to create a standard that will support
complete end-to-end encryption of all data transactions that is common
and interoperable with existing IP standards and protocols.

Examining the Wireless Standards

With an ever-growing list of wireless standards being developed for wireless net-
working, it may be difticult at times to understand where each of these fit and
what capabilities they offer. While there is little doubt that 3G, 802.11, and
Bluetooth are the most important, and possibly some of the most controversial
standards in wireless networking, the story does not end there.

In the case of 3G and 802.11, we're really not referring to specific standards
but rather classes or families of standards. 802.11 alone is made up of over ten
working groups, each investigating different aspects of technology, security, and
implementation guidelines.

Let’s take a look at some of the actual wireless standards.

Cellular-based Wireless Networks

Cellular-based wireless networks are networks that provide wireless access
through new or existing cellular telephone technologies. Because cellular wireless
networking technologies provide coverage over a large geographic area, they are
sometimes referred to as wide area network technologies. The reference should
not be confused with wired networking technologies providing the long haul of
data called wide area networks.

Typically, cellular-based solutions address the access requirements of devices
that are generally over 100 meters away from an AP or transmission tower.

Examples of hardware devices that currently integrate to cellular-based net-
working include data-ready telephones, two-way pagers, and cellular network-
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enabled PDAs. These devices use the wireless cellular network as their physical
media and rely on higher-level protocols to define the type of data access and
functionality they support.

Examples of the most widely used protocols supporting cellular-based wire-
less networking include WAP and i-Mode.

Communications Technologies

Cellular-based wireless data communication technologies exist under several
forms and are generally categorized into groups supporting one of three sets of
functionalities:

s 2G Circuit Switched Cellular Wireless Networks
= 2.5G Packed Data Overlay Cellular Wireless Networks
= 3G Packet Switched Cellular Wireless Networks

The majority of currently deployed cellular-based networks are 2G or second
generation wireless technologies. They carry the data stream over the empty
spaces contained in the voice stream using adapted signaling techniques.

As the transition from 2G to 2.5G and 3G occurs, many service providers are
choosing to implement transition or overlapping technologies. This provides them
with the ability to support the existing user base while opening the door to new
service offerings for those willing to buy new technology. This generally is an
effective way to address customer loyalty issues, but comes at the cost of sup-
porting the simultaneous deployment of several types of networks.

When the migration to 3G technology is finally completed, a pure IP packet
switched network will provide the communication protocol for both voice and
data. In 3G networks, data is no longer streamed over the voice signal. In fact, the
opposite is true. Using Voice over IP (VoIP) protocols and Quality of Service
(QoS) standards, voice becomes an application being transported over the net-
work, just like data.

2G Clreuit Switched

2G 1s the generic term used for the second generation of cellular-based wireless
communications networks. 2G 1s an evolution from the first generation AMPS
(Advanced Mobile Phone Service) network in North America and GSM net-
works in Europe.

2G cellular networks support basic voice, text, and bi-directional data commu-
nications and launch the concept of interactive media over a cellular connection.
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Existing 2G networks provide a data throughput in the 9.6 Kbps range. A number
of underlying wireless network technologies and architectures are considered part
of the second generation of cellular networks. These include:

= CDMA
= TDMA
= CDPD
= GSM

CDMA

Code Division Multiple Access (CDMA) is also referred to as CDMAone.
CDMA is a digital transmission technology that uses the Direct Sequence form
of Spread Spectrum (DSSS)-based wireless communications scheme originally
devised for military communications during World War II.

Spread Spectrum technology provides a means of using noise-like carrier
waves and expanding the information contained within a signal so that it is
spread over a larger bandwidth than the original signal.

While spreading the signal over a larger bandwidth requires an increase in
data rates when compared to standard point-to-point communications, it provides
enhanced resistance to jamming signals, has a low interceptability and detection
profile, and provides a means for ranging or determining the distance the trans-
mission will travel. While these benefits could be viewed as a priority primarily
within military communications, they are easily translated to valid commercial
values including signal security, signal integrity, and predictable operation.
Another value of Spread Spectrum technology is that it provides a means for
enhancing the radio spectrum use.

In Direct Sequence Spread Spectrum, the data signal is inserted in a higher
data rate chipping code according to a predetermined spreading ratio. The chip-
ping code or bit sequence generally consists of a redundant bit pattern that incor-
porates the original bit pattern. This technique reduces interference in that if the
original data pattern is compromised, the data can be recovered based on the
remainder of the chipping code.

With Code Division Multiple Access, the DSSS frequency is divided up using
pseudorandom codes or keys instead of assigning specific radio frequencies to
specific channels. Since each channel or subscriber is assigned a specific code,
communications can be carried over the entire available DSSS spectrum. These
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codes provide the basis for the digital transmission of radio signals between the
mobile unit and the base units in CDMA networks. Subscriber equipment that is
assigned a code only responds to communications using that code. CDMA net-
works have been implemented in the 800MHz and 1900MHz frequencies.
Variants of the basic CDMA technology include CDMA2000 and WCDMA.
CDMA2000 and WCDMA are technological extensions of the CDMA transmis-
sion signaling and backbone technologies that provide 2.5G and 3G wireless net-
working functionality. We will review CDMA200 and WCDMA further in the

next sections.

TDMA

Time Division Multiple Access (TDMA) is a digital transmission technology that
uses the principle of dividing a radio frequency signal into specific time slots.
Another way of way of looking at it is that TDMA provides a means to time-
share a radio signal.

Each TDMA radio frequency is divided into six unique time slots. The time
slots are assigned in pairs to provide full-duplex communications, thus supporting
three independent communications. Alternating time slots over several frequen-
cies are combined to provide a full channel.

TDMA relies on the digitization of signals for effective use. Each sample is
subdivided and transmitted at specific time intervals over an assigned channel.
TDMA networks have been implemented in the 800MHz and 1900MHz fre-
quencies. TDMA provides the access technology for GSM.

CDPD

Cellular Digital Packet Data (CDPD) 1s a packet switching technology originally
devised in the early 1990s to provide full-duplex data transmissions over the
Advanced Mobile Phone Service (AMPS) North American 800MHz cellular
phone frequency. It is a digital layered technology that establishes a means for
making use of unused cellular channels and short blank spaces between calls to
provide theoretical throughput of 19.2 Kbps. Actual throughput figures in the 9.6
Kbps range are typical for most deployments.

The CDPD technology specification, supports IP and the Connectionless
Network Protocol (CLNP) to provide users with access to the Internet and other
packet switched networks. When using CDPD, users are not required to maintain
an open active session with the network resource they are accessing to transmit
or receive data. Packets are tagged with a unique identifier alerting the CDPD
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device that a packet is intended for it. This provides an efficient means of sharing
network bandwidth between many users.

CDPD works well over wireless networks experiencing typical use, but perfor-
mance issues arise when voice usage goes up and the network becomes more con-
gested. When this happens, fewer channels are available for use and data
throughput may be affected. As a result many CDPD wireless carriers have elected
to provide a dedicated channel specifically for data communication uses, thus
ensuring a minimum data throughput during high use and emergency situations.

The security of data communications between the handset and the service
provider is ensured using RSA RC-4 encryption.

GSM

Global System for Mobile Communications (GSM) was originally developed in
the early 1980s as a standard for cellular mobile communications in Europe using
Time Division Multiple Access (TDMA) transmission methods. Through the
1990s, it has evolved into a wireless networking architecture supporting voice and
data services such as SMS.

GSM provides a standardized access to the network and establishes the frame-
work for roaming. This means that subscribers can be contacted using the same
number anywhere on the GSM network, including internationally. Currently, the
GSM service provides 9.6 Kbps data throughput at the 800MHz, 900MHz, and
1900MHz frequencies and is available in over 170 countries. GSM satellite ser-
vice extends access to areas where ground-based coverage is not available.

2.5G Packet Data Overlay

2.5G wireless networks are an evolution to the 2G networks and a transition
point to providing support for 3G functionality. The main technology transition
in 2.5G networks is that of introducing Packet Data on top of existing voice ser-
vices. The 2.5G Packet Data layer provides support for data rates ranging from
100 Kbps to 384 Kbps.

GPRS

General Packet Radio Service (GPRS) is an enhancement to existing GSM- and
TDMA-based networks. GPRS implements new packet data wireless network
access nodes and upgrades existing wireless network access nodes to provide a
routing path for packet data between the wireless user and the gateway node. The
gateway node provides connectivity to external packet data networks such as the
Internet.
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GPRS provides data communications using IP with access rates ranging from
115 Kbps up to 170 Kbps and supports “always-on” connectivity. This provides
users with the ability to remain permanently connected and enabled to applica-
tions such as e-mail, the Internet, and others. The benefit of GPRS is that the
users do not have to pay for always-on connectivity per se, but rather only when
sending or receiving data. GPRS provides support for defined QoS specifications,
as well as a tunneling protocol called GTP (GRPS Tunneling Protocol) that cre-
ates a secure connection over IP by encapsulating encrypted data in an IP packet.
Security protocols are used to lock down devices and sessions.

Wireless Service providers who have implemented GPRS can transition their
network to carry EDGE and WCDMA traffic.

GPRS/EDGE

GPRS/EDGE is a transitionary state between existing GPRS networks and 3G
EDGE-based networks. EDGE is the acronym for Enhanced Data Rates for
Global Evolution. Service providers can deploy a combination of the two wireless
network technologies to support both existing users and users wishing to pur-
chase new EDGE equipment.

With the addition of the EDGE overlay over existing GPRS networks, cur-
rent GPRS users are provided with an increase in data throughput rates. Data
throughput is increased to 384 Kbps from the 115 Kbps to 170 Kbps typically
provided by GPRS alone.

Existing security capabilities of GPRS remain unchanged.

IxRTT

1xRTT is commonly referred to as CDMAZ2000 Phase One or IMT-CDMA
Multi-Carrier 1x. It represents the first stage in bringing existing CDMA wireless
radio transmission technology (RTT) up to full 3G capabilities.

1xRTT supports packet data and voice communications up to 144 Kbps or
higher in fixed environments. A second release of 1xRTT is being planned which
will address increased data rates peaking up to 614 Kbps.

3G Integrated Multimedia Networks

3G wireless technologies refer to the third generation of wireless networks
expected in 2004. While similar in basic application to 2.5G wireless networks in
terms of voice, text, and data services, it is designed specifically to provide multi-
media entertainment to enhanced wireless terminals. 3G-enabled terminals will
tend towards a video friendly form factor.
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It 1s expected that the lead end user of 3G wireless networks will be the con-
sumer. 3G will provide the wireless network providers with added capacity that
will create a revolution for multimedia content over mobile devices. See Figure
1.13 for an illustration of the improved data download time as the technology has
evolved.

Figure 1.13 Data Download Times for 2G, 2.5G, and 3G Networks

170 Kbps

Download Time

2 Mbps

26 2.56 36
Technology

Internet access, entertainment media, and enhanced audio programming are
some of the consumer applications expected to flourish with the advent of 3G.
With new mobile devices supporting increased data processing capabilities,
greater storage, and longer battery life, and wireless networks able to provide high
data capabilities in most markets, the traditional wire line telephone and data net-
work connection will likely be replaced with 3G data-ready access terminals.

3G will provide three generalized data networking throughputs to meet the
specific needs of mobile users:

= High Mobility High Mobility use is intended for generalized roaming
outside urban areas in which the users are traveling at speeds in excess of’
120 kilometers per hour. This category of use will provide the end user
with up to 144 kbps of data throughput.
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» Full Mobility Full Mobility use is intended for generalized roaming
within urban areas in which the user is traveling at speeds below 120
kilometers per hour. This category of use will provide the end user with
up to 384 kbps of data throughput.

» Limited Mobility Limited Mobility use is intended for limited
roaming or near stationary users traveling at 10 kilometers per hour or
less. This category of use will provide the end user with up to 2 Mbps of
data throughput when indoors and stationary.

The 3G standardization efforts are represented by several groups, including:

= IMT-2000 International Mobile Telecommunications 2000. This
International Telecommunications Union initiative is tasked with stan-
dardizing radio access to the terrestrial and satellite-based global
telecommunications infrastructure supporting fixed and mobile tele-
phone users.

= 3GPP The 3GPP (Third Party Partnership Project) is tasked with
developing open, globally accepted technical specifications for UMTS
networks.

= 3GPP2 The 3GPP2 (Third Party Partnership Project 2) is tasked with
developing open, globally accepted technical specifications for
CDMAZ2000 networks.

UMTS

Universal Mobile Telephone System (UMTS) has been defined by the ITU and
is referred to as IMT-2000. It is a broadband-based technology that supports
voice and data and is predominantly intended for the evolution of GSM net-
works. UMTS provides access speeds of up to 2 Mbps using IP.

In Europe and Japan, terrestrial UMTS will be implemented with the paired
1920MHz to 1980MHz and 2110MHz to 2170MHz bands while satellite
UMTS will be implemented using the 1980MHz to 2010MHz and 2170MHz to
2200MHz bands. In North America, UMTS will most likely be implemented
within the PCS, WCS, and UHF TV bands.

UMTS uses smart cards, referred to as Subscriber Identity Modules (SIM),
to provide user authentication, session encryption, digital signatures, and non-
repudiation.
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EDGE

Enhanced Data rates for Global Evolution (EDGE) provides an evolution upgrade
for GSM and TDMA-based networks to support full 3G capabilities. It provides a
modulation scheme that enhances the efficiency of radio transmissions. EDGE
provides data throughputs of up to 3 to 4 times that of GPRS or 384 Kbps.

3xRTT

3xRTT is commonly referred to as CDMA2000 Phase Two or IMT-CDMA
Multi-Carrier 3x. It represents the second and last stage in evolving CDMA
wireless radio transmission technology (RTT) to full 3G capabilities. 3xRTT sup-
ports multiple channel sizes and provides multimedia, data, and voice communi-
cations up to 2 Mbps.

From a service providers’ perspective, 3xRTT shares the same baseband radio
components as 1xRTT. As such, 3xRTT is an evolution of the 1xRTT networks.
It is the core technology used to deploy UMTS.

Wireless LAN Networks

Wireless LAN technologies provide the networking and physical layers of a tradi-
tional LAN using radio frequencies. Wireless LAN nodes generally transmit and
receive digital data to and from common wireless APs.

Wireless APs are the central hubs of a wireless network and are typically con-
nected to a cabled LAN. This network connection allows wireless LAN users to
access the cabled LAN server resources such as e-mail servers, application servers,
intranets, and the Internet.

A scheme also exists where wireless nodes can set up direct communications
to other wireless nodes. This can be enabled or disabled at the discretion of sys-
tems administrators through configuration of the wireless network software. Peer-
to-peer networking is generally viewed as a security concern in that a
nonauthorized user could potentially initiate a peer-to-peer session with a valid
user, thus creating a security compromise.

Depending on the vendor or solution being used, one of two forms of Spread
Spectrum technologies are used within wireless LAN implementations:

=  FHSS
= DSSS
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There are four commercial wireless LAN solutions available:
= 802.11 WLAN
= HomeRF
= 802.15 WPAN, based on Bluetooth
= 802.16 WMAN

802.11 WLAN

The IEEE 802.11 wireless LAN standard began in 1989 and was originally
intended to provide a wireless equivalent to Ethernet (the 802.11 Protocol Stack
is shown in Figure 1.14). As such, it has developed a succession of robust enter-
prise grade solutions that in some cases meet or exceed the demands of the
enterprise network.

Figure 1.14 The IEEE 802.11 Protocol Stack

Application
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MAC Layer - 802.11 MAC
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MAC - 900, 2.4GHz, and 5.8GHz
- FHSS and DSSS
Physical -1,2,5.5, and 11 Mbps
-100 m - 500 m Range

IEEE 802.11 wireless LAN networks are designed to provide wireless con-
nectivity to a range of roughly 300 feet from the base. The lead application being
shared over the wireless LAN is data. Provisions are being made to accommodate
audio, video, and other forms of streaming multimedia.

The IEEE 802.11 wireless LAN specification generally provides for the
following:

www.syngress.com

47



48

Chapter 1 * The Wireless Challenge

»  Wireless connectivity of traditional LAN devices such as workstations,

servers, printers, and so on

» A common standardized Media Access Control layer (MAC)

Similar to 802.3 Ethernet (CMSA/CA)
Supports TCP/IP, UDP/IP, IPX, NETBEUI, and so on
Virtual Collision Detection (VCD) option

Error correction and access control using positive acknowledgment
of packets and retransmission

Encrypted communications using WEP encryption
Roaming
Power-saving schemes when equipment is not active

Interfaces to Operating System drivers

»  Physical Layer which can vary on implementation

Supports three radio frequency Spread Spectrum technologies
(FHSS, DSSS, and HRDSS) and one infrared technique

Specifies which of these techniques can be used within North
America, Japan, and Europe

Support for 2.4GHz and 5GHz ISM bands

Support for access speeds of 1Mbps, 2Mbps, 5.5Mbps, and 11Mbps
with additional speeds available in future releases of the standard

» Basic multivendor interoperability

IEEE 802.11 'lask Groups

The IEEE 802.11 initiative is very active and now comprises some 11 task groups

responsible for addressing specific issues relating to physical layer optimizations,

MAC layer enhancements, security definitions, and vendor interoperability. The

tasks groups are as follows:

= IEEE 802.11b The scope of this working group was to develop a stan-
dard of higher data rate throughput using the 2.4GHz band. The
working group has completed its work and a standard has been pub-
lished under the standards amendment IEEE Standard 802.11b-1999.
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The commercially available wireless LAN products formed using the
802.11 specification are based on the 802.11a standard. Wireless LANs
built to the 802.11a specification can support throughput rates up to
11Mbps.

IEEE 802.11b corl The scope of this working group project is to
correct deficiencies in the MIB definition of 802.11b. The MIB defined
in IEEE Standard 802.11b-1999 is not a compileable and interoperable
MIB. This project is ongoing.

IEEE 802.11a The scope of this task group was to develop a new
physical layer specification for use in the Unlicensed National
Information Infrastructure bands NII band. Wireless LAN technologies
are proposed for other ISM bands, including the 5.15GHz to 5.35GHz
band and the 5.725GHz to 5.875 GHz band.

The task group has completed its work and a standard has been pub-
lished under the standards amendment IEEE Standard 802-11: 1999
(E)/Amd 1: 2000 (ISO/IEC) (IEEE Std. 802.11a-1999 Edition). Wireless
LAN products based on the 802.11a will be commercially available in
2002.

IEEE 802.11c The scope of this task group was to develop an internal
sublayer service within the existing standard to support bridge opera-
tions with the IEEE 802.11 MAC layer. The group completed its work
in cooperation with the IEEE 802.1 task group. The specification has
been incorporated within the IEEE 802.11d standard.

IEEE 802.11d The scope of this task group is to define the physical
layer requirements for channelization, hopping patterns, new values for
current MIB attributes, and other requirements. This task group will also
address the issue of defining the operations or the IEEE 802.11 standard
based equipment within countries that were not included in the original
IEEE 802.11 standard.

The activities of the IEEE 802.11d task group are ongoing.

IEEE 802.11e The scope of this task group is to enhance the 802.11
Medium Access Control (MAC), provide classes of service, improve and
manage QoS, and enhance security and authentication mechanisms.
They plan to consider efficiency enhancements in the areas of the
Distributed Coordination Function (DCF) and Point Coordination
Function (PCF). It is expected by the working group that performance
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will increase when these enhancements are combined with the new
physical specifications of 802.11a and 802.11b.

They expect that as a result of the performance increases, new ser-
vices such as the transport of voice, audio and video, videoconferencing,
media stream distribution, and mobile and nomadic access applications
will become applicable to the 802.11 standard.

While enhanced security applications were originally intended to be
developed by this working group, they were moved to the IEEE 802.111
task group in May of 2001.

The activities of the IEEE 802.11e task group are ongoing.

IEEE 802.11f The scope of this task group is to develop recom-
mended practices for an Inter-AP Protocol (IAPP). This protocol is
intended to provide the necessary capabilities to support AP interoper-
ability between multiple vendors using a Distribution System supporting
IEEE P802.11 wireless LAN links.

The IAPP will be based on IEEE 802 LAN components supporting
an IETF IP environment. The activities of the IEEE 802.11f task group
are ongoing.

IEEE 802.11g The scope of this task group is to develop higher speed
physical specification extensions to the 802.11b standard that remain
compatible with the IEEE 802.11 MAC.

The maximum data rate targeted by this working group is 20 Mbps
and will apply to fixed stationary wireless LAN network components
and internetwork infrastructures. The activities of the IEEE 802.11f task
group are ongoing.

IEEE 802.11h The scope of this task group is to enhance the 802.11
MAC standard 802.11a physical layer supplement that supports the
5GHz band. It also plans to provide indoor and outdoor channel selec-
tion for 5GHz license exempt bands in Europe and improve spectrum
and transmission power management. The activities of the IEEE 802.11h
task group are ongoing.

IEEE 802.11i The scope of this task group is to enhance the 802.11
MAC to support additional security and authentication mechanisms. The
activities of the IEEE 802.11i task group are ongoing.

IEEE 802.11j
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The IEEE 802.11b Standard

The IEEE 802.11b standard was the first wireless LAN standard to be defined
and commercially adopted by equipment manufacturers. It provides data access
rates up to 11 Mbps using a variant of DSSS over the 2.4GHz band. Three chan-
nels are defined.

The 802.11 general MAC layer provides for capabilities that are similar to
802.3 Ethernet (CMSA/CA). CSMA/CA assures a fair and controlled access to
the medium with error correction and access control using positive acknowledg-
ment of packets and retransmission.

The MAC layer also has a specification for an optional Virtual Collision
Detection (VCD) mode that includes Request-to-send (RTS) and Clear-to-send
(CTS) frames. With VCD active, collisions over the wireless media would be kept
to a minimum. Before sending any data, VCD would perform the following steps,
as illustrated in Figure 1.15:

1. A clear channel is assessed by the wireless node.

2. A clear channel is identified by the wireless node.

3. A Request to Send (RTS) is sent over the media by the wireless node.
4

A Clear to Send (CTS) acknowledgment is sent by the AP. A zone of
silence is created around the AP.

5. The wireless node sends the queued data.

6. The AP replies with Send Acknowledgement (ACK).

The 802.11 general MAC layer also provides power saving features using
Traftic Indicator Map (TIM) and Delivery Traftic Indicator Map (DTIM) “bea-
cons.” Use of TIMs and DTIMs can greatly increase the effectiveness of wireless
LAN deployments using laptops. Power management can save laptop battery life
and therefore extend duration of network functionality when operating without
a connection to an A.C. power outlet.

As illustrated in Figure 1.16, TIMs are sent periodically by a wireless AP, and
provide a listing of the identity of other wireless nodes that have traftfic pending.
Wireless NIC cards within the wireless node are set at a minimum, and are con-
figured to wake upon receiving a TIM.

DTIM:s are similar to TIMs but have broad/multicast traffic indications. They
are sent at a lower frequency than TIMs—for instance, one DTIM may be sent
for every five TIMs. The recommended power wake setting for NIC cards is at
every DTIM. Other user-defined or adaptive wake settings can also be used.
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Figure 1.15 802.11 Channel Assessment
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802.11b provides an interference avoidance mechanism through time diver-
sity. This 1s often referred to as the “wait for the interferer to leave” avoidance
mechanism. This, in effect, provides a trivial mass denial of service susceptibility
which can be used by attackers to disrupt the operations of the wireless LAN.

The IEEE 802.11a Standard

The IEEE 802.11a standard is the latest IEEE wireless LAN standard to be
defined and commercially adopted by equipment manufacturers. Products are
planned for 2002 availability.

The 802.11a standard is based on Orthogonal Frequency Division
Multiplexing (OFDM) which provides a mechanism for automatically selecting
the most optimum waveform within a specified fixed channelization. It ofters
resistance to multipath signals, fading, impulse noise, and interference.

In the 802.11a wireless LAN specification, OFDM is used to modulate the
data and provides a scheme that enables the use of wide band signals in an envi-
ronment where reflected signals would otherwise disable the receiver from
decoding the data transmission contained in the received signal.

802.11b operates over the 5GHz band with a 20MHz spacing allocated
between adjacent channels. The 802.11a specification supports data throughput
rates ranging from 6 Mbps to 54 Mbps. Range will be limited at the higher rates.

Vendors implementing 802.11a-based equipment are required to support at a
minimum the 6 Mbps, 12 Mbps, and 24 Mbps data rates. Vendors can voluntarily
support the optional 9 Mbps, 18 Mbps, 36 Mbps, 48 Mbps, and 54 Mbps. A mul-
tirate identification mechanism is used to identify and synchronize devices using
the best rate.

One of the main impacts resulting from commercial availability of 802.11a
wireless LAN is that they will all but make existing 802.11a installations obso-
lete. Organizations who will already have deployed 802.11b wireless LANs will
not be able to also use 802.11a wireless LANs to support the same users base.
From a networking perspective, they operate on difterent radio transmission prin-
ciples and should be considered completely different networks.

General IEEE 802.11 Wireless LAN Remarks

IEEE 802.11 wireless LANs can operate in either the client/host or peer-to-peer
configuration but not both modes simultaneously. Client/host mode is provided
using Point Coordination Function (PCF), while peer-to-peer mode is provided
using Distributed Coordination Function (DCF). The main issues to supporting
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peer-to-peer functionality within PCF has to do with how roaming is managed
within 802.11.

With the commercial availability of enhancements to the WEP security func-
tionality still years away, users will continue to rely on third-party Virtual Private
Network (VPN) software solutions to secure their 802.11 wireless LAN traffic.
This will add to the deployment costs and administrative overhead associated
with wireless LANE.

While the IEEE 802.11 specification provides a solid framework for robust
enterprise grade solutions, provisions are still being made to address the latest
developments in LAN applications such as streaming media. While these pro-
posed enhancements are being developed, vendors and implementers are forced
to devise their own specifications for supporting voice and video services, quality
of service, guidelines for supporting user roaming, defining equipment vendor
interoperability and distributed systems administration.

HomeRF

Home data networks are springing up in many of today’s multi-PC households.
They are being created primarily for sharing data, printers, hard drives and
Internet connections among several users. Complex multiline telephone systems
are also becoming the norm in the home with the addition of second or third
telephone lines, fax lines, and Internet access lines. Home audio and video sys-
tems are also being stretched to support a new application: whole house audio.

While wire-line networking is often used to connect the various components
in home data, voice, and audio/video networks, it is generally best suited for
installations in new homes. In existing homes, network cabling needs to be
retrofitted and adapted to each specific environment.

Rarely are all the computers, shared resources, and Internet connections con-
veniently located in a single room. When telephone, audio speaker, or television
extensions need to be added, it is often where existing in-house cabling is not
present. In these environments, new cabling is either retrofitted into the walls or
run across floors to adjacent rooms. In some cases, cables cannot be run to the
desired location. This can result in compromised home environments or nonop-
timum placement of equipment.

HomeRF Specification

HomeREF is a wireless networking technology aimed specifically at the networks
being created in home environments. The main premise of HomeRF is that
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home users have different needs than the corporate user, and as such, require
solutions tailored to them. HomeRF attempts to address this niche by providing
components that are relatively simple to install, easy to use, and are generally
more affordable than existing corporate environment grade wireless solutions.

HomeRF is based on several existing voice and data standards and incorpo-
rates these into a single solution. It operates over a 2.4GHz ISM wireless band
using Frequency Hopping Spread Spectrum (FHSS). Frequency hops occur at a
rate of 50 to 100 times per second. Interference resolution is addressed using fre-
quency and time diversity as hopset adaptation with static interferers.

HomeRF uses simple low-power radio transmitters that are akin to those
used within the 802.15 Wireless Personal Network in Bluetooth implementa-
tions. Transmitters have a range of roughly 150 feet from the base and can be
incorporated within the Compact Flash card form factor.

HomeRF provides for 128-bit session encryption based on a 32-bit initializa-
tion vector. There are no “open” access modes available as in WEP, and specifica-
tion-compliant devices cannot pass promiscuous packets above the MAC.

HomeRF MAC layer (see Figure 1.17) provides for three types of communi-

cation:

= Asynchronous, connectionless packet data service
» Isochronous, full-duplex symmetric two-way voice service

= Prioritized, repetitive connection-oriented data service

Figure 1.17 The HomeRF Protocol Stack
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Data Applications

The Data Networking portion of HomeRF is Ethernet-based and relies on the
IEEE 802.3 CSMA/CA protocols defined in the 802.11 and OpenAir standards
and supports TCP/IP, UDP/IP, IPX, and NETBEUI, among others. The
HomeRF specification supports data communications between PCs, peripherals,
and data appliances such as portable Web browsing tablets, MP3 players and data-
ready phones.

HomeRF Version 1 supports data access rates of 1.6 Mbps and 10 Mbps in
the Version 2 standard. Support for 20 Mbps and 40 Mbps implementations of
HomeRF are planned for Version 3 and beyond.

HomeREF also supports concurrent host/client and peer-to-peer communica-
tion. Host/client communications tend to be favored for voice communications
and Internet-centric applications such as Webcasting. Peer-to-peer is better suited
to sharing network resources like a DVD drive or a printer.

Telephony Applications

HomeRF telephony is based on TDMA adapted from the Digital Enhanced
Cordless Telephony (DECT) standard, which ofters a rich set of features that were
specifically designed to address the telephony needs of business and home users.
Some of the features supported include the intelligent forwarding of incoming
calls to cordless extensions, FAX machines, and voice mailboxes, as well as multi-
party conferencing. DECT is only applicable in Europe due to the fact that it
specifies the use of the 1.9GHz frequency which has been assigned for other pur-
poses in other parts of the world.

The HomeRF base connects to the telephone line instead of the individual
cordless telephone handsets. Cordless telephone handsets communicate directly to
the HomeRF base and only need a local cradle for battery charging. The use of a
cabled base station and unconnected cradles increase the flexibility of phone
placement.

Up to eight handsets can be connected to the network. HomeRF provides a
facility for supporting handset-to-handset calls in conjunction with external calls
to create multiparty calling scenarios.

Audio/Video Applications

HomeRF provides a specification for streaming media sessions with quality-of-
service prioritizations. These include audio and video media distribution to
remote set-top boxes and wireless speakers in both multi-cast, two-way, and
receive-only mode.
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Examples of streaming media include MP3 music from a home PC, home
theater sound distribution, multiplayer gaming, and MPEG4 video distribution.
Provisions have been made to support two-way videoconferencing.

The HomeREF specification supports up to eight prioritized streaming media
sessions at any given time. Streaming media is assigned prioritization that is greater
than other services such as data networking but below two-way voice calls.

Other Applications

HomeRF is planning to support additional capabilities including Voice over IP
(VoIP), home automation, speech-enabled applications, and telemedicine.

802.15 WPAN

Wireless personal area networks (WPANS) are short-range low-power wireless
networking technologies providing both voice and data services. WPAN provides
a means to create ad-hoc point-to-point networks between other WPAN devices
using two-way short-wave radio communications. It operates in a host/client
mode where the host is only defined during session establishment.

The basic application of WPAN is for the wireless replacement of cables
interconnecting computer peripherals, data terminals, and telephone systems. It
can also act as the local delivery mechanism for higher-level wireless networking
technologies such as IEEE 802.11 wireless LANs, HomeRE 2.5G, and 3G, as well
as a means for synchronizing devices.

The Bluetooth wireless networking specification developed by Ericsson has
now been repatriated within the auspices of the Bluetooth Special Interest group
and the IEEE under the IEEE 802.15 WPAN specification. Bluetooth has
widespread support among telecommunication equipment vendors, in addition to
computer and chip manufacturers.

802.15 WPAN networks operate over the 2.4GHz ISM band using time divi-
sion multiple access (TDMA). Specifications define short radio link capabilities of
up to 10 m (30 feet) and medium range radio link capability up to 100 m (300
feet) and supports voice or data transmission to a maximum capacity of 720 Kbps
per channel.

Spread Spectrum is used in frequency hopping to create a full-duplex signal.
Hops occur at up to 1600 hops/sec among 79 frequencies spaced at IMHz inter-
vals to give a high degree of interference immunity

The 802.15 WPAN specification defines both synchronous and asynchronous
communications. Synchronous channels are connection-oriented and symmetric,
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providing up to 64 Kbps in a bi-directional connection between the master and a
specific slave. Synchronous mode is targeted for voice traffic but does not impede
the simultaneous transmission of both voice and low-speed data. Up to three syn-
chronous voice channels can be supported simultaneously with each voice channel
having access to a 64 Kbps synchronous (voice) channel in each direction.

Asynchronous packets are connectionless and are sent on the over bandwidth.
The slaves send information only after they receive information targeted to them
from the Master. There are several types of asynchronous channels with different
payload size and error correction.

Asynchronous data channels can support maximal 723.2 Kbps asymmetric
with up to 57.6 Kbps in the return direction. Asynchronous channels can also be
configured for 433.9 Kbps access both ways. A Master can share an asynchronous
channel with up to seven simultaneously active slaves forming a piconet.

By swapping active and parked slaves out respectively in the piconet, up to
255 slaves can be virtually connected. There is no limitation to the number of
slaves that can be parked. Slaves can also participate in different piconets, and a
master of one piconet can be a slave in another, thus creating a scatternet. Up to
ten piconets within range can form a scatternet, with a minimum of collisions.
Units can dynamically be added or disconnected to the network. Each piconet is
established using a different frequency-hopping channel. All users participating on
the same piconet are synchronized to this channel.

The 802.15 WPAN supports a challenge-response routine for authentication.
Security functions are supported using the public 48-bit WPAN device address,
the private 128-bit user key and a 128-bit pseudorandom number that is gener-
ated by the device. A stream cipher is used to encrypt communications.

IEEE 802.15 'lask Groups

The IEEE 802.15 WPAN initiative is very active and now comprises four task
groups responsible for addressing specific issues relating to physical layer opti-
mizations, MAC layer enhancements, security definitions, and vendor interoper-
ability. The tasks groups are as follows:

= IEEE 802.15 Task Group 1 The scope of this task group is to define
the physical and media access layer specifications for wireless connec-
tivity. These specifications address the needs of fixed, portable, and
moving devices within or entering a Personal Operating Space (POS). A
POS is a fixed-size area that is centered around a WPAN-enabled device.
The POS extends up to 10 meters in all directions, essentially creating a
sphere of service for the WPAN-enabled device.
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WPAN-enabled devices will typically consist of devices that are car-
ried, worn, or located near or on the body of users. These devices
include computers, personal digital assistants, printers, microphones,
speakers, headsets, bar code readers, sensors, displays, pagers, and cellular
phones.

Task Group 1 intends to establish a basic level interoperability and
coexistence between 802.15 WPAN and 802.11 WLAN networks so
that data transfers are possible. It also intends to develop QoS specifica-
tions to support several classes of service including data and voice.

Lastly, Task Group 1 plans to define a standard for low complexity
and low power consumption wireless connectivity.

IEEE 802.15 Task Group 2 — The Coexistence Task Group The
scope of this task group is to specifically develop recommended practices
which could be used to facilitate coexistence of IEEE 802.15 Wireless
Personal Area Networks and IEEE 802.11 Wireless Local Area
Networks.

Task Group 2 is developing a Coexistence Model to quantify the
mutual interference of a WLAN and a WPAN. Task Group 2 is also
developing a set of Coexistence Mechanisms to facilitate coexistence of
WLAN and WPAN devices.

IEEE 802.15 Task Group 3 — High Rate The scope of this task
group 1s to draft and publish a new standard for high-rate WPANs sup-
porting 20 Mbps throughputs or greater. Additional considerations will
include providing for low-power, low-cost solutions that address the
needs of portable consumer digital imaging and multimedia applications.
To date, the task group has developed specifications supporting data
rates of 11 Mbps, 22 Mbps, 33 Mbps, 44 Mbps, and 55 Mbps. It has also
defined protocols to be used in the definition of Quality of Service, phys-
ical schemes to minimize power consumption and manufacturing costs.

IEEE 802.15 Task Group 4 The purpose of this task group is to
investigate a low data rate solution with multimonth to multiyear battery
life implemented using a simple design over the ISM band. The applica-
tion of the working group specifications would include sensors, interac-
tive toys, smart badges, remote controls, and home automation.

Data rates would be limited to between 20 Kbps and 250 Kbps and
would have the ability to operate in either master-slave or peer-to-peer
mode. Other considerations include support for critical latency devices,
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such as joysticks, automatic network establishment by the coordinator,
and dynamic device addressing.

A ftully resilient protocol with acknowledgment and provisions for
retransmissions is expected. Power management to ensure low power
consumption over the 16 channels in the 2.4GHz ISM band, ten chan-
nels in the 915MHz ISM band, and one channel in the European
868MHz band will also be implemented.

802.15 WPAN Products

Most IEEE 802.15 WPAN implementations will consist of imbedded devices.
These will include specialized adapters for mobile phones, PCMCIA cards for
notebooks and PCs, high-end mobile phones, headsets, and event monitors.

802.16 WMAN

The 802.16 Wireless Metropolitan Area Network initiative was established in
1998 to create a standard for fixed point-to-multipoint connection-oriented
broadband wireless network support over a large area of coverage. The target
applications for 802.16 WMAN include broadband wireless access to the Internet
and Internet telephony using Voice over IP (VoIP) solutions for enterprise, small
business, and home use. These services can be accessed simultaneously and are
assigned QoS priorities.

The 802.16 WMAN standard specifies the use of wireless base stations that
are connected to public networks, and subscriber stations which provide local
building access for an enterprise, small business, or home. Base stations serve sub-
scriber stations.

To facilitate the Wireless Broadband initiative, the 802.16 WMAN commit-
tees have chosen to work on several fronts establishing standards for both licensed
and unlicensed bands. Licensed band solutions are targeted at the enterprise,
whereas unlicensed band solutions target small business and home use. The use of
unlicensed bands for small business and home use helps resolve the issues over the
shortage of licensed bands and will provide cost savings to solution providers that
can be passed on to the price-sensitive home and small business target users.

802.16 WMAN working groups are developing new MAC layer specifica-
tions that meet the requirements of both enterprise grade solutions and small
business/home solutions. The 802.16.1 MAC is based on the IEEE 802.11 MAC.
It was devised to support higher data rates and higher frequency operations and is
targeted at large business enterprises. It supports TCP/IP and ATM services
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among others but not ad-hoc network creation (typically available in 802.11 such
as peer-to-peer data transfer) that does not necessarily go through the infrastruc-
ture. A scaled down version which does note include services such as ATM is
being developed to meet the requirements of small business and home installa-
tions. This version supports subscriber-to-subscriber communications.

Security and privacy issues are addressed within the 802.16 WMAN specifi-
cation using existing standards. Authentication and authorization is based on
X.509 certificates with RSA. PKCS support is defined to prevent theft of service
and device cloning. The subscriber station manufacturer’s X.509 certificate binds
a subscriber station’s public key to its other identifying information. A trust rela-
tion assumed between manufacturer and network operator but a possibility exists
to accommodate root authority if required.

Subscriber stations are responsible for maintaining valid authorization keys.
Two valid authorization overlapping lifetimes are present within the subscriber sta-
tion at all times. A reauthorization process is performed periodically where
Authorization Key lifetimes are set at seven days with a grace timer of one hour.
Key exchanges are likewise performed using a two-level key exchange protocol.
3-DES encryption, meanwhile, is used to secure the payload during key exchange.

General channel encryption is currently defined using 56-bit DES in cipher-
block-chaining (CBC) mode but other algorithms can be substituted. The session
encryption key initialization vector (IV) is derived from the frame number.

To date, the IEEE 802.16 Wireless Metropolitan Area Network initiative has
developed three WMAN specifications:

= P802.16

» This specification defined a physical layer access mechanism sup-
porting the 10GHz to 66 GHz frequencies.

» It defined a MAC layer standard for broad use in 10GHz to 66 GHz-
based WMAN systems.

= P802.16a

» This amendment to the 802.16 specification defines the physical
layer access mechanism supporting implementations using the
licensed frequencies in the 2GHz to 11GHz range.

= P802.16b

» This amendment to the 802.16 specification defines the physical
layer access mechanism supporting implementations using the unli-
censed frequencies in the 2GHz to 11GHz range.

www.syngress.com

61



62

Chapter 1 * The Wireless Challenge

» This standard is referred to as the Wireless High-Speed Unlicensed
Metropolitan Area Network or Wireless HUMAN.

IEEE 802.16 lask Groups

The IEEE 802.16 initiative is very active and now comprises four task groups
responsible for addressing specific issues relating to physical layer optimizations,
MAC layer enhancements, security definitions, and vendor interoperability. The
tasks groups are as follows:

= IEEE 802.16 Task Group 1 The purpose of this task group is to
develop physical interfaces for the transmission and reception of wireless
data using the 10GHz to 66 GHz frequencies.
To date, the IEEE 802.16 Task Group 1 has developed an air inter-
face for fixed broadband wireless access systems using the 10GHz to
66GHz frequencies.

= IEEE 802.16 Task Group 2 The aim of this task group is to develop a
Coexistence Model to quantify the mutual interference of radio-based
data and communication systems and WMAN technologies; and to facil-
itate coexistence with WLAN and WPAN devices.

As of September 2001, the task group has completed a coexistence

model for fixed broadband wireless access devices operating in the
10GHz to 66GHz frequencies.

= IEEE 802.16 Task Group 3 The purpose of this task group is to
develop physical interfaces for the transmission and reception of wireless
data using the licensed 2GHz to 11GHz frequencies.

= IEEE 802.16 Task Group 4 The function of this task group is to
develop physical interfaces for the transmission and reception of wireless
data using license-exempt 5GHz frequencies.

Understanding Public Key
Infrastructures and Wireless Networking

Traditional wired network security has used Public Key Infrastructures (PKIs) to
provide privacy, integrity authentication, and nonrepudiation. Wireless networks
need to support the same basic security functionalities in order to meet the min-
imum accepted standards for security that are expected by users.

Public Key Infrastructures are the components used to distribute and manage
encryption and digital signature keys through a centralized service. The centralized

www.syngress.com



The Wireless Challenge * Chapter 1

service establishes a means of creating third-party trusts between users who may
have never met each other before.

PKIs are made up of a Certificate Authority, directory service, and certificate
verification service. The Certificate Authority is the application that issues and
manages keys in the form of certificates. Directory or look-up services are used
to post public information about users or certificates in use. The certificate verifi-
cation service is an agent of the CA that either directly answers user queries
about the validity or applicability of an issued certificate, or supports a directory,
look-up, or other third-party agent used to verify certificates.

PKI certificates are akin to end user identities or electronic passports. They
are a means of binding encryption or digital signature keys to a user.

Overview of Cryptography

Cryptography has been in use since the days of Julius Caesar. It is the science of
changing information into a form that is unintelligible to all but the intended
recipient. Cryptography is made up of two parts: encryption and decryption.
Encryption is the process of turning clear plaintext or data into ciphertext or
encrypted data, while decryption is the process of returning encrypted data or
ciphertext back to its original clear plaintext form.

The security behind cryptography relies on the premise that only the sender
and receiver have an understanding of how the data was altered to create the
obfuscated message. This understanding is provided in the form of keys.

There are generally two types of cryptographic methods, referred to as
ciphers, used for securing information: symmetric or private key, and asymmetric
public key systems.

Symmetric Ciphers

In symmetric ciphers, the same key is used to encrypt and decrypt a message.
Here’s how it can be done: Shift the starting point of the alphabet by three posi-
tions—the encryption key is now K=3.

Standard Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cryptographic Alphabet: DEFGHIJKLMNOPQRSTUVWXYZABC

For example:
Plaintext: WIRELESS SECURITY
Ciphertext: ZLUHOHVV VHFXULWB
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The weakness of the system lies in the fact that statistical analysis is based on
greater use of some letters in the language than others. Julius Caesar was the first
to use a symmetric cipher to secure his communications to his commanders. The
key he used consisted of shifting the starting point of the alphabet a certain
number of positions and substituting the letters making up a message with the
corresponding letter in the cipher alphabet.

The main weakness of this type of encryption is that it is open to statistical
analysis. Some languages (like the English language) use some letters more often
than others, and as a result cryptanalysts have a starting point from which they
can attempt to decrypt a message.

This standard form of symmetric encryption remained relatively unchanged
until the 16th century. At this time, Blaise de Vigenere was tasked by Henry the
III to extend the Caesar cipher and provide enhanced security. What he proposed
was the simultaneous use of several different cryptographic alphabets to encrypt a
message. The selection of which alphabet to use for which letter would be deter-
mined though the use of a key word. Each letter of the keyword represented one
of the cryptographic substitution alphabets. For example:

Standard Alphabet ABCDEFGHUKLMNOPQRSTUVWXYZ
Substitution set "A” ABCDEFGHIJKLMNOPQRSTUVWXYZ
Substitution set “B” BCDEFGHIJKLMNOPQRSTUVWXYZA
Substitution set “C” CDEFGHIUJKLMNOPQRSTUVWXYZAB
Substitution set “Z" ZABCDEFGHIJKLMNOPQRSTUVWXY

If the keyword were ainwave, you would develop the cipher text as follows:
Plaintext: wire  less  secu rity

Key Word: airw avea irwa veai

Ciphertext: wqgia Izws avyu mmtg

The main benefit of the Vigenere cipher is that instead of having a one-to-
one relationship between each letter of the original message and its substitute,
there is a one-to-many relationship, which makes statistical analysis all but impos-
sible. While other ciphers were devised, the Vigenere-based letter substitution
scheme variants remained at the heart of most encryption systems up until the
mid-twentieth century.

The main difference with modern cryptography and classical cryptography is
that it leverages the computing power available within devices to build ciphers
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that perform binary operations on blocks of data at a time, instead of individual
letters. The advances in computing power also provide a means of supporting
larger key spaces required to successfully secure data using public key ciphers.

When using binary cryptography, a key is represented as a string of bits or
numbers with 2" keys. That is, for every bit that is added to a key size, the key
space is doubled. The binary key space equivalents illustrated in Table 1.1 show
how large the key space can be for modern algorithms and how difticult it can
be to “break” a key.

Table 1.1 Binary Key Space

Binary Key Length Key Space

1 bit 2" = 2 keys

2 bit 2? = 4 keys

3 bit 2° = 8 keys

16 bit 2'* = 65,536 keys

56 bit 2% = 72,057,594,037,927,936 keys

The task of discovering the one key used, based on a 56-bit key space is akin
to finding one red golf ball in a channel filled with white golf balls that is 30
miles wide, 500 feet tall and which runs the distance between L.A. to San
Francisco. A 57-bit key would involve finding the one red golf ball in two of
these channels sitting side-by-side. A 58-bit key would be four of these channels
side-by-side, and so on!

Another advantage of using binary operations is that the encryption and
decryption operations can be simplified to use bit-based operations such as
XOR, shifts and substitutions, and binary arithmetic operations such as additions,
subtractions, multiplications, divisions, and raising to a power.

In addition, several blocks of data, each say 64 bits in length, can be operated
on all at once, where portions of the data is combined and substituted with other
portions. This can be repeated many times, using a different combination or sub-
stitution key. Each repetition is referred to as a round. The resultant ciphertext is
now a function of several plaintext bits and several subkeys. Examples of modern
symmetric encryption ciphers include 56-bit DES, Triple DES using keys of
roughly 120 bits, RC2 using 40-bit and 1280-bit keys, CAST using 40-, 64-, 80-,
128- and 256-bit keys, and IDEA using 128-bit keys among others.

Some of the main drawbacks to symmetric algorithms are that they only
provide a means to encrypt data. Furthermore, they are only as secure as the
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transmission method used to exchange the secret keys between the party
encrypting the data, and the party that is decrypting it. As the number of users
increases, so does the number of individual keys required to ensure the privacy of
the data. As Figure 1.18 illustrates, the number of symmetric keys required
becomes exponential.

Figure 1.18 Symmetric Keys Required to Support Private Communications
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The more a symmetric key is used, the greater the statistical data that is gen-
erated which can be used to launch brute force and other encryption attacks. The
best way to minimize these risks is to perform frequent symmetric key change-
overs. Manual key exchanges have always been bulky and expensive to perform.

Asymmetric Ciphers
Until the advent of asymmetric or public key cryptography in the late 1970s, the
main application of cryptography was secrecy. Today, cryptography is used for
many things, including:

» Preventing unauthorized disclosure of information

» Preventing unauthorized access to data, networks, and applications

» Detecting tampering such as the injection of false data or the deletion of
data

» Prevent repudiation

The basis of asymmetric cryptography is that the sender and the recipient do
not share a single key, but rather two separate keys that are mathematically related
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to one another. Knowledge of one key does not imply any information on what
the reverse matching key is. A real world example would be that of a locker with
a combination lock. Knowing the location of a locker does not provide any
details regarding the combination of the lock that is used to secure the door. The
magic behind asymmetric algorithms is that the opposite is also true. In other
words, either one of the keys can be used to encrypt data while the other will
decrypt it. This relationship makes possible the free distribution of one of the
keys in a key pair to other users (referred to as the public key) while the other
can remain secret (referred to as the private key), thereby eliminating the need for
a bulky and expensive key distribution process.

This relationship allows asymmetric cryptography to be used as a mechanism
that supports both encryption and signatures. The main limitations of asymmetric
cryptography are that of a slow encryption process and limited size of the
encryption payload when compared to symmetric cryptography.

Examples of public key cryptography include RSA, DSA, and Diffie-Hellman.

Elliptic Curve Ciphers

Elliptic curve ciphers are being used more and more within imbedded hardware
for their flexibility, security, strength, and limited computational requirements
when compared to other encryption technologies.

In essence, elliptic curves are simple functions that can be drawn as looping
lines in the (x,y) plane. Their advantage comes from using a different kind of
mathematical group for public key computation. They are based on the discrete
log problem of elliptic curves.

The easiest way to understand elliptic curves is to imagine an infinitely large
sheet of graph paper where the intersections of lines are whole (x,y) coordinates.
If a special type of elliptic curve is drawn, it will stretch out into infinity and
along the way will intersect a finite number of (x, y) coordinates, rather than a
closed ellipse.

At each (x,y) intersection, a dot is drawn. When identified, an addition oper-
ation can be established between two points that will yield a third. The addition
operation used to define these points forms a finite group and represents the key.

Use of Cryptographic Ciphers in Wireless Networks

Wireless networks use combinations of different cryptographic ciphers to support
the required security and functionality within a system. Combinations of sym-
metric, asymmetric, and elliptic curve cryptography find their way within wireless
security protocols including WAP, WEP, and SSL.
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Summary

This chapter provided practical knowledge on the various technologies, standards
and generalized product offerings used in the deployment of both cellular-based
wireless networks and wireless LAN networks. It outlined wireless solutions that
can be used to interact with devices contained within a personal space such as in
802.15 Personal Area Networks, within a local area such as in 802.11 Local Area
Networks and HomeRE within a large city using 802.16 Metropolitan Area
Networks, and beyond into the world at large using 2G, 2.5G, and 3G cellular
networks.

We discussed the many IEEE working groups responsible for developing the
802.11, 802.15, and 802.16 wireless network standards, along with the technolo-
gies that make up the 2G, 2.5G, and 3G variants of cellular-based packet data
networks.

We provided insight on the main security concerns that exist within each of
these wireless environments and the mechanisms oftered by standards bodies and
equipment vendors such as WAP and WEP to address these issues.

We discussed some of the biggest concerns currently plaguing wireless
deployments, namely the flip side of convenience and security. With most wireless
devices being small, convenient, and growing in supported features, function and
capability sets make them susceptible to both traditional wireless and the new
breed of existing LAN and PC attacks. Some of these include device theft, iden-
tity theft, code attacks such as viruses, Trojans and worms, and hacker attacks such
as man-in-the-middle and denial of service using cheap advanced radio
transceiver technology.

With wireless technology deployments being so new to most users and even
network administrators, configuration errors and the misapplication of wireless
resources to address a particular network architecture requirement will continue
to be risks.

By taking a moment to revisit our intrepid wireless PDA user traveling in
2005, we can begin to understand how the convergence of multiple wireless data
networking standards and security technologies will make this a real possibility.
By merging cellular, LAN, and PAN wireless networking technologies, our intel-
ligent PDAs will open up a world of voice and data communications never
before seen. Automatic interactions between devices and networks will become
the norm. The convenience of access to people and data resources anytime and
anywhere will lead us into a new age of collaboration and work. Multimedia
downloads from any office, home, car, or PDA will create new services as well as
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new uses for remote data. Context- and location-based information will provide
insight into localized services, resources, and other availabilities, thereby opening
up new forms of niche marketing and industries specializing in the development
of wireless applications.

Many risks remain unmanaged and will need to be addressed before this
vision of the fully integrated wireless future environment becomes a usable and
acceptable reality. Issues over privacy need to be addressed and clearly defined.
Trust relationships will need to be established between networks, vendors, and
users using PKIs and other technologies. Strong two-factor user authentication
needs to be implemented along with end-to-end encryption of user communica-
tions. The mobility user credentials such as user IDs, modules, and PINs will need
to be addressed using a standard that is compatible with more than one type of
device.

Lastly, as with all other security mechanisms, wireless network security will
need to balance complexity, user friendliness, eftfectiveness, reliability, and timeli-
ness with performance requirements and costs. Security and mobility of personal
data and communications will be the lynch pins that will uphold the integrity of
our wireless future. Clear, usable, and scaleable solutions will need to be defined
before we can fully entrust our personal identities and the moments that make up
our daily lives to our wireless companions.

Solutions Fast Track

Wireless Technology Overview

M Wireless technologies today come in several forms and offer a multitude
of solutions applicable to generally one of two wireless networking
camps: cellular-based and wireless LANs.

M Cellular-based wireless data solutions are solutions that use the existing
cell phone and pager communications networks to transmit data.

M Wireless LAN solutions are solutions that provide wireless connectivity
over a coverage area between 10 and 100 meters. These provide the
capabilities necessary to support the two-way data communications of
typical corporate or home desktop computers
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M Open source code does not necessarily have to be free. For example,
companies such as Red Hat and Caldera sell their products, which are
based on the open source Linux kernel.

&

Convergence within devices will be the norm over the next two years.

M While the majority of cellular-based wireless traffic today mainly consists
of voice, it is estimated that by the end of 2003 nearly 35 to —40 percent
of cellular-based wireless traffic will be data.

M Information appliances will have a big impact on wireless network
deployments

M Information appliances are single purpose devices that are portable, easy
to use, and provide a specific set of capabilities relevant to their function.

M Information appliance shipments will outnumber PC shipments this year.

ﬁ Understanding the Promise of Wireless

M Corporate applications of wireless will consist of: Corporate

- Communications, Customer Service, Telemetry, and Field Service
=
M New wireless services will allow for a single point of contact that roams

with the user.

M New context (time and location) sensitive applications will revolutionize
the way we interact with data.

~  Understanding the Benefits of Wireless

4 M New end user applications and services are being developed to provide
i businesses and consumers alike with advanced data access and
manipulation

M The main benefits of wireless integration will fall primarily into five major
categories: convenience, affordability, speed, aesthetics, and productivity.

Facing the Reality of Wireless Today

M Fraud remains a big issue.
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New more powerful and intelligent devices will provide additional
options for attackers.

The WAP standard is a moving target and still has many issues to
overcome.

WEP i1s limited and has many known security flaws.

General wireless security posture: the majority of devices employ weak
user authentication and poor encryption. Two-factor authentication,
enhanced cryptography, and biometrics are necessary

Examining the Wireless Standards

4]

Cellular-based wireless networking technologies and solutions are
categorized into three main groups: 2G Circuit Switched Cellular
Wireless Networks, 2.5G Packed Data Overlay Cellular Wireless
Networks, and 3G Packet Switched Cellular Wireless Networks.

3G will provide three generalized data networking throughputs to meet
the specific needs of mobile users: High Mobility, Full Mobility, and
Limited Mobility.

High Mobility: High Mobility use is intended for generalized roaming
outside urban areas in which the users are traveling at speeds in excess of’
120 kilometers per hour. This category of use will provide the end user
with up to 144 Kbps of data throughput.

Full Mobility: Full Mobility use is intended for generalized roaming
within urban areas in which the user is traveling at speeds below 120
kilometers per hour. This category of use will provide the end user with
up to 384 Kbps of data throughput.

Limited Mobility: Limited Mobility use is intended for limited roaming
or near stationary users traveling at 10 kilometers per hour or less. This
category of use will provide the end user with up to 2 Mbps of data
throughput when indoors and stationary.

There are four largely competing commercial wireless LAN solutions
available: 802.11 WLAN (Wireless Local Area Network), HomeRE

802.15 WPAN (Wireless Personal Area Network) based on Bluetooth,
and 802.16 WMAN (Wireless Metropolitan Area Network).
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M The 802.11 standard provides a common standardized Media Access
Control layer (MAC) that 1s similar to 802.3 Ethernet (CMSA/CA). It
supports TCP/IP, UDP/IP, IPX, NETBEUI and so on, and has a Virtual
Collision Detection VCD option. It also supports encrypted
communications using WEP encryption. There are still many issues being
worked on by the standards bodies, including support for voice and
multimedia, QoS specifications, intervendor interoperability, distributed
systems, and roaming.

M HomeRF is based on existing standards like TCP/IP and DECT. It is a
solution aimed at the home wireless LAN market, and supports data,
voice, and streaming multimedia.

M The 802.15 WPAN standard is based on Bluetooth, and provides a
network interface for devices located within a personal area. It supports
both voice and data traftic. 802.15 WPAN Task Groups are investigating
issues including interoperability with other technologies.

M The 802.16 WMAN standard addresses support of broadband wireless
solutions to enterprises, small businesses, and homes. Several working

“'_' group streams are investigating solutions for licensed and unlicensed
- frequencies.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: I have heard the i-Mode data service for data-ready cell phones in Japan is a
huge success with well over 20 million subscribers. What made it so suc-
cessful?

A: In Japan, as with most countries outside of North America, telephone usage
charges are incurred for every minute used. As a result, few people have had

access to or have used the Internet on a day-to-day basis and a large pent-up
demand existed. i-Mode provided basic text Internet access via data-ready cell
phones. Charges were based on total bytes transferred instead of time online.
This provided a cost-eftective means for users to access even the basic services
offered via the Internet.

Q: Will i-Mode be available in North America or Europe?

A: Although i-Mode parent NTT DoeCoMo has ownership stakes in several
North American and European cellular operators, it 18 not expected that i-
Mode, as it currently exists;will be-offered in these markets. This is primarily
due to the limited 9.6 Kbps access rates.

Q: Why have WAP deployments in North America had limited success?

A: While security and technology concerns have had an impact on the deploy-
ment of WAP-enabled services, the main reason for the slow adoption of
WAP has been due to the limited access speeds available to the data-ready
cellular handsets. North Americans are used to accessing the content- and
graphics-rich Internet. With the data-ready handsets providing a limited
viewing screen and access speeds being limited to 9.6 Kbps, users have been

forced to rethink how they use the Internet in order to accommodate the
limitations of WAP.
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Q: Wireless LAN Access Points provide yet another location where users or sys-
tems need to present credentials for authentication. Can this be tied to
existing login mechanisms so users are not forced to remember another set of
user IDs/passwords?

A: While every vendor solution is unique, the majority of solutions currently
only offer a standalone approach to user authentication—that is, users are
required to use login credentials specific to wireless APs and not the overall

network.

Q: The clear benefit of wireless LANs will be the ability to roam physically
around an area, as well as logically from one Access Point to another. Is there
a specified standard for how this is done, and does it integrate with existing
login mechanisms?

A: The IEEE standards working groups are developing a roaming model which
will provide the means to support the roaming of users from one wireless AP.
At present, most solutions require reauthentication when moving from one
wireless AP to another.Vendors who provide a managed roaming capability
have developed their own roaming management which may or may not
interface with other wireless LAN vendor solutions.
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A Security Primer

Solutions in this chapter:
= Understanding Security Fundamentals
and Principles of Protection
= Reviewing the Rdle of Policy

. "Recognizing Accepted Security and
Privacy Standards

= Addressing Common Risks and Threats

M Summary
M Solutions Fast Track

M Frequently Asked Questions
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Introduction

There is not much indication of anything slowing down the creation and deploy-
ment of new technology to the world any time in the near future. With the con-
stant pressure to deploy the latest generation of technology today, there is often
little time allowed for a full and proper security review of the technology and
components that make it up.

This rush to deploy, along with inadequate security reviews, not only allows
for the inclusion of security vulnerabilities in products, but also creates new and
unknown challenges as well. Wireless networking is not exempt from this, and
like many other technologies, security flaws have been identified and new
methods of exploiting these flaws are published regularly.

Utilizing security fundamentals developed over the last few decades it’s pos-
sible to review and protect your wireless networks from known and unknown
threats. In this chapter, we will recall security fundamentals and principles that are
the foundation of any good security strategy, addressing a range of issues from
authentication and authorization, to controls and audit.

No primer on security would be complete without an examination of the
common security standards, which will be addressed in this chapter alongside the
emerging privacy standards and their implications for the wireless exchange of
information.

You’ll also lean about the existing and anticipated threats to wireless net-
works, and the principles of protection that are fundamental to a wireless security
strategy.

Understanding Security Fundamentals
and Principles of Protection

Security protection starts with the preservation of the confidentiality, integrity, and
availability (CIA) of data and computing resources. These three tenets of informa-
tion security, often referred to as “The Big Three,” are sometimes represented by
the following figure (Figure 2.1).

As we get into a full description of each of these tenets, it will become clear
that to provide for a reliable and secure wireless environment you will need to
assure that each tenet is properly protected. To ensure the preservation of “The
Big Three,” and protect the privacy of those whose data is stored and flows
through these data and computing resources, “The Big Three” security tenets are
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implemented through tried-and-true security practices. These other practices
enforce “The Big Three” by ensuring proper authentication for authorized access
while allowing for non-repudiation in identification and resource usage methods,
and by permitting complete accountability for all activity through audit trails and
logs. Some security practitioners refer to Authentication, Authorization, and Audit
(accountability) as “AAA.” Each of these practices provides the security imple-
menter with tools which they can use to properly identify and mitigate any pos-
sible risks to “The Big Three.”

Figure 2.1 The CIA Triad

Confidentiality

Integrity Availability

Ensuring Confidentiality

Confidentiality attempts to prevent the intentional or unintentional unauthorized
disclosure of communications between a sender and recipient. In the physical
world, ensuring confidentiality can be accomplished by simply securing the
physical area. However, as evidenced by bank robberies and military invasions,
threats exist to the security of the physical realm that can compromise security
and confidentiality.

The moment electronic means of communication were introduced, many
new possible avenues of disclosing the information within these communications
were created. The confidentiality of early analog communication systems, such as
the telegraph and telephone, were easily compromised by simply having someone
connect to the wires used between sender and recipient.

When digital communications became available, like with many technologies,
it was only a matter of time until knowledgeable people were able to build
devices and methods that could interpret the digital signals and convert them to
whatever form needed to disclose what was communicated. And as technology
grew and became less expensive, the equipment needed to monitor and disclose
digital communications became available to anyone wishing to put the effort into
monitoring communication.
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With the advent of wireless communications, the need for physically con-
necting to a communication channel to listen in or capture confidential commu-
nications was eliminated. While you can achieve some security by using
extremely tight beam directional antennas, someone still only has to sit some-
where in between the antennas to be able to monitor and possibly connect to the
communications channel without having to actually tie into any physical device.

Having knowledge that communications channels are possibly compromised
allows us to properly implement our policies and procedures to mitigate the
wireless risk. The solution used to ensure “The Big Three” and other security
tenets (as we will see in this and other chapters) is encryption.

The current implementation of encryption in today’s wireless networks use the
R C4 stream cipher to encrypt the transmitted network packets, and the Wired
Equivalent Privacy (WEP) protocol to protect authentication into wireless net-
works by network devices connecting to them (that is, the network adaptor
authentication, not the user utilizing the network resources). Both of which, due
mainly to improper implementations, have introduced sufticient problems that have
made it possible to determine keys used and then either falsely authenticate to the
network or decrypt the traffic traveling across through the wireless network.

With these apparent problems, it is strongly recommended that people utilize
other proven and properly implemented encryption solutions such as Secure
Shell (SSH), Secure Sockets Layer (SSL), or IPSec.

Ensuring Integrity

Integrity ensures the accuracy and completeness of information throughout its
process methods. The first communication methods available to computers did
not have much in place to ensure the integrity of the data transferred from one
to another. As such, it was found that occasionally something as simple as static
on a telephone line could cause the transfer of data to be corrupted.

To solve this problem, the idea of a checksum was introduced. A checksum is
nothing more than taking the message you are sending and running it through a
function that returns a simple value which is then appended to the message being
sent. When the receiver gets the complete message, they would then run the mes-
sage through the same function and compare the value they generate with the
value that was included at the end of the message.

The functions that are generally used to generate basic checksums are usually
based upon simple addition or modulus functions. These functions can sometimes
have their own issues such as the function not being detailed enough to allow for
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distinctly separate data that could possibly have identical checksums. It is even
possible to have two errors within the data itself cause the checksum to provide a
valid check because the two errors effectively cancel each other out. These prob-
lems are usually addressed through a more complex algorithm used to create the
digital checksum.

Cyclic redundancy checks (CRCs) were developed as one of the more
advanced methods of ensuring data integrity. CRC algorithms basically treat a
message as an enormous binary number, whereupon another large fixed binary
number then divides this binary number. The remainder from this division is the
checksum. Using the remainder of a long division as the checksum, as opposed to
the original data summation, adds a significant chaos to the checksum created,
increasing the likelihood that the checksum will not be repeatable with any other
separate data stream.

These more advanced checksum methods, however, have their own set of
problems. As Ross Williams wrote in his 1993 paper, A Painless Guide to CRC
Error Detection Algorithms (www.ross.net/crc/crcpaper.html), the goal of error
detection is to protect against corruption introduced by noise in a data transfer.
This is good if we are only concerned with protecting against possible transmis-
sion errors. However, the algorithm provides no means of ensuring the integrity
of an intentionally corrupted data stream. If someone has knowledge of a partic-
ular data stream, it is possible to alter the contents of the data and complete the
transaction with a valid checksum. The receiver would not have knowledge of
the changes in the data because their checksum would match and it would
appear as if the data was transferred with no errors.

This form of intentional integrity violation is called a “Data Injection.” In
such cases, the best way to protect data is to (once again) use a more advanced
form of integrity protection utilizing cryptography. Today, these higher levels of
protection are generally provided through a series of stronger cryptographic algo-
rithm such as the MD5 or RC4 ciphers.

Wireless networks today use the RC4 stream cipher to protect the data trans-
mitted as well as provide for data integrity. It has been proven (and will be
explained in more detail later in this book) that the 802.11 implementation of the
R C4 cipher with its key scheduling algorithm introduces enough information to
provide a hacker with enough to be able to predict your network’s secret encryp-
tion key. Once the hacker has your key, they are not only able to gain access to
your wireless network, but also view it as if there was no encryption at all.
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Ensuring Availability

Availability, as defined in an information security context, assures that access data
or computing resources needed by appropriate personnel is both reliable and
available in a timely manner. The origins of the Internet itself come from the
need to ensure the availability of network resources. In 1957, the United States
Department of Defense (DOD) created the Advanced Research Projects Agency
(ARPA) following the Soviet launch of Sputnik. Fearing loss of command and
control over U.S. nuclear missiles and bombers due to communication channel
disruption caused by nuclear or conventional attacks, the U.S. Air Force commis-
sioned a study on how to create a network that could function with the loss of
access or routing points. Out of this, packet switched networking was created, and
the first four nodes of ARPANET were deployed in 1968 running at the then
incredibly high speed of 50 kilobits per second.

The initial design of packet switched networks did not take into considera-
tion the possibility of an actual attack on the network from one of its own nodes,
and as the ARPANET grew into what we now know as the Internet, there have
been many modifications to the protocols and applications that make up the net-
work, ensuring the availability of all resources provided.

Wireless networks are experiencing many similar design issues, and due to the
proliferation of new wireless high-tech devices, many are finding themselves in
conflict with other wireless resources. Like their wired equivalents, there was little
expectation that there would be a conflict within the wireless spectrum available
for use. Because of this, very few wireless equipment providers planned their
implementations with features to ensure the availability of the wireless resource in
case a conflict occurred.

One method uses tools for building complex overlapping wireless networks
came from WIMAN (Wireless Metropolitan Area Networks, at www.wiman.net).
In their wireless equipment, they utilized the concept of pseudo random frequency
hopping over the spread spectrum frequencies available to them.

Frequency hopping is where the wireless equipment changes the frequency
used to transmit and receive at scheduled intervals, allowing for wider utilization
of the wireless spectrum by multiple devices. WIMAN would generate (or you
the user could generate and program) the definition of what channels would
be used, and in what order they would jump through those frequencies.
WIMAN has configured its equipment to be scheduled to change frequency
every 8 milliseconds.
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Then by synchronizing base stations through a loop-through heartbeat cable,
multiple base stations and their end clients could all run within the same fre-
quency range but hop through the channels used in different sequences, thereby
allowing more devices to transmit and receive at the same time while not con-
flicting or overwriting each others’ traffic. Frequency hopping not only allows for
the tighter utilization of wireless resources, but also assists in the continuity of
your network availability. Unless someone has the ability to broadcast on every
frequency you are utilizing, by randomly hopping around those frequencies you
reduce the likelihood that the transmission can be overwritten, compromised, or
interrupted. As you will see later in this book, the intentional denial of a service
or network resource has come to be known as a denial of service (DOS) attack.
By having the frequency change automatically through multiple frequencies,
products such as the WIMAN Access Points help assure the availability of your
wireless network from intentional or unintentional DOS attacks.

Another added benefit of frequency hopping is that anyone wishing to sniff
or connect to your network would need to know the frequencies you are using
and in what order. 802.11b networks utilized a fixed communications channel,
that requires a manual reconfiguration and reset of the wireless device to change
the channel used.

Ensuring Privacy

Privacy is the assurance that the information a customer provides to some party
will remain private and protected. This information generally contains customer
personal non-public information that is protected by both regulation and civil
liability law. Your wireless policy and procedures should contain definitions on
how to ensure the privacy of customer information that might be accessed or
transmitted by your wireless networks. The principles and methods here provide
ways of ensuring the protection of the data that travels across your networks and
computers.

Ensuring Authentication

Authentication provides for a sender and receiver of information to validate each
other as the appropriate entity they are wishing to work with. If entities wishing
to communicate cannot properly authenticate each other, then there can be

no trust of the activities or information provided by either party. It is only
through a trusted and secure method of authentication that we are able to
provide for a trusted and secure communication or activity.
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The simplest form of authentication is the transmission of a shared password
between the entities wishing to authenticate with each other. This could be as
simple as a secret handshake or a key. As with all simple forms of protection, once
knowledge of the secret key or handshake was disclosed to non-trusted parties,
there could be no trust in who was using the secrets anymore.

Many methods can be used to acquire a secret key, from something as simple
as tricking someone into disclosing it, to high-tech monitoring of communica-
tions between parties to intercept the key as it is passed from one party to the
other. However the code is acquired, once it is in a non-trusted party’s hands, that
party may be able to utilize it to connect to a secure network. That party can
then, using additional techniques, falsely authenticate and identify themselves as a
valid party, forging false communications, or utilizing the user’s access to gain
permissions to the available resources.

The original digital authentication systems simply shared a secret key across
the network with the entity they wished to authenticate with. Applications such
as Telnet, FTP, and POP-mail are examples of programs that simply transmit the
password, in clear-text, to the party they are authenticating with. The problem
with this method of authentication is that anyone who is able to monitor the
network could possibly capture the secret key and then use it to authenticate
themselves as you in order to access these same services. They could then access
your information directly, or corrupt any information you send to other parties.
It might even be possible for them to attempt to gain higher privileged access
with your stolen authentication information.

Tools & Traps...

Clear-text Authentication

Clear-text (non-encrypted) authentication is still widely used by many
people today, who receive their e-mail through the Post Office Protocol
(POP) which, by default, sends the password unprotected in clear-text
from the mail client to the server. There are several ways of protecting
your e-mail account password, including connection encryption as well
as not transmitting the password in clear-text through the network by
hashing with MD5 or some similar algorithm.

Encrypting the connection between the mail client and server is the
only way of truly protecting your mail authentication password. This will
prevent anyone from capturing your password or any of the mail you

Continued
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might transfer to your client. Secure Sockets Layer (SSL) is a common the
method used to encrypt the connection stream from the mail client to
the server and is supported by most mail clients today.

If you only protect the password through MD5 or a similar crypto-
cipher, then it would be possible for anyone who happens to intercept
your “protected” password to identify it through a brute force attack. A
brute force attack is where someone generates every possible combina-
tion of characters running each version through the same algorithm
used to encrypt the original password until a match is made and your
password is found.

Authenticated POP (APOP) is a method used to provide password-
only encryption for mail authentication. It employs a challenge/response
method defined in RFC1725 that uses a shared timestamp provided by
the server being authenticated to. The timestamp is hashed with the
username and the shared secret key through the MD5 algorithm.

There are still a few problems with this. The first of which is that all
values are known in advance except the shared secret key. Because of
this, there is nothing to provide protection against a brute-force attack
on the shared key. Another problem is that this security method
attempts to protect your password. Nothing is done to prevent anyone
who might be listening to your network from then viewing your e-mail
as it is downloaded to your mail client.

An example of a brute-force password dictionary generator that
can produce a brute-force dictionary from specific character sets can
be found at www.dmzs.com/tools/files. Other brute force crackers,
including POP, Telnet, FTP, Web and others, can be found at http://
packetstormsecurity.com/crackers.

To solve the problem of authentication through sharing common secret keys
across an untrusted network, the concept of Zero Knowledge Passwords was cre-
ated. The idea of Zero Knowledge Passwords is that the parties who wish to
authenticate each other want to prove to one another that they know the shared
secret, and yet not share the secret with each other in case the other party truly
doesn’t have knowledge of the password, while at the same time preventing
anyone who may intercept the communications between the parties from gaining
knowledge as to the secret that is being used.

Public-key cryptography has been shown to be the strongest method of doing
Zero Knowledge Passwords. It was originally developed by Whitfield Diftie and
Martin Hellman and presented to the world at the 1976 National Computer
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Conference. Their concept was published a few months later in their paper, New
Directions in Cryptography. Another crypto-researcher named Ralph Merkle working
independently from Diffie and Hellman also invented a similar method for pro-
viding public-key cryptography, but his research was not published until 1978.

Public-key cryptography introduced the concept of having keys work in
pairs, an encryption key and a decryption key, and having them created in such a
way that it is infeasible to generate one key from the other. The encryption key is
then made public to anyone wishing to encrypt a message to the holder of the
secret decryption key. Because it is not feasible to extrapolate the decryption key
from the encryption key and encrypted message, only the perosn who has the
decryption key will be ready to decrypt it.

Public-key encryption generally stores the keys or uses a certificate hierarchy.
The certificates are rarely changed and often used just for encrypting data, not
authentication. Zero Knowledge Password protocols, on the other hand, tend to
use Ephemeral keys. Ephemeral keys are temporary keys that are randomly cre-
ated for a single authentication, and then discarded once the authentication is
completed.

It 1s worth noting that the public-key encryption is still susceptible to a
chosen-cyphertext attack. This attack is where someone already knows what the
decrypted message 1s and has knowledge of the key used to generate the
encrypted message. Knowing the decrypted form of the message lets the attacker
possibly deduce what the secret decryption key could be. This attack is unlikely
to occur with authentication systems because the attacker will not have knowl-
edge of the decrypted message: your password. If they had that, then they would
already have the ability to authenticate as you and not need to determine your
secret decryption key:.

Currently 802.11 network authentication is centered on the authentication of
the wireless device, not on authenticating the user or station utilizing the wireless
network. There is no public-key encryption used in the wireless encryption pro-
cess. While a few wireless vendors have dynamic keys that are changed with every
connection, most wireless 802.11 vendors utilize shared-key authentication with
static keys.

Shared key authentication is utilized by WEP functions with the following
steps:

1. When a station requests service, it sends an authentication frame to the
Access Point it wishes to communicate with.
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2. The receiving Access Point replies to the authentication frame with its
own which contains 128 octets of challenge text.

3. The station requesting access encrypts the challenge text with the shared
encryption key and returns to the Access Point.

4. The access decrypts the encrypted challenge using the shared key and
compares it with the original challenge text. If they match, an authenti-
cation acknowledgement is sent to the station requesting access, other-
wise a negative authentication notice is sent.

As you can see, this authentication method does not authenticate the user or
any resource the user might need to access. It is only a verification that the wire-
less device has knowledge of the shared secret key that the wireless Access Point
has. Once a user has passed the Access Point authentication challenge, that user
will then have full access to whatever devices and networks the Access Point is
connected to.You should still use secure authentication methods to access any of
these devices and prevent unauthorized access and use by people who might be
able to attach to your wireless network.

To solve this lack of external authentication, the IEEE 802.11 committee is
working on 802.1X, a standard that will provide a framework for 802-based net-
works authenticating from centralized servers. Back in November 2000, Cisco
introduced LEAP authentication to their wireless products, which adds several
enhancements to the 802.11 authentication system, including:

»  Mutual authentication utilizing RADIUS

= Securing the secret key with one-way hashes that make password reply
attacks impossible

» Policies to force the user to reauthenticate more often, getting a new
session key with each new session. This will help to prevent attacks
where traftic is injected into the datastream.

» Changes to the initialization vector used in the WEP encryption that
make the current exploits of WEP ineffective

Not all vendors support these solutions, so your best bet is to protect your net-
work and servers with your own strong authentication and authorization rules.

Ensuring Authorization

Authorization is the rights and permissions granted to a user or application
that enables access to a network or computing resource. Once a user has been
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properly identified and authenticated, authorization levels determine the extent
of system rights that the user has access to.

Many of the early operating systems and applications deployed had very small
authorization groups. Generally, there were only user groups and operator groups
available for defining a user’s access level. Once more formal methods for
approaching various authorization levels were defined, applications and servers
started offering more discrete authorization levels. This can be observed by simply
looking at any standard back-office application deployed today.

Many of them provide varying levels of access for users and administrators.
For example, they could have several levels of user accounts allowing some users
access to only view the information, while giving others the ability to update or
query that information and have administrative accounts based on the authoriza-
tion levels needed (such as only being able to look up specific types of customers,
or run particular reports while other accounts have the ability to edit and create
new accounts).

As we saw 1in the previous authentication example, Cisco and others have
implemented RADIUS authentication for their wireless devices. Now, utilizing
stronger authentication methods, it is possible for you to implement your autho-
rization policies into your wireless deployments.

However, there are many wireless devices that do not currently support
external authorization validation. Plus, most deployments only ensure authorized
access to the device. They do not control access to or from specific network seg-
ments. To fully restrict authorized users to the network devices they are autho-
rized to utilize, you will still need to deploy an adaptive firewall between the
Access Point and your network.

This is what was done earlier this year by two researchers at NASA (for more
information, see www.nas.nasa.gov/Groups/Networks/Projects/Wireless). To pro-
tect their infrastructure, but still provide access through wireless, they deployed a
firewall segmenting their wireless and department network. They most likely
hardened their wireless interfaces to the extent of the equipments’ possibilities by
utilizing the strongest encryption available to them, disabling SID broadcast, and
only allowing authorized MAC addresses on the wireless network.

They then utilized the Dynamic Host Configuration Protocol (DHCP) on
the firewall, and disabled it on their Access Point. This allowed them to expressly
define which MAC addresses could receive an IP address, and what the lease life-
time of the IP address would be.

The researchers then went on to turn off all routing and forwarding between
the wireless interface and the internal network. If anyone happened to be able to
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connect to the wireless network, they would still have no access to the rest of the
computing resources of the department. Anyone wishing to gain further access
would have to go to an SSL protected Web site on the firewall server and authen-
ticate as a valid user. The Web server would authenticate the user against a local
R ADIUS server, but they could have easily used any other form of user authenti-
cation (NT, SecurlID, and so on).

Once the user was properly authenticated, the firewall would change the fire-
wall rules for the IP address that user was supposed to be assigned to, allowing
full access to only the network resources they are authorized to access.

Finally, once the lease expired or was released for any reason from the DHCP
assigned IP address, the firewall rules would be removed and that user and their
IP would have to reauthenticate through the Web interface to allow access to the
network resources again.

They have yet to release the actual implementation procedure they used, so
again it is up to us, the users of wireless networks, to provide proper controls
around our wired and wireless resources.

Ensuring Non-repudiation

Repudiation is defined by West’s Encyclopedia of American Law as “the rejection or
refusal of a duty, relation, right or privilege.” A repudiation of a transaction or con-
tract means that one of the parties refuses to honor their obligation to the other as
specified by the contract. Non-repudiation could then be defined as the ability to
deny, with irrefutable evidence, a false rejection or refusal of an obligation.

In their paper “Non-Repudiation in the Digital Environment,” Adrian
McCullagh and William Caelli put forth an excellent review of the traditional
model of non-repudiation and the current trends for crypto-technical non-
repudiation. The paper was published online by First Monday, and can be found
at www.firstmonday.dk/issues/issue5_8/mccullagh/index.html.

The basis for a repudiation of a traditional contract is sometimes associated
with the belief that the signature binding a contract is a forgery, or that the signa-
ture is not a forgery but was obtained via unconscionable conduct by a party to
the transaction, by fraud instigated by a third party, or undue influence exerted by
a third party. In typical cases of fraud or repudiated contracts, the general rule of
evidence is that if a person denies a particular signature, the burden of proving
that the signature is valid falls upon the receiving party.

Common law trust mechanisms establish that in order to overcome false
claims of non-repudiation, a trusted third party needs to act as a witness to the
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signature being affixed. Having a witness to the signature of a document, who is
independent of the transactions taking place, reduces the likelihood that a signer
is able to successfully allege that the signature is a forgery. However, there is
always the possibility that the signatory will be able to deny the signature on the
basis of the situations listed in the preceding paragraph.

A perfect example of a non-repudiation of submissions can be viewed by
examining the process around sending and receiving registered mail. When you
send a registered letter, you are given a receipt containing an identification
number for the piece of mail sent. If the recipient claims that the mail was not
sent, the receipt is proof that provides the non-repudiation of the submission. If a
receipt is available with the recipient’s signature, this provides the proof for the
non-repudiation of the delivery service. The postal service provides the non-
repudiation of transport service by acting as a Trusted Third Party (TTP).

Non-repudiation, in technical terms, has come to mean:

» In authentication, a service that provides proof of the integrity and
origin of data both in an unforgeable relationship, which can be verified
by any third party at any time; or

» In authentication, an authentication that with high assurance can be
asserted to be genuine, and that cannot subsequently be refuted.

The Australian Federal Government’s Electronic Commerce Expert group
further adopted this technical meaning in their 1998 report to the Australian
Federal Attorney General as:

Non-repudiation is a property achieved through cryptographic
methods which prevents an individual or entity from denying having
performed a particular action related to data (such as mechanisms
for non-rejection or authority (origin),; for proof of obligation, intent,
or commitment; or for proof of ownership.

In the digital realm, there is a movement to shift the responsibility of proving
that a digital signature is invalid to the owner of the signature, not the receiver of
the signature, as is typically used in traditional common law methods.

There are only a few examples where the burden of proof falls upon the
alleged signer. One such example is usually found in taxation cases where the
taxpayer has made specific claims and as such is in a better position to disprove
the revenue collecting body’s case. Another example would be in an instance of
negligence. In a negligence action, if a plaintift is able to prove that a defendant
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failed to meet their commitment, then the burden of proof is in eftect shifted to
the defendant to establish that they have met their obligations.

The problem found in the new digital repudiation definitions that have been
created, 1s that they only take into consideration the validity of the signature
itself. They do not allow for the possibility that the signer was tricked or forced
into signing, or that their private key may be compromised, allowing the forgery
of digital signatures.

With all the recent cases of Internet worms and viruses, it is not hard to
imagine there being one that might be specifically built to steal private keys. A
virus could be something as simple as a visual basic macro attached to a Word
document, or an e-mail message that would search the targets hard drive
looking for commonly named and located private key rings which could then
be e-mailed or uploaded to some rogue location.

With this and other possible attacks to the private keys, it becomes difficult,
under the common law position, for someone attempting to prove the identity
of an alleged signatory. This common law position was established and founded
in a paper-based environment where witnessing became the trusted mechanism
utilized to prevent the non-repudiation of a signature. For a digital signature to
be proven valid, however, it will need to be established through a fully trusted
mechanism.

Thus for a digitally signed contract to be trusted and not susceptible to repu-
diation, the entire document handling and signature process must take place
within a secured and trusted computing environment. As we will see in some of
the documentation to follow, the security policies and definitions created over the
years have established a set of requirements necessary to create a secure and
trusted computer system.

If we follow the definitions established in the Information Technology
Security Evaluation Certification (ITSEC) to create a trusted computing envi-
ronment of at least E3 to enforce functions and design of the signing process and
thus prevent unauthorized access to the private key, then the common law posi-
tion for digitally signed documents can be maintained. E3 also ensures that the
signing function is the only function able to be performed by the signing mecha-
nism by having the source code evaluated to ensure that this is the only process
available through the code. If these security features are implemented, then it can
be adequately assessed that under this mechanism the private key has not been
stolen and as such that any digital signature created under this model has the trust
established to ensure the TTP witness and validation of any signature created,
preventing any possible repudiation from the signor.
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One such example of a secure infrastructure designed and deployed to
attempt to provide a digitally secure TTP are the Public Key Infrastructure (PKI)
systems available for users of unsecure public networks such as the Internet. PKI
consists of a secure computing system that acts as a certificate authority (CA) to
issue and verify digital certificates. Digital certificates contain the public key and
other identification information needed to verify the validity of the certificate. As
long as the trust in the CA is maintained (and with it, the trust in the security of
the private key), the digital certificates issued by the CA and the documents
signed by them remain trusted. As long as the trust is ensured, then the CA acts
as a TTP and provides for the non-repudiation of signatures created by entities
with digital certificates issued through the CA.

Accounting and Audit Trails

Auditing provides methods for tracking and logging activities on networks and
systems, and links these activities to specific user accounts or sources of activity. In
case of simple mistakes or software failures, audit trails can be extremely useful in
restoring data integrity. They are also a requirement for trusted systems to ensure
that the activity of authorized individuals on the trusted system can be traced to
their specific actions, and that those actions comply with defined policy. They
also allow for a method of collecting evidence to support any investigation into
improper or illegal activities.

Most modern database applications support some level of transaction log
detailing the activities that occurred within the database. This log could then be
used to either rebuild the database if it had any errors or create a duplicate
database at another location. To provide this detailed level of transactional logging,
database logging tends to consume a great deal of drive space for its enormous
logfile. This intense logging is not needed for most applications, so you will gener-
ally only have basic informative messages utilized in system resource logging.

The logging features provided on most networks and systems involve the log-
ging of known or partially known resource event activities. While these logs are
sometimes used for analyzing system problems, they are also useful for those
whose duty it is to process the logfiles and check for both valid and invalid
system activities.

To assist in catching mistakes and reducing the likelihood of fraudulent activi-
ties, the activities of a process should be split among several people. This segmen-
tation of duties allows the next person in line to possibly correct problems simply
because they are being viewed with fresh eyes.
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From a security point of view, segmentation of duties requires the collusion
of at least two people to perform any unauthorized activities. The following
guidelines assist in assuring that the duties are split so as to oftfer no way other
than collusion to perform invalid activities.

= No access to sensitive combinations of capabilities A classic
example of this is control of inventory data and physical inventory. By
separating the physical inventory control from the inventory data con-
trol, you remove the unnecessary temptation for an employee to steal
from inventory and then alter the data so that the theft is left hidden.

» Prohibit conversion and concealment Another violation that can
be prevented by segregation is ensuring that there is supervision for
people who have access to assets. An example of an activity that could be
prevented if properly segmented follows a lone operator of a night shift.
This operator, without supervision, could copy (or “convert”) customer
lists and then sell them oft to interested parties. There have been
instances reported of operators actually using the employer’s computer to
run a service bureau at night.

» The same person cannot both originate and approve transactions
When someone is able to enter and authorize their own expenses, it
introduces the possibility that they might fraudulently enter invalid
expenses for their own gain.

These principles, whether manual or electronic, form the basis for why audit
logs are retained. They also identify why people other than those performing
the activities reported in the log should be the ones who analyze the data in the
logfile.

In keeping with the idea of segmentation, as you deploy your audit trails, be
sure to have your logs sent to a secure, trusted, location that is separate and non-
accessible from the devices you are monitoring. This will help ensure that if any
inappropriate activity occurs, the person can’t falsify the log to state the actions
did not take place.

Most wireless Access Points do not offer any method of logging activity, but if
your equipment provides the feature, it should be enabled and then monitored
for inappropriate activity using tools such as logcheck. Wireless Access Point log-
ging should, if it’s available, log any new wireless device with its MAC address
upon valid WEP authentication. It should also log any attempts to access or
modify the Access Point itself.
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Using Encryption

Encryption has always played a key role in information security, and has been the
center of controversy in the design of the WEP wireless standard. But despite the
drawbacks, encryption will continue to play a major role in wireless security,
especially with the adoption of new and better encryption algorithms and key
management systems.

As we have seen in reviewing the basic concepts of security, many of the prin-
ciples used to assure the confidentiality, integrity, and availability of servers and ser-
vices are through the use of some form of trusted and tested encryption. We also
have seen that even with encryption, if we get tied up too much in the acceptance
of the hard mathematics as evidence of validity, it is possible to be tricked into
accepting invalid authorization or authentication attempts by someone who has
been able to corrupt the encryption system itself by either acquiring the private
key through cryptanalysis or stealing the private key from the end user directly.

Cryptography offers the obvious advantage that the material it protects
cannot be used without the keys needed to unlock it. As long as those keys are
protected, then the material remains protected. There are a few potential disad-
vantages to encryption as well. For instance, if the key is lost, the data becomes
unavailable, and if the key is stolen, the data becomes accessible to the thief.

The process of encryption also introduces possible performance degradation.
When a message is to be sent encrypted, time must be spent to first encrypt the
information, then store and transmit the encrypted data, and then later decode it.
In theory, this can slow a system by as much as a factor of three.

Until recently, distribution and use of strong encryption was limited and con-
trolled by most governments. The United States government had encryption listed
as munitions, right next to cruise missiles! As such, it was very difficult to legally
acquire and use strong encryption through the entire Internet. With the new
changes in trade laws, however, it is now possible to use stronger encryption for
internal use as well as with communications with customers and other third parties.

Encrypting Voice Data

Voice communications have traditionally been a very simple medium to intercept
and monitor. When digital cell and wireless phones arrived, there was a momen-
tary window in which it was difficult to monitor voice communications across
these digital connections. Today, the only equipment needed to monitor cell
phones or digital wireless telephones can be acquired at your local Radio Shack
for generally less than $100.00.
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Most voice communication systems are not designed to ensure the privacy of
the conversations on them, so a new industry was created to facilitate those
needs. Originally designed for government and military usage, telephone encryp-
tion devices give people the option of encrypting their daily calls. A few of these
devices are starting to make their way into the commercial market. While a few
are being slowed down by organizations such as the National Security Agency
(NSA) and the Federal Bureau of Investigation (FBI), who argue that it will pre-
vent their “legal” monitoring of criminal activities, consumer market needs
should eventually push these devices into the mainstream.

The Internet, being a communications network, ofters people the ability to
communicate with anyone, anywhere. Because of this, it didn’t take long for the
appearance of applications enabling voice communications across the Internet.
Many of the early versions, like all budding technologies, did not offer any pro-
tection methods for their users. As a result, it’s possible that people utilizing
Internet voice communications programs could have their communications mon-
itored by someone with access to the data stream between parties. Fortunately,
encryption is making its way into some of these programs, and if youre careful,
you should be able to find one that uses modern tested and secure encryption
algorithms such as Twofish, a popular and publicly-available encryption algorithm
created by Bruce Schneier.

Encrypting Data Systems

Data networks have traditionally been susceptible to threats from a trusted insider.
However, as soon as someone connects their network to another entity, it intro-
duces possible security compromises from outside sources. Remember, all forms
of data communications, from simple modem lines to frame-relay and fiber-optic
connections, can be monitored.

There are many network devices available to help protect data confidentiality.
RedCreek Communications offers one such hardware device: an IPSec Virtual
Private Network. Using VPN hardware, it’s possible to segment and protect specific
network traffic over wide area network connections.

Reviewing the Role of Policy

Good policy is your first line of defense. A properly designed policy, examines
every threat (or tries to) and ensures that confidentiality, integrity, and availability
are maintained (or at least cites the known and accepted risks). As we shall see,
policy definition begins with a clear identification and labeling of resources being
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utilized that will build into specific standards that define acceptable use in what’s
considered an authorized and secure manner. Once a basic standard is defined,
you start building specific guidelines and procedures for individual applications
and services.

Many wireless manufacturers have responded to security threats hampering
their initial product versions by releasing upgrades to their software and drivers.
Your security policy should always require that all technology, either existing or
newly deployed, have the latest security patches and upgrades installed in a timely
manner. However, since the development and release of patches take time, policy
and its proper implementation tend to be the first layer of defense when con-
fronting known and unknown threats.

A well-written policy should be more than just a list of recommended proce-
dures. It should be an essential and fundamental element of your organization’s
security practices. A good policy can provide protection from liability due to an
employee’s actions, or can form a basis for the control of trade secrets. A policy or
standard should also continue to grow and expand as new threats and technolo-
gies become available. They should be constructed with the input of an entire
organization and audited both internally and externally to assure that the assets
they are protecting have the controls in place as specified in the standards, poli-
cies, and guidelines.

Damage & Defense...

The Management Commitment

Management must be aware of their needed commitment to the secu-
rity of corporate assets, which includes protection of information.
Measures must be taken to protect it from unauthorized modification,
destruction, or disclosure (whether accidental or intentional), and assure
its authenticity, integrity, availability and confidentiality.

Fundamental to the success of any security program is senior man-
agement’s commitment to the information security process and their
understanding of how important security controls and protections are
to the enterprise’s continuity.

The senior management statement usually contains the following
elements:

Continued
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1. An acknowledgment of the importance of computing
resources to the business model.

2. A statement of support for information security throughout
the enterprise.

3. A commitment to authorize and manage the definition of the
lower level standards, procedures, and guidelines.

Part of any policy definition includes what is required to ensure that the
policy is adhered to. The prime object of policy controls is to reduce the effect of
security threats and vulnerabilities to the resources being protected. The policy
definition process generally entails the identification of what impact a threat
would have on an organization, and what the likelihood of that threat occurring
would be. Risk analysis (RA) is the process of analyzing a threat and producing a
representative value of that threat.

Figure 2.2 displays a matrix created using a small x-y graph representing the
threat, and the corresponding likelihood of that threat. The goal of RA is to
reduce the level of impact and the likelihood that it will occur. A properly imple-
mented control should move the plotted point from the upper right to the lower

left of the graph.

Figure 2.2 Threat versus Likelihood Matrix

Impact Value of Threat

] 2 3
Likelihood of Threat

An improperly designed and implemented control will show little to no
movement in the plotted point before and after the control’s implementation.
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|ldentifying Resources

To assess and protect resources, they must first be identified, classified, and labeled

so that in the process of performing your risk analysis you are able to document

all possible risks to each identified item and provide possible solutions to mitigate

those risks.

Security classification provides the following benefits:

Demonstrates an organization’s commitment to security procedures

Helps identify which information is the most sensitive or vital to an
organization

Supports the tenets of confidentiality, integrity, and availability as it
pertains to data

Helps identity which protections apply to which information

May be required for regulatory, compliance, or legal reasons

In the public sector, the common categories utilized in the classification of

resources arc:

Public These are no-risk items which can be disclosed to anyone, as
long as they do not violate any individual’s right to privacy, and knowl-
edge of this information does not expose an organization to financial
loss or embarrassment, or jeopardize security assets. Examples of public
information include: marketing brochures, published annual reports,
business cards, and press releases.

Internal Use These are low-risk items that due to their technical or
business sensitivity are limited to an organization’s employees and those
contractors covered by a non-disclosure agreement. Should there be
unauthorized disclosure, compromise, or destruction of the documents,
there would only be minimal impact on the organization, its customers,
or employees. Examples of Internal Use information include: employee
handbooks, telephone directories, organizational charts, and policies.

Confidential These are moderate-risk items whose unauthorized dis-
closure, compromise or destruction would directly or indirectly impact
an organization, its customers, or employees, possibly causing financial
damage to organization reputation, a loss of business, and potential legal
action. They are intended solely for use within an organization and are
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limited to those individuals who have a “need-to-know” security clear-
ance. Examples of confidential items include: system requirements or
configurations, proprietary software, personnel records, customer records,
business plans, budget information, and security plans and standards.

= Restricted These are high-risk critical items whose unauthorized dis-
closure, compromise, or destruction would result in severe damage to a
company, providing significant advantages to a competitor, or causing
penalties to the organization, its customers, or employees. It is intended
solely for restricted use within the organization and is limited to those
with an explicit, predetermined, and stringent “business-need-to-know.”
Examples of restricted data include: strategic plans, encryption keys,
authentication information (passwords, pins, and so on), and IP addresses
for security-related servers.

All information, whether in paper, spoken, or electronic form should be clas-
sified, labeled, and distributed in accordance to your information classification
and handling procedures. This will assist in the determination of what items have
the largest threat, and as such, should determine how you set about providing
controls for those threats.

Your wireless network contains a few internal items that should be identified
and classified, however the overall classification of any network device comes
down the level of information that flows through its channels. While using e-mail
systems or accessing external sites through your wireless network, you will likely
find that your entire network contains restricted information. However, if you are
able to encrypt the password, the classification of your network data will then be
rated based upon the non-authentication information traveling across your wire-
less network.

Understanding Classification Criteria

To assist in your risk analysis, there are a few additional criteria that can be used
to determine the classification of information resources.

» Value Value is the most commonly used criteria for classifying data in
the private sector. If someone is valuable to an individual or organiza-
tion, that will prompt the data to be properly identified and classified.

» Age Information is occasionally reclassified to a lower level as time
passes. In many government organizations, some classified documents are
automatically declassified after a predetermined time period has passed.

www.syngress.com
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s Useful Life If information has become obsolete due to new informa-
tion or resources, it is usually reclassified.

= Personal Association If information is associated with specific indi-
viduals or is covered under privacy law, there might be a need to reclas-
sify it at some point.

Implementing Policy

Information classification procedures offer several steps in establishing a classifica-
tion system, which provides the first step in the creation of your security stan-
dards and policies. The following are primary procedural steps used in establishing
a classification system:

—_

Identify the administrator or custodian.

Specify the criteria of how the information will be classified and labeled.
Classify the data by its owner, who is subject to review by a supervisor.
Specify and document any exceptions to the classification policy.

Specify the controls that will be applied to each classification level.

S e

Specify the termination procedures for declassifying the information or
for transferring custody of the information to another entity.

7. Create an enterprise awareness program about the classification controls.

Once your information and resources are properly identified and classified,
you will be able to define the controls necessary to assure the privacy and secu-
rity of information regarding your employees and customers. Many industries are
required, either by regulation or civil law, to assure that proper policy is in place
to protect the security and privacy of non-public personal information. This rela-
tionship of policy, guidelines, and legal standards is shown in Figure 2.3.

Figure 2.3 The Hierarchy of Rules

Law

Policy

Standards

Guidelines
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Guidelines refer to the methodologies of securing systems. Guidelines are
more flexible than standards or policies and take the varying nature of informa-
tion systems into consideration as they are developed and deployed, usually
offering specific processes for the secure use of information resources. Many
organizations have general security guidelines regarding a variety of platforms
available within them: NT, SCO-Unix, Debian Linux, Red Hat Linux, Oracle,
and so on.

Standards specify the use of specific technologies in a uniform way. While
they are often not as flexible as guidelines, they do offer wider views to the tech-
nology specified. There are usually standards for general computer use, encryption
use, information classification, and others.

Policies are generally statements created for strategic or legal reasons, from
which the standards and guidelines are defined. Some policies are based on legal
requirements placed on industries such as health insurance, or they can be based
upon common law requirements for organizations retaining personal non-public
information of their customers.

Policies, standards, and guidelines must be explicit and focused, and must
effectively communicate the following subjects:

» Responsibility and authority
= Access control
»  The extent to which formal verification is required

» Discretionary/mandatory control (generally only relevant in government
or formal policy situations)

» Marking/labeling
= Control of media
» Import and export of data
» Security and classification levels
» Treatment of system output
It 1s the intent of policy to delineate what an organization expects in the

information security realm. Reasonable policy should also reflect any relevant
laws and regulations that impact the use of information within an organization.
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Damage & Defense...

Sample Wireless Communication Policy

1.0 Purpose

This policy prohibits access to <Company Name> networks via
unsecured wireless communication mechanisms. Only wireless systems
that meet the criteria of this policy or have been granted an exclusive
waiver by InfoSec are approved for connectivity to <Company
Name>'s networks.

2.0 Scope

This policy covers all wireless data communication devices (for
example, personal computers, cellular phones, PDAs, and so on) con-
nected to any of <Company Name>'s internal networks. This includes
any form of wireless communication device capable of transmitting
packet data. Wireless devices and/or networks without any connectivity
to <Company Name>'s networks do not fall under the purview of this
policy.

3.0 Policy

To comply with this policy, wireless implementations must: main-
tain point-to-point hardware encryption of at least 56 bits; maintain a
hardware address that can be registered and tracked (for instance, a
MAC address); support strong user authentication which checks
against an external database such as TACACS+, RADIUS, or something
similar.

Exception: a limited-duration waiver to this policy for Aironet
products has been approved if specific implementation instructions are
followed for corporate and home installations.

4.0 Enforcement
Any employee found to have violated this policy may be subject
to disciplinary action, up to and including termination of employment.

5.0 Definitions

Terms Definitions

User Authentication A method by which the user of a wireless
system can be verified as a legitimate user
independent of the computer or operating
system being used.

6.0 Revision History
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The System Administration, Networking, and Security Institute (SANS) ofters
excellent resources for implementing security standards, policies, and guidelines.
You can find more information on policy implementation at the SANS Web site
at www.sans.org/newlook/resources/policies/policies.htm. There you’ll find
example policies regarding encryption use, acceptable use, analog/ISDN lines,
anti-virus software, application service providers, audits, and many others.

In this section’s sidebar, “Sample Wireless Communication Policy,” you will
find the example wireless policy that defines the standards used for wireless
communications.

Recognizing Accepted Security
and Privacy Standards

Until recently, there have not been any internationally agreed upon standard
principles and procedures for performing security reviews and reporting on the
review of the many “targets” that make up our complex technological world. In
fact, the targets needing evaluation are ever-expanding and have evolved from
physical spaces and wire-connected objects, data applications, and infrastructures
to current wireless systems that can be contacted over great distances. Evaluating
the security risks of every possible layer of networks and components and appli-
cations that make up the various infrastructures is a long and complex under-
taking in today’s information-rich world.

Reviewing Security Standards

The security standards available today are the result of decades of research and
dialog between individuals, corporate entities, and government agencies around
the world and have created many new industries—one of which is the laborato-
ries that review and report security risks according to the definitions laid out in
these standards. Defining and reviewing security risks, however, is useless if the
providers of current and future technologies do not act upon the identified risks.

While we end users of technology wait on the providers of today’s tools to
implement solid security planning, implementation, and review of their products,
there is much we can do to ensure our own infrastructure and applications are
secure by following the same principles and procedures defined in today’s security
standards.

101
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Early Security Standards

One of the first standards to take on the idea of security evaluation criteria is the
Trusted Computer Systems Evaluation Criteria (TCSEC), commonly referred to
as the Orange Book, which was published by the National Security Agency
(NSA) in 1985.The Orange Book is best known for its classification of levels of
system security into discrete divisions. The four levels of classification are Division
D, Division C, Division B, and Division A, with Division D being the least or
minimally protected, and Division A signifying a fully trusted and verified design.
In 1991, France, the United Kingdom, Germany, and the Netherlands produced
the first attempt at a joint effort international standard Information Technology
Security Evaluation Certification (ITSEC). The U.S. Federal Criteria, which
replaced the Orange Book, and the Canadian Trusted Computer Product
Evaluation Criteria (CTCPEC) were both published in 1993 and added to the
growing list of individual standards.

ITSEC went further than TCSEC by separating reliability and assessment
from their security functions. A “trust hierarchy” in the reliable operation of the
security functions were sectioned into seven evaluation levels. Security functions
were assoclated with measurements or tags resulting from evaluations on the
security functions by human “evaluators.” Details on ITSEC and the assurance
levels it defines can be found at their Web site: www.cesg.gov.uk/assurance/

iacs/itsec/index.htm. A quick summary of the assurance levels can be found in
Table 2.1.

Table 2.1 Assurance Levels

Assurance

Level Security Functions

EO Inadequate assurance

E1 A security target and informal architectural design must be

produced.

User/admin documentation gives guidance on Target of
Evaluation (TOE) security.

Security enforcing functions are tested by evaluators or
developers.

TOE is to be uniquely identified and have delivery, configura-
tion, startup, and operational documentation.

Secure distribution methods to be utilized.

Continued
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Table 2.1 Continued

Assurance
Level

Security Functions

E2 (or E1 plus)

E3

E4

E5

E6

An informal detailed design, as well as test documentation,
must be produced.

Architecture shows the separation of the TOE into security
enforcing and other components.

Penetration testing searches for errors.

Configuration control and developer’s security is assessed.
Audit trail output is required during startup and operation.
Source code or hardware drawings to be produced.

Correspondence must be shown between source code and
detailed design.

Acceptance procedures must be used.
Implementation languages should be to recognized standards.
Retesting must occur after the correction of errors.

Formal model of security and semi-formal specification of
security enforcing functions, architecture, and detailed
design to be produced.

Testing must be shown to be sufficient.

TOE and tools are under configuration control with changes
audited and compiler options documented.

TOE to retain security on restart after failure.

Architectural design explains the inter-relationship between
security enforcing components.

Information on integration process and runtime libraries to
be produced.

Configuration control independent of developer.

Identification of configured items as security enforcing or
security relevant, with support for variable relationships
between them.

Formal description of architecture and security enforcing
functions to be produced.

Correspondence shown from formal specification of security
enforcing functions through to source code and tests.
Different TOE configurations defined in terms of the formal
architectural design.

All tools subject to configuration control.
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Understanding the Common Criteria Model

As none of the standards described in the previous section were globally
accepted, the International Organization for Standardization (ISO) began an
attempt to create a global standard for security evaluations. This led to the devel-
opment of the Common Criteria for Information Technology Security
Evaluation (CCITSE), known simply as the Common Criteria (CC), which was
published in 1999.The Common Criteria defines a general model for selecting
and defining Information Technology (IT) security requirements and establishes a
standard way of expressing security functional requirements for Targets of
Evaluation (TOE).

ISO 17799/BS 7799

The Common Ciriteria provides an excellent method for identifying, evaluating,
and reporting on individual or groups of targets for evaluation. Unfortunately, the
Common Criteria does not offer Information Security Management any method
or basis for developing organizational security standards and eftective security
management practices. The British Standards Institute (BSI) provided the begin-
nings of a solution to this problem when it published BS7799 in February, 1998.
BSI sponsored BS7799 to become an international standard and it was incorpo-
rated into ISO 17799 and published by the ISO and the International
Electrotechnical Commission (IEC) in December 2000.

ISO 7498-2

ISO 7498-2 defines the purpose and objectives of security policies.

Essentially, a security policy states, in general terms, what is and is not per-
mitted in the field of security during the general operation of the system in ques-
tion. Policy is usually not specific. It suggests what is of paramount importance
without saying precisely how the desired results are to be obtained, along the way
establishing the topmost level of a security specification.

ISO 10164-8

This section of the ISO Information Technology Open System Interconnection
(OSI) System Management document on security audit trail function defines a
framework for providing audit trails for system and network activities to ensure
secure logging.
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ISO 13888

In the Open Distributed Processing Reference Model, the ISO provides the main
standards for electronic non-repudiation. ISO/IEC 13888-1 states, “Non-repudia-

tion can only be provided within the context of a clearly defined security policy

for a particular application and its legal environment.”

The ISO also provides for non-repudiation services for conformance with
ISO/IEC 13888-1, -2 and -3 as being:

Approval Non-repudiation of approval service provides proof of who
is responsible for approval of the content of a message.

Sending Non-repudiation of sending service provides proof of who
sent a message.

Origin Non-repudiation of origin service is a combination of approval
and sending services.

Submission Non-repudiation of submission service provides proof that
a delivery authority has accepted a message for transmission.

Transport Non-repudiation of transport service provides proof for the
message originator that a delivery authority has given the message to the
intended recipient.

Receipt Non-repudiation of receipt service provides proof that the
recipient received a message.

Knowledge Non-repudiation of knowledge service provides proof that
the recipient recognized the content of a received message.

Delivery Non-repudiation of delivery service is a combination of
receipt and knowledge services as it provides proof that the recipient
received and recognized the content of a message.

The ISO also makes clear that in order for full non-repudiation of both par-

ties to occur, the following steps must be taken:

All parties must be identified and authenticated.
All parties must be authorized to perform the function required.

The integrity of the transaction content must be intact throughout the
entire process.
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= Certain transaction information needs to be confidential for authorized
users only.

» All transactions must be fully audited.

Reviewing Privacy Standards and Regulations

There have been many regulations passed in the U.S. that provide protection for
personal non-public privacy and assure standardization within specific industries.
Some of this may affect any policy or procedure you deploy.

NAIC Model Act

The National Association of Insurance Commissioners (NAIC) model act of
1980 was adopted to address the issue of confidentiality of personal information
obtained by insurance companies.

The Act defines “personal information” as:

...any individually identifiable information gathered in connection
with an insurance transaction from which judgments can be made
about an individual’s character, habits, avocations, finances, occupa-
tion, general reputation, credit, health or any other personal charac-
teristics including name, address, and medical record information.

Privileged information generally includes individually identifiable information
that: (1) relates to a claim for benefits or a civil or criminal proceeding involving
an individual; and (2) is collected in connection with or in reasonable anticipa-
tion of a claim for insurance benefits or civil or criminal proceeding involving an
individual.

Gramm-Leach-Bliley Act

The Gramm-Leach-Bliley Act (GLBA) allowed financial institutions to consoli-
date banks, insurance companies, and brokerage firms into financial holdings
companies (FHC:s). As these institutions were established, a need grew to ensure
the protection of customer information that these entities controlled.

This act provides mechanisms to protect the privacy of customer information
through:

» Privacy Policies Your financial institution must tell you the kinds of
information it collects about you and how it uses that information.

www.syngress.com



A Security Primer ¢ Chapter 2

Right to Opt-Out Your financial institution must explain how you
can prevent the sale of your customer data to third parties.

Safeguards Financial institutions are required to develop policies to
prevent fraudulent access to confidential financial information, which
must then be disclosed to you.

The relevant sections of the act that pertain to privacy policy disclosure have
been extracted from Title V and listed here for your review. A full copy of the act
is available at www.house.gov/financialservices/s900lang.htm.

SEC. 503. DISCLOSURE OF INSTITUTION PRIVACY POLICY.

a)

DISCLOSURE REQUIRED. — At the time of establishing a customer
relationship with a consumer and not less than annually during the con-
tinuation of such relationship, a financial institution shall provide a clear
and conspicuous disclosure to such consumer, in writing or in electronic
form or other form permitted by the regulations prescribed under sec-
tion 504, of such financial institution’s policies and practices with respect
to—

1) disclosing non-public personal information to affiliates and non-affil-
1ated third parties, consistent with section 502, including the cate-
gories of information that may be disclosed;

2) disclosing non-public personal information of persons who have
ceased to be customers of the financial institution; and

3) protecting the non-public personal information of customers.

Such disclosures shall be made in accordance with the regulations pre-
scribed under section 504.

Information to be included—the disclosure required by subsection (a)

shall include—

1) the policies and practices of the institution with respect to disclosing
non-public personal information to non-affiliated third parties, other
than agents of the institution, consistent with section 502 of this sub-
title, and including—

a) the categories of persons to whom the information is or may be
disclosed, other than the persons to whom the information may
be provided pursuant to section 502(e); and
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b) the policies and practices of the institution with respect to dis-
closing of non-public personal information of persons who have
ceased to be customers of the financial institution;

2) the categories of non-public personal information that are collected
by the financial institution;

3) the policies that the institution maintains to protect the confiden-
tiality and security of non-public personal information in accordance
with section 501; and

4) the disclosures required, if any, under section 603(d)(2)(A)(ii1) of the
Fair Credit Reporting Act.

Notes from the Underground...

Policies: A Double-edged Sword

Security policies, while they do not explain exceptions or actual imple-
mentation procedures, contain a wealth of information for those who
are looking to exploit your resources. If you are required by the Gramm-
Leach-Bliley Act or any other such federal, state, or local ruling to dis-
close to your customers the security policies that have been put in place
to protect their information, there is nothing to stop the potential
hacker from using this to gather vital data regarding your information
system’s architecture and security control requirements.

HIPAA

The Health Information Portability and Accountability Act (HIPAA) defined the
standards and procedures for gathering, retaining, and sharing customer informa-
tion in the healthcare sector. Like the GLBA, this places controls on insurance
providers to ensure the privacy and confidentiality of customer information. The
act also provided for methods of electronic filing while ensuring the protection
of any information that might be transmitted.

The act, like many government documents, is long and full of legalese, so I
have taken only the sections relevant to information security and displayed them
here. A full copy of the act is available at www.hcfa.gov/medicaid/hipaa/content/
hipaasta.pdf
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STANDARDS FOR INFORMATION TRANSACTIONS AND DATA
ELEMENTS

SEC. 1173.

(a) STANDARDS TO ENABLE ELECTRONIC EXCHANGE-

1)

(3)

IN GENERAL—The Secretary shall adopt standards for transac-
tions, and data elements for such transactions, to enable health infor-
mation to be exchanged electronically, that are appropriate for—

(A) the financial and administrative transactions described in
paragraph (2); and

(B) other financial and administrative transactions determined
appropriate by the Secretary, consistent with the goals of
improving the operation of the health care system and reducing
administrative costs.

TRANSACTIONS—The transactions referred to in paragraph
(1)(A) are transactions with respect to the following:

(A) Health claims or equivalent encounter information.
B) Health claims attachments.

C
D

(
(C) Enrollment and disenrollment in a health plan.
) Eligibility for a health plan.

(E) Health care payment and remittance advice.

(F) Health plan premium payments.

(G) First report of injury.

(H) Health claim status.

() Referral certification and authorization.

ACCOMMODATION OF SPECIFIC PROVIDERS—The stan-
dards adopted by the Secretary under paragraph (1) shall accommo-
date the needs of different types of health care providers.

(b) UNIQUE HEALTH IDENTIFIERS—

1)

IN GENERAL—The Secretary shall adopt standards providing for a
standard unique health identifier for each individual, employer,
health plan, and health care provider for use in the health care
system. In carrying out the preceding sentence for each health plan
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and health care provider, the Secretary shall take into account mul-
tiple uses for identifiers and multiple locations and specialty classifi-
cations for health care providers.

(2) USE OF IDENTIFIERS—The standards adopted under paragraph
(1) shall specify the purposes for which a unique health identifier
may be used.
(c) CODE SETS—
(1) IN GENERAL—The Secretary shall adopt standards that—

(A) select code sets for appropriate data elements for the transactions
referred to in subsection (a)(1) from among the code sets that
have been developed by private and public entities; or

(B) establish code sets for such data elements if no code sets for the
data elements have been developed.

(2) DISTRIBUTION—The Secretary shall establish efficient and low-
cost procedures for distribution (including electronic distribution) of
code sets and modifications made to such code sets under section

1174(b).
(d) SECURITY STANDARDS FOR HEALTH INFORMATION—

(1) SECURITY STANDARDS- The Secretary shall adopt security
standards that—

(A) take into account—

(1) the technical capabilities of record systems used to maintain
health information;

(i1) the costs of security measures;

(111) the need for training persons who have access to health
information;

(iv) the value of audit trails in computerized record systems; and

(v) the needs and capabilities of small health care providers and
rural health care providers (as such providers are defined by
the Secretary); and

(B) ensure that a health care clearinghouse, if it is part of a larger
organization, has policies and security procedures which isolate
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the activities of the health care clearinghouse with respect to
processing information in a manner that prevents unauthorized
access to such information by such larger organization.

(2) SAFEGUARDS—Each person described in section 1172(a) who
maintains or transmits health information shall maintain reasonable
and appropriate administrative, technical, and physical safeguards—

(A) to ensure the integrity and confidentiality of the information;
(B) to protect against any reasonably anticipated—

(1) threats or hazards to the security or integrity of the infor-
mation; and

(1) unauthorized uses or disclosures of the information; and

(C) otherwise to ensure compliance with this part by the officers
and employees of such person.

(¢) ELECTRONIC SIGNATURE—

(1) STANDARDS—The Secretary, in coordination with the Secretary
of Commerce, shall adopt standards specitying procedures for the
electronic transmission and authentication of signatures with respect
to the transactions referred to in subsection (a)(1).

(2) EFFECT OF COMPLIANCE—Compliance with the standards
adopted under paragraph (1) shall be deemed to satisty Federal and
State statutory requirements for written signatures with respect to
the transactions referred to in subsection (a)(1).

(f) TRANSFER OF INFORMATION AMONG HEALTH PLANS—
The Secretary shall adopt standards for transferring among health plans
appropriate standard data elements needed for the coordination of bene-
fits, the sequential processing of claims, and other data elements for indi-
viduals who have more than one health plan.

Electronic Signatures in the Global
and National Commerce Act

The eSign Act provides for binding implications regarding online contracts. A
copy of the act is available at http://frWebgate.access.gpo.gov/cgi-bin/
getdoc.cgi?dbname=106_cong_bills&docid=f:s761enr.txt.pdf, while a Federal
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Trade Commission executive report can be found at http://www.ftc.gov/o0s/
2001/06/esign7.htm.

COPPA

The Children’s Online Privacy Protection Act of 1998 puts parents in control of
information collected from their children online, and is flexible enough to
accommodate the many business practices and technological changes occurring
on the Internet.

Civil Liability Law

Outside of specific regulation, many individuals and organizations are also bound

under civil liability law to assure the privacy and protection of the data they con-

trol. Individuals or organizations seeking to recover damages from possible losses

incurred fall under U.S. laws regarding tort. A fort is some damage, injury, or

wrongful act done willfully or negligently for which a civil suit can be brought.
To successtully win a tort case, four basic elements must be established:

Duty The defendant must have legal duty of care toward the plaintiff.

2. Breach of Duty The defendant must have violated a legal duty of care
toward the defendant. Usually this violation is the result of “negligence”
on the part of the defendant.

Damage The plaintiff must have suftered harm.

4. Proximity Cause The defendant’s breach of legal duty must be related
to the plaintift’s injury closely enough to be considered the cause or at
least one of the primary causes of the harm.

Merriam-Webster’s Dictionary of Law defines duty as “an obligation assumed
(as by contract) or imposed by law to conduct oneself in conformance with a
certain standard or to act in a particular way.” If your company gathers a cus-
tomer’s information, that information is covered under your security policy. Your
company’s policy can be more stringent than the law, and create a “duty”
between your company and the customer. Even with no contract, your company
has an implied duty to the customer to take reasonable steps to ensure the pri-
vacy of their information.

If a hacker breaks into your system, the hacker would be liable for trespassing
against the company. However, under tort law, your company could be held
liable, under negligence, for any injuries the hacker caused to any third party
(your customer). For example, if the hacker was able to delete or modify customer
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orders, then the customer could hold the supplier liable for any damages it sus-
tained by not receiving its order. A court would determine if the company com-
plied with its own policy and whether the company took the necessary actions to
protect the information.

Addressing Common Risks and Threats

The advent of wireless networks has not created new legions of attackers. Many
attackers will utilize the same attacks for the same objectives they used in wired
networks. If you do not protect your wireless infrastructure with proven tools and
techniques, and do not have established standards and policies that identify proper
deployment and security methodology, then you will find that the integrity of
your wireless networks may be threatened.

Experiencing Loss of Data

If you are unable to receive complete and proper information though your net-
work and server services, then those services are effectively useless to your orga-
nization. Without having to go through the complex task of altering network
traffic, if someone is able to damage sections, then the entire subset of informa-
tion used will have to be retransmitted. One such method used to cause data loss
involves the use of spoofing. Spoofing is where someone attempts to identify
themselves as an existing network entity or resource. Having succeeded in this
ruse, they can then communicate as that resource causing disruptions that affect
legitimate users of those same resources.

This type of threat attacks each of the tenets of security we have covered so
far. If someone is able to spoof as someone else, then we can no longer trust the
confidentiality of communications with that source, and the integrity of that
source will no longer be valid, and, as they have taken over the source, they have
the ability to remove or replace the service thereby affecting its availability.

Loss of Data Scenario

If an attacker is able to identify a network resource, they could then either send
invalid traffic as that resource, or act as a man-in-the-middle for access to the real
resource. A man-in-the-middle is created when someone assumes the ID of the
legitimate resource, and then responds to client queries for those resources, some-
times oftering invalid data in response, or actually acquiring the valid results from
the resource being spoofed and returning that result (modified as to how the
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The most common use for spoofing in wireless networks is in the configura-
tion of the network MAC address. If a wireless Access Point has been set up and
only allows access from specified MAC addresses, all that an attacker need do is
monitor the wireless traftic to learn what valid MAC addresses are allowed and
then assign that MAC to their interface. This would then allow the attacker to
properly communicate with the network resources being that it now has a valid
MAC for communicating on the network.

Experiencing Denial and Disruption of Service

One of the most common attacks used to reduce availability of resources is called
a denial of service (DOS). The early ping flood attacks exploited misconfigured
network devices and allowed for mass amounts of packets to be sent at specified
targets, eftectively using the entire targets network or computing resources. This
prevented anyone from accessing the targets’ resources. Ping floods as well as new
and interesting distributed denial of service (DDOS) attacks are still being devel-
oped and have been able to disrupt the service of some of the largest Internet
service providers around (as was done in the cyberassaults in early 2000 against
Buy.com, eBay, CNN, and Amazon.com).

Creating a denial of service (DOS) for a wireless network can be accom-
plished in a similar fashion to wired network DOS attacks. By only being a node
on a wireless network or the network it is connected to, and knowing that there
is only a certain amount of bandwidth available on the network or to individual
machines connected to the network, it would not be too difficult to create a situ-
ation by which the wireless resources might become unavailable to those
attempting to utilize the network.

Our own mass deployment of wireless devices is also having an impact on the
security and availability of those attempting to utilize them. Many new wireless
telephones, baby monitors, and Bluetooth-based devices, share the same 2.4GHz
frequency channels as 802.11b networks. That, plus the saturation of so many
wireless networks in some areas, provides many opportunities for conflicting sig-
nals to be transmitted, causing degradation and possible disruption of service due
to the jamming caused by the multiple wireless devices.

As we saw when we reviewed “The Big Three,” a DOS attack strikes at the
heart of the most fundamental network principle—availability—causing much
confusion and loss of productivity.
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Disruption of Service Scenario

I was having a discussion with an associate online when he suddenly lost his net-
work connection. When he came back, we were unsure of what had happened, so
I decided to call him directly to help debug the situation. As soon as he picked
up his telephone, his network connection went offline. He remembered getting a
previous call the last time he’d been knocked offline. Upon further investigation,
we noticed he’d moved his new wireless telephone next to his wireless network
adaptor. As he changed the channel his telephone was currently set for (which are
randomly chosen on some telephones when the receiver is picked up), he noticed
it was conflicting with the channel he had chosen for his wireless network. In the
end, he manually reconfigured his wireless gateway until it was on a channel
unaffected by the wireless telephone he was using.

Eavesdropping

Even before wireless networks were introduced, several ways were discovered that
allowed analysis of traffic on computer monitors and network cables, without
needing to connect to either. One such method developed by the National
Security Agency (NSA) is named TEMPEST. There are several theories about the
origin of the TEMPEST acronym. One is that it was simply a code word used in
the 1960s by the U.S. government. Others believe it to be an acronym for
Telecommunications Electronics Material Protected from Emanating Spurius
Transmissions, or Transient Electromagnetic Pulse Emanation Standard. Either
way, TEMPEST is a technology used to monitor (and protect) devices that emit
electromagnetic radiation (EMR) in such a way that it can be used to reconstruct
the originally transmitted communications. With such a tool, it is possible to
reconstruct the images, and words, displayed on a computer screen from a remote
location by receiving the EMR transmitted from the monitor and reconstructing
it onto another display.

Wireless networks are even more vulnerable to electronic eavesdropping and
do not require complex Van Eck devices. By their very nature, wireless networks
are designed to allow people to connect and communicate remotely.

Those who wish to exploit wireless networks have a variety of tools
available to them. Many of their tools are simply the same tools used to scan,
monitor, and attack wired networks. Make a quick visit to Packet Storm
(http://packetstormsecurity.com) and you’ll find a plethora of scanning,
sniffing, and attack tools, along with detailed documentation and security dis-
cussions. To use most of these tools, however, you must first be on a network.
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Notes from the Underground...

Is TEMPEST Truly Possible?

In 1985 a Dutch Scientist, Wim van Eck, demonstrated how he could
easily pick the emissions of a nearby monitor and display them on
another monitor. In his paper, Electromagnetic Radiation from Video
Display Units: An Eavesdropping Risk? (available at http://jya.com/
emr.pdf), Wim describes the problem with the electromagnetic fields
produced by electronic devices. Due to his publication and the examples
provided, TEMPEST is also sometimes known as “Van Eck Phreaking.”

Technology has advanced since the mid 80s and while this risk is
still possible, new Liquid Crystal Displays (LCD) and higher shielding in
current monitors limit the produced emissions and help protect against
TEMPEST attacks.

More information on TEMPEST can be found in Cassi Goodman's
An Introduction to TEMPEST, available through SANS (System
Administration, Networking, and Security) at www.sans.org/infosecFAQ/
encryption/TEMPEST.htm, or at The Complete, Unofficial TEMPEST
Information Page, created by Joel McNamara, which can be found at
www.capnasty.org/taf/issue5/tempest.htm.

A large percentage of people who deploy wireless networks set them up with
the default insecure settings, and even if they turn on encryption, the default key
used is rarely changed. On some gateways, the default key is a shortened version
of the network ID that can be identified through either physical examination of
the gateway or through clever social engineering.

There is little anyone can do to connect to your network until they know it
exists. When modems were the primary communication method used by com-
puters, people looking for other computers to call would sometimes run pro-
grams such as Tone Loc to dial mass amounts of numbers in search of other
modems that would answer. This form of scanning for modems became known as
war dialing.

The first generation of tools that could scan for wireless networks were
released throughout 2001. Due to their similar scanning functionalities, and the
fact that a lot of wireless scanning occurs either in a parking lot or when driving
by places utilizing wireless networks, scanning for wireless networks has come to
be known as war driving. These tools were started with the release of NetStumbler
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(www.netstumbler.com) for Microsoft Windows platforms, and were soon fol-
lowed by several Linux war driving tools. To supplement these network detection
applications, tools such as AirSnort (http://airsnort.sourceforge.net) were created
that would recover WEP encryption keys by passively monitoring transmissions,
and once enough packets were gathered, AirSnort could compute the key by ana-
lyzing the data in relation to the published WEP exploits.

All of these tools attack the basic concept of confidentiality we reviewed ear-
lier. While WEP and the RC4 stream cipher attempt to protect the confiden-
tiality of the data going through your wireless network, once your secret key 1is
known, unless you are utilizing another encryption layer (SSH, SSL, and so on),
your confidentiality will be compromised. Your policy and standards should take
this, the other scenarios we outline here, and any other possible threat to the fun-
damentals of security into account and provide an understanding of the risk as
well as possible solutions.

Eavesdropping Scenario

The tools of the wireless network hacker can fit into the palm of your hand, or
your backpack, or be mounted directly into your vehicle. Therefore, unless you

actually triangulate a hacker’ signal or actually observe someone’s monitor and
see them hacking your network, there is little you can do to determine who is

exploiting your wireless resources.

The only tools the modern wireless hacker needs is their computer, a wireless
network interface (or several depending on the type of hacking they are doing),
and possibly an antenna. Using the free tools available today, all a hacker needs do
is travel a short distance to find a wireless network that will allow complete
Internet and intranet access. We will get into the utilization of these tools and
how they can exploit your resources later in this book.

Preempting the Consequences
of an Organization’s Loss

There are many obvious consequences to organizations or individuals who
deploy technology without a solid understanding of the fundamentals of security.
These can involve security breaches, loss of data or trade secrets, loss of market
opportunity, loss of reputation or direct financial loss. If any losses occur, an orga-
nization can expect to see a direct impact to their reputation and customer confi-
dence, which might result in civil and criminal consequences.
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Security Breach Scenario

You need only look at the distributed denial of service attacks leveled at the
largest Internet companies in recent years to see how they impact a company’s
bottom line and its customer confidence. By having your resources offline, espe-
cially if you are like eBay or Amazon.com where online channels are your only
channels, your company is reduced to nothing more than a corner store with
nothing on the shelf.

Having clear and well-defined security standards, policies, and guidelines help
prepare for possible attacks and provide solutions should they actually occur. They
also add extra legal protection in case a customer, business partner, or shareholder
teels proper steps haven’t been taken to assure the protection and privacy of the
information stored and transmitted through your resources.
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Summary

It 1s only through a solid understanding of security fundamentals, principles, and
procedures that you are able to fully identify today’s security risks. From this
understanding, which is built upon “The Big Three” tenets of security (confiden-
tiality, integrity, and availability) come the basis for all other security practices.
The essential practices usually associated with security build upon the concepts of
“The Big Three,” which provide tools for actually implementing security into
systems. The ability to properly authenticate a user or process, before allowing
that user or process access to specific resources, protect the CIA directly. If we are
able to clearly identify the authenticated user through electronic non-repudiation
techniques usually found in encryption tools such as public-key encryption, we
can assure that the entities attempting to gain access are who they say they are.
Finally, if we log the activities performed, then a third party can monitor the logs
and ensure all activity happening on a system complies with the policy and stan-
dards defined, and that all inappropriate activity is identified, allowing for possible
prosecution or investigation into the invalid activity.

Following these practices, through the use of tested and proven identification
and evaluation standards, security risks associated with any object can be fully
understood. Once the risks are known, solutions can be provided to diminish
these risks as much as possible.

The standard solution is to create a formal security policy along with detailed
guidelines and procedures. These guidelines describe the actual implementation
steps necessary for any platform to comply with the established security procedure.

By using these standard methods to protect your wireless network, you should
be able to develop a clear and concise wireless security plan that incorporates the
needs of your organization’s highest levels. This plan will allow for the deploy-
ment of a wireless network that’s as secure as possible, and provide clear excep-
tion listings for areas where the risks to your infrastructure cannot be fully
controlled.
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Solutions Fast Track

Understanding Security
Fundamentals and Principles of Protection

4]

m

“The Big Three” tenets of security are: confidentiality, integrity, and
availability.

Requirements needed to implement the principles of protection include
proper authentication of authorized users through a system that provides
for a clear identification of the users via tested non-repudiation
techniques.

Logging or system accounting can be used by internal or external
auditors to assure that the system is functioning and being utilized in
accordance to defined standards and policies.

Logging can also be the first place to look for evidence should an attack
occur. Ensure that logging is going to a trusted third-party site that
cannot be accessed by personnel and resources being logged.

These tools are essential to protecting the privacy of custome